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Preface

The Oracle Banking Platform Localization Installation Guide - Silent Installation contains information on
silent installation and configuration of Oracle Banking Platform software and its associated products.

This preface contains the following topics:

= Audience

m Documentation Accessibility
=  Organization of the Guide

m Related Documents

m Conventions

Audience

This guide is primarily meant as a step-by-step installation manual for IT deployment teams and onshore
implementations at client locations to install a complete Oracle Banking Platform localization systemin a
UNIX based environment.

The reader is expected to have an acquaintance with UNIX platform, Oracle WebLogic server and Oracle
Fusion platform firmware such as Oracle JDeveloper, Oracle OID and Oracle SOA Suite.

This installation guide is applicable for Australia and US localizations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Organization of the Guide

This document contains:
Chapter 1 Getting Started

This chapter presents an overview of Oracle Banking Platform and the installation guide. It also mentions
the assumptions, limitations and exclusions that this document has been based upon.

Chapter 2 Pre-Installation Configuration

This chapter describes the pre-configuration activities that are to be completed successfully for proper
installation and functioning of Oracle Banking Platform.

Chapter 3 OBP Localization SOA Media Pack Installation
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This chapter explains the steps involved in the installation, and post installation and configuration of Oracle
Banking Platform Localization SOA (Integration Server) Media pack.

Chapter 4 OBP Localization Host Media Pack Installation

This chapter explains the steps involved in the installation, and post installation and configuration of Oracle
Banking Platform Localization Host Media Pack.

Chapter 5 OBP Localization Presentation Media Pack Installation

This chapter explains the steps involved in the installation, and post installation and configuration of Oracle
Banking Platform Localization Presentation (Ul) Media Pack.

Chapter 6 BAM Installation using OBP Localization SOA Media Pack

This chapter explains the steps involved in the installation of Oracle Business Activity Monitoring (BAM)
using OBP Localization SOA (Integration Server) Media Pack.

Chapter 7 Standalone Database Setup
This chapter explains the steps involved in Oracle Banking Platform database.
Chapter 8 OBP and IPM Integration

This chapter explains the steps involved in the integration of Oracle Banking Platform and Oracle Imaging
and Process Management (IPM).

Chapter 9 ODI Configuration

This chapter explains the steps involved in the configuration of ODI using OBP HOST Media Pack.
Chapter 10 Monitoring Servers Using Oracle Enterprise Manager

This chapter explains the steps required to monitor servers using Oracle Enterprise Manager (OEM).
Chapter 11 Post Installation Verification

This chapter explains the steps required to verify the installation of Oracle Banking Platform.
Chapter 12 Errors and Remedies

This chapter provides information on troubleshooting to help diagnose and remedy some of the problems
encountered during installation of the Oracle Banking Platform.

Chapter 13 Uninstalling the Application

This chapter explains the process of uninstalling the Oracle Banking Platform.

Related Documents

For more information, see the following documentation:

m Forinformation necessary for the installation and configuration of integration components to create a
complete solution using Oracle Banking Platform and Oracle Documaker, see the installation and
configuration guides at https://docs.oracle.com/cd/F30719_01/index.html.

m For a comprehensive overview of security, see the Oracle Banking Platform Security Guide.

m For the complete list of licensed products and the third-party licenses included with the license, see
the Oracle Banking Platform Licensing Guide.

m Forinformation related to setting up a bank or a branch, and other operational and administrative
functions, see the Oracle Banking Platform Administrator Guide.
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m Forinformation related to customization and extension, see the Oracle Banking Platform
Extensibility Guides for SOA, HOST, and UL.

m Forinformation on the functionality and features, see the respective Oracle Banking Platform
Functional Overview document.

m For recommendations of secure usage of extensible components, see the Oracle Banking Platform
Secure Development Guide.

Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for which

italic you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code in

flonospace examples, text that appears on the screen, or text that you enter.

The following acronyms are used in this document:

Acronym Meaning

ADF Application Development Framework
ATM Automated Teller Machine

BAM Business Activity Monitoring

BPEL Business Process Execution Language
DB or db Oracle Database

FEPI Front End Processing Interface
HOST Middleware Host Tier

IAM Identity and Access Management

IPM Imaging and Process Management
LDAP Lightweight Directory Access Protocol
OBP Oracle Banking Platform

ODI Oracle Data Integrator

OEL Oracle Enterprise Linux

OEM Oracle Enterprise Manager

OIb Oracle Internet Directory
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Acronym Meaning

OIM Oracle Identity Manager

OLTP Online Transaction Processing
OPSS Oracle Platform Security Services
(O] Operating System

POS Point Of Sale

RCU Repository Creation Utility

sh Unix Shell file

SOA Service Oriented Architecture Tier
SVN Source Code Version Repository
Ul User Interface, that is Presentation Tier
VM Virtual Machine

WLS WebLogic Server
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1 Getting Started

This chapter presents an overview of Oracle Banking Platform and the installation guide. It also mentions
the assumptions, limitations and exclusions that this document has been based upon.

1.1 About Oracle Banking Platform

Oracle Banking Platform (OBP) along with localization is a one-stop solution for a bank for its core banking
operations, across retail and business banking operations. It is designed to help banks respond
strategically to today's business challenges, while also transforming their business models and processes
to reduce operating costs and improve productivity across both front and back offices.

OBP provides a unified yet scalable IT solution for a bank to manage its data and end-to-end business
operations with an enriched user experience. It is a composed set of different modules wherein each of the
modules is serviced by a set of services and other subsystems.

1.2 About This Document

This document guides you through the installation of the core banking application Oracle Banking Platform
along with localization. This document guides in deploying the following parts of the application:

m Presentation Server (ADF Presentation Ul deployment on WebLogic)
m Application Server (Banking Services hosted on WebLogic)

m Integration Server (Oracle Banking Platform Integration and Approval Processes hosted on Oracle
SOA)

m Security Configuration (Seeding security to OID)
m Seed Data Configuration (Seeding data to Core banking OLTP Database Server)

There are multiple prerequisites that need to be done before the start of the installation. The prerequisites
section lists down the requirements. This document does not attempt to guide you through the prerequisites
installation. The readers are expected to see the appropriate platform documentation to install the
prerequisites.

This document prescribes bare minimum hardware requirements to have a functional application
configuration. The sizing for a production environment is not prescribed here.

Due care has been taken to make this document as complete as possible. In case of any anomalies please
mail to obp-deployment-support@oracle.com.

There are certain steps in the installation that may not be optimal yet. Further releases will optimize the
deployment further.

1.3 Assumptions

Itis assumed that the reader is aware of the technologies involved and is capable of installing the
prerequisite software products mentioned in Section 2.1.2 Software Environment.

The following are the assumptions regarding the environment and setup with regard to carrying out this
installation:

1 Getting Started | 22
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1.4 Limitations

m The Oracle Banking Platform localization installables are downloaded and copied onto a Linux
machine or Linux VM.

m The reader has taken a remote connection to the Linux machine via Windows box.

m The reader is able to take an 'ssh’ connection to the servers on which various Oracle Banking
Platform components have to be installed from the Linux machine.

m The useris aware of the process of creating required db schema using RCU prior to initiation of OBP
localization installation.

1.4 Limitations

Whenever the installation gets aborted or is served a timeout for various reasons, rerun the installation from
the beginning with domain cleanup.

1.5 Exclusions

Though some of the software and products listed in prerequisites section may work on Windows, such
qualification has not been carried out and shall not be the focus of this guide. It is advisable to use the
mentioned Operating System (OS) for the best experience.
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2 Pre-Installation Configuration

This chapter describes the pre-configuration activities that are to be completed successfully for proper
installation and functioning of Oracle Banking Platform.

2.1 Setup Prerequisites

This section lists down the requirements from an environment perspective including minimum hardware
requirements with Operating System (OS) and the middleware software products, which the Oracle
Banking Platform solution depends and runs on (for example, Database or WebLogic) or interfaces with (for
example, OID or IPM).

2.1.1 Hardware Environment

The minimum hardware requirements for Oracle Banking Platform solution to install and function decently
are listed below:

Table 2-1 Hardware and OS

CPU RAM Disk .
Sr. No. (2+GHz) (GB) (GB) OS Version Purpose
; Oracle Banking Platform Oracle
1 4 16 200 OEL 7.5 64 bit Database
. Oracle Banking Platform ADF Ul
2 4 32 200 OEL 7.5 64 bit Presentation Server
. Oracle Banking Platform Services
3 4 32 200 OEL 7.5 64 bit Middleware Host Server
As per OID
4 2 16 200 certification Oracle OID Server
matrix.
As per IPM
5 2 16 200 certification Oracle IPM Server
matrix.
As per SOA
6 4 32 200 certification Oracle SOA Server
matrix.
As per BAM
7 4 16 200 certification Oracle BAM Server
matrix.

2.1.2 Software Environment

Itis assumed that the following products are installed and are available on the server on which the Oracle
Banking Platform installation will be performed.

2.1.2.1 Certification Details
The following software are mandatory:
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Table 2-2 List of Software

ﬁz Components Zone Software
Oracle Fusion Middleware Infrastructure 12c
Presentation App Java Version jdk1.8.0_xx (jdk1.8.0_281)
Oracle Linux 7.5 64-bit
. Oracle SOA Suite 12¢ (12.2.1.4.0)
Banking . .
2 SOA A Java Version jdk1.8.0_xx (jdk1.8.0_281)
PP Oracle Linux 7.5 64-bit
Oracle Fusion Middleware Infrastructure 12c
(12.2.1.4.0)
3 OBP HOST izgking ?gr%c-loe.(?gtabase 19c¢ Enterprise Edition Release

Java Version jdk1.8.0_xx (jdk1.8.0_281)
Oracle Linux 7.5 64-bit

Oracle Internet Directory 12.2.1.4.0

Oracle Fusion Middleware Infrastructure 12c
4 oID Security (12.2.1.4.0)
Java Version jdk1.8.0_xx (jdk1.8.0_281)

Oracle Linux 7.5 64-bit

Oracle WebCenter - Content 12.2.1.4.0

Oracle Fusion Middleware Infrastructure 12c
5 IPM Document (12.2.1.4.0)
Java Version jdk1.8.0_xx (jdk1.8.0_281)

Oracle Linux 7.5 64-bit

Oracle Fusion Middleware Infrastructure 12c
(12.2.1.4.0)

6 OSB Integration Oracle Service Bus 12c (12.2.1.4.0).
Java Version jdk1.8.0_xx (jdk1.8.0_281)
Oracle Linux 7.5 64-bit

Oracle Fusion Middleware Infrastructure 12c
(12.2.1.4.0)

7 ODI Integration Oracle Data Integrator 12c (12.2.1.4.0)
Java Version jdk1.8.0_xx (jdk1.8.0_281)
Oracle Linux 7.5 64-bit

Oracle Identity Manager 12.2.1.4.0

Oracle Fusion Middleware Infrastructure 12c
8 OIM Security (12.2.1.4.0)
Java Version jdk1.8.0_xx (jdk1.8.0_281)

Oracle Linux 7.5 64-bit

9 OAM Security Oracle Access Manager 12.2.1.4.0
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ﬁ:; Components Zone Software

Oracle Fusion Middleware Infrastructure 12c
(12.2.1.4.0)

Java Version jdk1.8.0_xx (jdk1.8.0_281)
Oracle Linux 7.5 64-bit

Oracle Enterprise Manager 13.2.0.0.0

10 OEM Management As per certification matrix of Oracle Enterprise
Manager 13.2.0.0.0

11 EM Agent

Instaliation Management Push from OEM Console
Oracle Database 19c Enterprise Edition Release
12 OBP Database Database 19.8.0.0.0
Oracle Linux 7.5 64-bit
13 HTTP Server Web Server Oracle HTTP Server 12.2.1.4.0

Oracle SOA Suite and Business Process
14 BAM Banking App Management 12¢ (12.2.1.4.0)

Java Version jdk1.8.0_xx (jdk1.8.0_281)

The following are some notes related to the software.

Table 2-3 Notes

Serial

Number Description

1 OBP release has been certified with OEL version 7.5 during the release cycle. Itis
strongly recommended to use the versions on which the release is certified.

ODI_OUTBOUND_USERNAME and ODI_OUTBOUND_PASSWORD

The OBP installer will not abort the installation if this component is not present. It can be
installed later.

However, it is strongly recommended to use the actual property values instead of default
2 property values during the installation.

Else, the actual values for ODI_OUTBOUND_USERNAME and ODI_OUTBOUND _
PASSWORD once available have to be manually updated in the 'ra/FCRJConnectorODI'
jndi property of com.ofss.fc.app.connector.ear application inside middleware host server
after the entire installation completes.

The OBP installer will not abort the installation if this component is not present. It can be
installed later.

3 Itis strongly recommended to use the actual property values instead of default property
values during the installation. Else, these properties have to be manually updated in Host
Database after the entire installation completes.

OIM_OUTBOUND_USERNAME and OIM_OUTBOUND_PASSWORD

The OBP installer will not abort the installation if this component is not present. It can be
installed later.

Itis recommended to use the actual property values instead of default property values
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Serial A

Number Description
during the installation. Else, these properties have to be manually updated in Host
Database. Also, actual values for OIM_OUTBOUND_USERNAME and OIM_
OUTBOUND_PASSWORD once available have to be manually updated in the
'ra/FCRJConnectorOIM' jndi property of com.ofss.fc.app.connector.ear application inside
middleware host server after the entire installation completes.

5 Oracle Access Manager can be installed later.
During installation, password of unix user will be asked multiple times for “scp” “ssh”.

6 There is a time limit for entering password. If not entered within specified limit, the
installation is likely to exit. User should take care of this.
It is mandatory for machine nodes on which OBP Ul, Host, and SOA Media pack

7 installation is planned, to install the Java Cryptography Extensions Unlimited Strength
Jurisdiction Policy Files, to enable additional encryption strengths.
Download the jce_policy.zip from Oracle website for the current Java version being used.
For jdk1.8.0_xx, download Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files 8 jce_policy-8.zip from the following link:
http://www.oracle.com/technetwork/java/javase/downloads/jce-all-download-

8 5170447 .htm
Copy "local_policy.jar" and "US_export_policy.jar" from this zip file in the path mentioned
below:
JAVA HOME/jre/lib/security/
It is mandatory that the team installing OBP reads and understands the system
requirements and specifications for the fusion middleware specified in the following link:
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-
requirements-and-specifications.html#GUID-B648EA24-ABB4-42CA-B8F2-
4B535D5EC8DB
The url details the system and platform-specific information for Oracle Fusion Middleware

9 12c Release 1 (12.2.1.4.0) products.
Changes necessary at a system level for the fusion middleware should be made prior to
executing OBP media packs.
For example, the number of open files should be increased from the default value as
specified in the following link:
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-
requirements-and-specifications.html#GUID-F800C79F-A8CA-4A80-A4E9-
97BC8E264889

10 SOA managed servers may need the default value raised at operating system level to run,
as it needs to load a large number of OBP application binaries.

11 It is mandatory for SOA Suite to be installed in machine nodes on which OBP BAM
Installation is planned.
The value of property SOA_SERVER_NAME in installer properties should not be

12 changed. The default value of soa_server1, that is shipped along with media pack, should
be retained AS IS. Managed servers, that are required inside the cluster as per the
naming onsite conventions, should be added after the media pack installation is complete.
Oracle SOA Suite 12.2.1.4.0 patches - p30995852_122140_Generic.zip, p31199221_

13 12214200304_Generic.zip, p30970477_122140_Generic.zip, p30729380_122140_
Generic.zip have to be applied on SOA machine only. This can be downloaded from the
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2.1 Setup Prerequisites

Serial
Number

Description

following link:
https://support.us.oracle.com

14

Apply weblogic patch on all the host servers. p30295025_122140_Generic.zip. This can
be downloaded from the following link:

https://support.oracle.com/epmos/faces/SearchDocDisplay?_adf.ctrl-
state=120pg0y92s_4& afrLoop=294420944437496#CAUSE

2.1.2.2 Optional
The following software is optional:

Oracle VM server release 2.2.0

2.1.2.3 Patching
OPatch is a patching utility in OBP Installer. The following is required to run OPatch.

The Python packages need to be installed in the same order as mentioned below. They have to be installed
as root user in Ul, Host, and SOA Machines.

Suds-0.4 (to create webservice client)
docutils-0.12 (prerequisite for SOAPpy)
wstools-0.4.3 (prerequisite for SOAPpy)
SOAPpy0.12.5 (to make SOAP webservice call)
PyYAML-3.11 (to read yaml file)

Jypye1-0.5.7 (to call java code from Python)

The above mentioned packages are available in the form of .tar.gz files in the media pack.

The installation steps are as follows:

1.
2.

Extract each file so that the above Python packages get installed in the same order.
Run setup.py file inside extracted folder. (command:python install).

tar -xvzf suds-0.4.tar.gz

tar -xvzf docutils-0.12.tar.gz
tar -xvzf wstools-0.4.3.tar.gz
tar -xvzf SOAPpy-0.12.5.tar.gz
tar -xvzf PyYAML-3.11.tar.gz
tar -xvzf JPype1-0.5.7 .tar.gz
chmod-R 777 *

cd suds-0.4

python setup.py install

cd ../docutils-0.12
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2.2 Configure Variables

python setup.py install
cd ../wstools-0.4.3
python setup.py install
cd ../SOAPpy-0.12.5
python setup.py install
cd ../PyYAML-3.11
python setup.py install
cd ../JPype1-0.5.7
python setup.py install

Please note that the above step is only required to run OPatch (a patching utility available with OBP
Installer).

2.2 Configure Variables

Perform the following steps to configure the variables:

1. Modify the TargetDefinition.yaml located at the location <installDir>/patching/config.

2. The IP and port of the target should be of Admin Server and the destination location is the path
where the zip will be extracted which is the patch Stage Path.

3. Modify the PatchConfig.yaml located at the location <installDir>/patching/config.

4. The Session context details such as Bank Code, Channel, TargetUnit, Transaction Branch, Userld
has to be entered.

The wsdl details will be as follows:

${Protocol}://${hostadmin_ip}:${hostadmin_port}/${path_to
TransactionBlackoutApplicationServiceSpi}?wsdl

For example, url:
http://<Ip>:<Port>/com.ofss.fc.webservice/services/sms/TransactionBlackoutApplicationService Spi
?wsdl

5. Modify the PatchConstants.py located at the location <installDir>patching/constants.

The PATCH_HOME should point to the Patching Utility.

The Deployables Path should point to obp.

The FMW_HOME should point to the path till fmw.

The WLST_SCRIPT_LOCATION should point to the wist.sh (weblogic scripting tool).
The JVM_PATH should point to the libjvm.so.

The PATCH_TEMP_LOCATION should be the path where the zips are to be stored.

The FCServerWithPort is '${protocol}://${hostmanagedserver_ip}:${hostManagedServer
port}'.

-~ ® o o T o

@
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2.3 Installation Process Overview

h. The SOAServerWithPort is '${protocol}://${uimanagedserver _ip}:${ uiManagedServer _

port}'.

i. The CENTRAL_PATCH_STAGE_PATH should point to the central patch Staging path.

6. Create folder patchStage and centralPatchStage in location <installDir>/.

2.3 Installation Process Overview

The following diagram provides an overview of the steps that need to be followed to install and configure

Oracle Banking Platform:

Figure 2-1 Installation Overview
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2.4 Installation Checklist

It is mandatory that the team installing OBP Localization reads and understands the system requirements
and specifications for the fusion middleware specified in the following link:

https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-requirements-and-
specifications.html#GUID-67E44706-637A-4695-9925-E48936C8F461

The link details the system and platform-specific information for Oracle Fusion Middleware 12c Release 1
(12.2.1.4.0) products.

Changes necessary at a system level for the fusion middleware should be made prior to executing OBP
Localization media packs.

For example, the number of open files should be increased from the default value as specified in the
following link:

https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/sysrs/system-requirements-and-
specifications.htmi#GUID-F800C79F-A8CA-4A80-A4E9-97BC8E264889

To make the installation experience quick and easy, a checklist of information is provided, which should be
filled and kept handy. The checklist has been made more intuitive and relevant by ensuring that the Key for
properties defined in the installation property file is same as the Name column in the first table of the

checklist.

2.4.1 XD Components

The following table provides a list of XD components.

Table 2-4 XD Components

Sr. No. | Name Value Description
1 XD_COMPONENT _ batchhost Value for batch host sever, Policy seeding will
NAME be done with this batch host server installation
XD_COMPONENT _ Value for obepm server (Product
2 NAME obepmhost | Vianufacturing)
3 XD_COMPONENT_ obeohost Value for obeo server (Origination)
NAME
XD_COMPONENT_ Value for obec server (Collection and
4 NAME obedmhost Recovery)
5 XD_COMPONENT_ obpmhost Value for obpm server (Party)
NAME
6 XD_COMPONENT_ obeprhost Value for obpr server (Pricing)
NAME
7 XD_COMPONENT_ oblshost Value for oblending server (Loan)
NAME
8 ),\ERM%OMPONENT— obdlochost Value for obdeposits server (Deposits)
9 XD_COMPONENT_ obccmhost Value for obccm server (LCM)
NAME
10 XD_COMPONENT _ obshhost Value for shared server
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2.4 Installation Checklist

Sr. No. | Name Value Description
NAME
11 ﬁRM%OMPONENT— obcahost Value for Broker server
12 ),\ERM%OMPONENT— obpui Value for OBP Ul server
XD_COMPONENT _
13 NAME obpsoa Value for OBP SOA
2.4.2 Non-XD Components
The following table provides a list of Non-XD components.
Table 2-5 Non-XD Components
Sr. No. | Name Value Description
1 XD _COMPONENT _ batchhost Value for batch host sever, Policy seeding will
NAME be done with this batch host server installation
12 ),\(IRM%OMPONENT— obpui Value for OBP Ul server
13 XPCOMPONENT_ obpsoa Value for OBP SOA

Note

To setup Non XD environment, use above mentioned value for
HOST, Ul and SOA in respective properties file

2.4.3 Updating installobp***.properties

The following checklist provides values for updating installobp***.properties.

Table 2—6 Values for updating installobp***.properties - For HOST

Sr.No | Name Description Example Value Value
Flag for installing

1 SILENT _INSTALL silent or interactive | Y
mode

2 SIOE?_TE\A(RM_AN P~ | Flag for policy Y

SEEDING_FLAG | Seeding
3 IPM_INSTALLED | [lagtomakesure |
- IPM is installed
4 BIP_INSTALLED Flag to make sure |y
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Sr.No | Name Description Example Value Value
BIP is installed
This value
must be 'Y’
for batch
host
BIP_REPORTS installation
5 UPLOADING. | FlagforBIP Y and for
FLAG - reports uploading other XD
host
installation
value must
be 'N'
6 REMOTE_ Flag for executing Y
EXECUTION installer remotely
7 SECURITY_ Flag for security Y
ENABLED enable
IP of the local
machine which
could be a
windows machine
on which software
8 LOCAL_IP like XManager is 10.180.84.110
installed for
rendering Ul of a
utility executing on
aremote Linux
server.
Value of DISPLAY
variable to be
9 LOCAL_DISPLAY_ | exported to 0
VALUE generate
installation wizard
in local machine
Weblogic Domain Can give
10 DOMAIN_NAME 9 host_domain or ui_domain any logical
name
name
XD This will
11 COMPONENT _ XD Gomponent | patchhost be always
NAME batchhost
Depends
12 | LOCEHZATION.  1ype of localization | US/AU on
localizatio
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Sr.No | Name Description Example Value Value
n type
Location where
P AL DOMAIN_NAME | /scratch/app/product/fmw/user _
LOCATION — folder will be projects/domains
created
WEBLOGIC _ Username for :
14| USERNAME weblogic domain | Weblogic
WEBLOGIC_ Password for :
15 | PASSWORD weblogic domain | Weblogict
ADMIN_SERVER_ | Admin server listen
16 LISTEN. ADDRESS | address 10.180.84.110 (Do not use localhost)
17 ADMIN_SERVER_ | Admin server listen 7001
LISTEN_PORT port
ADMIN_SERVER _ .
18 | SSL_LISTEN pdmin server SSL| 7002
PORT P
MANAGED _
19 | SERVER LISTEN_ | Managedserver | 4 1g0.84.110
ADDRESS
MANAGED
20 | SERVER_LISTEN_ | Managedserver | ggyf
PORT stenpo
MANAGED _ .
21 SERVER SsL_ | SSLlistenportfor | g4,
LISTEN_PORT managed server
Refers to LDAP
22 LDAP_PROVIDER | Provider .Value will | OID
be OID or OVD.
IP address of the
23 OID_IP OID server. 10.180.84.113
Port of the OID
24 OID_PORT process instance. 3060
Admin userid
which can be used _ .
25 OID_ADMIN_USER to login of the OID cn=orcladmin
as administrator.
Refers to the
26 OID_ADMIN_PWD | password of admin | welcome1

user of the OID
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Sr.No

Name

Description

Example Value

Value

27

OID_GROUP_DSN

The DSN used for
object class
Groups in the OID
Idap.

cn=Groups,dc=in,dc=oracle,dc=com

28

OID_USER_DSN

The DSN used for
object class Users
in the OID Idap.

ou=obp,cn=Users,dc=in,dc=oracle,d
c=com

29

NODE_MGR _
PORT

Refers to the port
number to be used
for the weblogic
node manager.
This port should
either be free on
the Ul Presentation
server or an
existing weblogic
node manager
should be installed
to listen on this port
when the same is
started.

5556

30

HOST_CLUSTER_
NAME

Refers to HOST
cluster name

obphost_cluster1

Can give
any logical
name

31

HOST_SERVER_
NAME

Refers to HOST
server name

obphost_server1

Can give
any logical
name

32

HOST_JAVA _
HOME

Refers to the home
directory of java
installation of the
host machine. The
version of java
installed should be
1.8.0 or above.
This is used to
execute the OBP
security policy
seeding utility at
the end of the
installation.

/scratch/app/product/jdk1.8.0_281
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Sr.No

Name

Description

Example Value

Value

33

OUI_JAVA_HOME

Refers to the home
directory of java
installation. The
version of java
installed should be
1.8.101. Thisis
used for OBP
patching.

/scratch/app/product/jdk1.8.0_281

34

CENTRAL_
INVENTORY_LOC

Refers to the path
of central
inventory. This
path is used for oui
patching.

[/scratch/app/oralnventory

35

HOST_IP

IP address of the
server on which
the OBP host or
middleware layer
should be installed.

10.180.84.110 (Always use IP , don't
use localhost)

36

HOST_TARGET

Refers to a location
on the Host server
where the
installable can be
transferred. The
user id used for
installation of OBP
should have read,
write and execute
privileges on this
directory.

/scratch/install/target

37

HOST_MW_HOME

Refers to the
middleware home
of the weblogic
installation on the
Host server.

[/scratch/app/product/fmw

38

Ul_ADMIN_
SERVER_LISTEN_
ADDRESS

Listen address of
Ul Admin server

10.180.84.111

39

Ul_ADMIN_
SERVER_LISTEN_
PORT

Listen port of Ul
Admin server

7001
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Sr.No | Name Description Example Value Value
Ul_MANAGED .
40 SERVER_LISTEN_ | jStenaddressof 1 40 1g0.84.111
ADDRESS 9
Ul_MANAGED .
o - Listen port of Ul
41 Iggl;;\_l/_ER_LISTEN_ managed server 8001
UL MANAGED_ Listen ssl port of Ul
42 SERVER_SSL managed server 8002
LISTEN_PORT
IP address of the
server on which
the OBP
43 UL_IP presentation or Ul 10.180.84.111
layer should be
installed.
Name of Oracle
44 SOA_ORACLE_ SOA which is soa
HOME present in fusion
middleware.
IP address of SOA
45 SOA _IP machine 10.180.84.112
Unix username of
46 SOA_UNIX_USER SOA machine ofssobp
Refers to the
middleware home
47 SOA_MW_HOME of the weblogic [/scratch/app/product/fmw
installation on the
SOA server.
Refers to the
middleware home
48 ﬁgQEDOMAIN— of the weblogic base_domain
installation on the
SOA server.
SOA_MANAGED _ .
49 | SERVER LISTEN_ | gatenaddressof | 44 180.84.112
ADDRESS
SOA_ADMIN .
50 | SERVER_LISTEN_ | histenport of SOA 1 7404
PORT
SOA_MANAGED _ .
51 SERVER_LISTEN | Listen portof SOA | g5
PORT server
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Sr.No | Name Description Example Value Value
Username of the
52 SgéﬁwAEﬁIEOGIC— server of SOA weblogic
domain
Password of the
SOA_WEBLOGIC .
53 = — | server of SOA weblogic1
PASSWORD domain
Linux login userid
54 Ul_UNIX_USER used to install the ofssobp
OBP Ul solution.
Refers to the
domain name to be
Ul_DOMAIN _ used fo_r the [/scratch/app/ product /fmw/user_
55 HOME mzbggg; domain of projects /domains /ui_domain
Presentation
server
IP of the BIP server
56 BIP_SERVER _IP to host OBP 10.180.84.115
reports
Port of the BIP
57 Egﬁ.SrERVER— server that hosts 9502
OBP reports
Linux login userid
58 BIP_UNIX_USER for BIP server ofssobp
Oracle BIP
Middleware
59 BIP_MW_HOME directory on BIP [/scratch/app/product/fmw
server
Oracle BIP Home
60 BIP_HOME directory on BIP [/scratch/app/product/fmw/bi
server
Orace JAVA
61 BIP_JAVA HOME | HOME directory on | /scratch/app/product/jdk1.8.0_281
BIP server
BIP_SERVER _ Oracle BIP server ,
62 | user user id weblogic
BIP_SERVER _ Oracle BIP server .
63 PSWD user password weblogic1
OBP BIP Catalog
BIP_CATALOG _ Name will be same
64 NAME as Host database MPOBPXD212

user
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Sr.No | Name Description Example Value Value
OBP Host
BIP_ database user
65 DATASOURCE _ used by OBP MPOBPXD212
NAME report to fetch data
for reports
Linux login userid
66 INSTALL_AS used toinstall the | ofssobp
OBP solution.
Linux login userid
67 IPM_UNIX_USER for IPM server ofssobp
IP of Oracle Image
and Processing
68 IPM_SERVER_IP Server for OBP 10.180.84.114
Content
Management
Port of Oracle
Image and
69 g’glR_?ERVER_ Processing Server | 16000
for OBP Content
Management
Oracle weblogic
70 IPM_MW_HOME Home directory on | /scratch/app/product/fmw
IPM server
Oracle IPM Home
71 IPM_HOME directory on IPM | Seratch/app/product/imw/Oracle._
server
OBP Host
72 | OSER1OST-PE- | database MPOBPXD212
user/schema
OBP Host
73 SESP§VHVOO??TD_DB_ database welcome1
password
OBP Host
74 OBP_HOST _DB_IP | database IP 10.180.84.113
address
OBP_HOST DB OBP Host
& PORT database port 1521
OBP Host
76 | SERU e NAns | databaseservice | P84113A
— name
IP address of ONS
77 ONS_NODE service 10.180.84.113
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Sr.No | Name Description Example Value Value
Listen port of ONS
78 ONS_PORT service 6200
OPSS_HOST _ HOST OPSS Host
79 SCHEMA_USER schema user MPMW_OPSS
OPSS HOST
Y - OPSS Host
80 gggSEVI\\A/g?{D schema password welcome1
81 OPSS_HOST_DB_ | opssHostDBIP | 10.180.84.113
OPSS_HOST DB_ | OPSS Host DB
82 | PORT Port 1521
OPSS Host
OPSS HOST DB .
83 = — —— | database service P84113A
SERVICE_NAME name
LOCAL _ STB datasource
84 DATASOURCE schema name MPMW_STB
WLS runtime
85 | SonEnaA User | datasource MPMW_WLS_RUNTIME
— schema name
MDS schema user
86 | yoer 00 PP~ |tobeusedbyUl | MPMW_MDS
and Host domain
MDS schema
Password of MDS
87 'I\D/IESSS_Vl_\'/%?{-II-D_DB_ schema user to be | welcome1
used by Ul and
Host domain
MDS DB IP
address of MDS
88 MDS_HOST_DB_ | schema usertobe | 10.180.84.113
used by Ul and
Host domain
MDS db port of
89 MDS_HOST _DB_ MDS schema user 1591
PORT to be used by Ul
and Host domain
MDS db service
name of MDS
a0 MDS_HOST_DB_ schema usertobe | P84113A

SERVICE_NAME

used by Ul and
Host domain
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Sr.No | Name Description Example Value Value
OPSS_SOA _ SOA OPSS
91 SCHEMA_USER schema name MPSOA_OPSS
OPSS_SOA SOA OPSS Audit
92 AUDIT_DBDS schema name MPSOA_IAU_APPEND
SOA OPSS Audit
OPSS_SOA .
93 AUDIT VIEWDS View schema MPSOA_IAU_VIEWER
- name
OPSS_SOA _ Password of SOA
94 SCHEMA _ OPSS schema welcome1
PASSWORD name
IP address of SOA
95 OPSS_SOA DB_IP OPSS DB machine 10.180.84.113
OPSS_SOA _DB_ Port of SOA OPSS
96 PORT DB 1521
OPSS_SOA DB Service name of
97 | SERVICE_ NAME | SOAOPSSDB | "84113A
Host domain
og | NOSTADNIN- | admin JVM startup | -Xms1024m -Xmx4096m
— parameters
Xms8g -Xmx8g -XX:NewSize=2048m
-XX:MaxNewSize=4096m -
HOST _ Host domain XX:+UseParNewGC -XX:
99 MANAGED_JVM_ | managed JVM +CMSParallelRemarkEnabled -
PARAMS startup parameters | XX:+UseConcMarkSweepGC -
XX:CMSinitiatingOccupancyFraction
=75
Password for
100 gE\\S(gJV%RRED_ generating welcome1
certificate
IPM Username
101 {JPQAE—SNUJSEOUND— created in weblogic
connector
102 IPM_OUTBOUND_ | Password for the weblogic1

41 | Oracle Banking Platform Localization Installation Guide - Silent Installation




2.4 Installation Checklist

Sr.No | Name Description Example Value Value
IPM userin
PASSWORD connector
BIP Username
103 nggﬁ;agUND— created in weblogic
connector
Password for the
104 | ROV TBOUND_ | BIP userin weblogic1
connector
ODI Username
105 85||5‘|§)NU;|\I/3|EO UND_ created in weblogic
connector
Password for the
106 SAD\IS—S?/\L/JC-)FESUND— ODl userin weblogic1
connector
OIM Username
107 8IS'\é_ROI\JL,JA-II-\/II3€ UND_ created in weblogic
connector
Password for the
108 g'lb\'\g—s?NUgSSUND— OIM userin weblogic1
connector
WCM_ WCM Username
109 OUTBOUND_ created in weblogic
USERNAME connector
WCM _ Password for the
110 OUTBOUND _ WCM userin weblogic1
PASSWORD connector
8I|-:IE\II_\}NEE Offline Username
111 = created in offlineuser
OUTBOUND _
USERNAME connector
85??\1”5[ Password for the
112 = Offline userin welcome1
OUTBOUND _
PASSWORD connector
SAML_ISSUER _ SAML ISSUER
113 OUTBOUND _ Username created | weblogic
USERNAME in connector
SAML_ISSUER _ Password for the
114 OUTBOUND _ SAML ISSUER weblogic1
PASSWORD user in connector
BPEL BPEL
ENCRYPTION_ ENCRYPTION .
115 OUTBOUND _ Username created weblogic
USERNAME in connector
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Sr.No | Name Description Example Value Value
BPEL_ Password for the
ENCRYPTION BPEL .

16 | GUTBOUND ~ | ENCRYPTION weblogic1
PASSWORD user in connector
FTP_IPM_ FTP IPM

117 OUTBOUND _ Username created | weblogic
USERNAME in connector
FTP_IPM_ Password for the

118 OUTBOUND_ FTP IPM userin weblogic1
PASSWORD connector
FTP_BIP_ FTP BIP

119 OUTBOUND _ Username created | weblogic
USERNAME in connector
FTP_BIP_ Password for the

120 OUTBOUND_ FTP BIP userin weblogic1
PASSWORD connector
BIP_USR _ BIP Username

121 OUTBOUND _ created in weblogic
USERNAME connector
BIP_USR _ Password for the

122 OUTBOUND _ BIP userin weblogic1
PASSWORD connector
SOA_PURGING _ SOA Username

123 OUTBOUND _ created in weblogic
USERNAME connector
SOA_PURGING _ Password for the

124 OUTBOUND _ SOA userin weblogic1
PASSWORD connector
SOA SOA Username

125 OUTBOUND _ created in weblogic
USERNAME connector
SOA _ Password for the

126 OUTBOUND_ SOA userin weblogic1
PASSWORD connector
ATMUSER _ ATM Username

127 OUTBOUND _ created in ATMUser
USERNAME connector
ATMUSER _ Password for the

128 OUTBOUND _ ATMuserin welcome 1
PASSWORD connector
POSUSER _ POS Username

129 OUTBOUND _ created in POSUser
USERNAME connector

130 POSUSER _ Password for the welcome1
OUTBOUND _ POS userin
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Sr.No | Name Description Example Value Value
PASSWORD connector
DMSHOST_ DMS HOST
131 OUTBOUND _ Username created | weblogic
USERNAME in connector
DMSHOST_ Password for the
132 OUTBOUND _ DMS HOST userin | weblogic1
PASSWORD connector
DMSUI_ DMS Ul Username
133 OUTBOUND_ created in weblogic
USERNAME connector
DMSUI_ Password for the
134 OUTBOUND _ DMS Ul userin weblogic1
PASSWORD connector
OCH_ OCH Username
135 OUTBOUND_ created in weblogic
USERNAME connector
OCH_ Password for the
136 OUTBOUND _ OCH userin weblogic1
PASSWORD connector
WS_MFT_ WS_MFT
137 OUTBOUND _ Username created | weblogic
USERNAME in connector
WS _MFT_ Password for the
138 OUTBOUND_ WS_MFT userin weblogic1
PASSWORD connector
OP Username
139 SEE(F){LNJX?AOEUND_ created in weblogic
connector
Password for the
140 | SRsSWTHOUND_ | op userin weblogic1
connector
ICS_OUTBOUND Username for ICS .
141 USERNAME ~ | connector weblogic
ICS_OUTBOUND Password for ICS .
142 PASSWORD | connector Weblogic
OBDX U f 151 hi
143 OUTBOUND sername for 518675030085dean.white@test.co
USERNAME OBDX connector m
OBDX
= Password for
144 SX;SBV?/%E(%_ OBDX connector Welcome@1
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Sr.No | Name Description Example Value Value
CARD _ Username of Card
145 USERNAME connector orakey
CARD _ Password of Card
146 PASSWORD connector welcome
Username of Rule
147 RULE_USERNAME connector orakey
RULE_ Password of Rule
148 PASSWORD connector welcome1
Username of BAM .
149 BAM_USERNAME connector weblogic
Password of BAM .
150 BAM_PASSWORD connector weblogic1
COMMON
T Username for .
151 SLSJI-EFI?{SXI\N/IE_ common connector Weblogic
COMMON
T Password for .
152 ngSBVOV%E!B_ common connector Weblogic
PM_OUTBOUND Username for PM .
153 | USERNAME | connector weblogic
PM_OUTBOUND_ | Password for PM .
154 PASSWORD connector weblogic1
LENDING
NI Username for .
155 SLSJI-EFII?{(I\?}AJI\N/I E— lending connector weblogic
LENDING
i Password for .
156 g,kgSBVOVlbjgg_ lending connector weblogic1
DEPOSITS
= Username for :
157 Sgglg(l\?XI\N/l E— deposits connector weblogic
DEPOSITS _
158 | OUTBOUND_ g:;’g‘é‘:fsr afor  or | weblogict
PASSWORD
FW_OUTBOUND __ | Username for FW :
159 USERNAME connector weblogic
FW_OUTBOUND_ | Password for fw :
160 PASSWORD connector weblogic1
COLLECTION _ Username for
161 OUTBOUND _ collection weblogic
USERNAME connector
162 COLLECTION _ Password for webloaic
OUTBOUND_ collection 9
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Sr.No | Name Description Example Value Value
PASSWORD Connector
OR_OUTBOUND _ Username for OR :
163 USERNAME connector weblogic
OR_OUTBOUND Password for OR .
164 | PASSWORD connector weblogic1
PARTY
N Username for .
165 Sgggcl\?XI\N/l [E)_ Party connector weblogic
PARTY _
166 | OUTBOUND._ Password for Party | o)\, qic1
PASSWORD connector
PRODPROC _ Username for
167 OUTBOUND _ PRODPROC weblogic
USERNAME connector
PRODPROC _ Password for
168 OUTBOUND_ PRODPROC weblogic1
PASSWORD connector
RECOVERY_ Username for
169 OUTBOUND_ Recovery weblogic
USERNAME connector
RECOVERY _ Password for
170 OUTBOUND _ Recovery weblogic1
PASSWORD connector
PRICING
N Username for .
7 LCJ)lSJEESXI\N/IE_ Pricing connector weblogic
PRICING
~ Password for .
172 SX;SBV?/L(%’E(%_ Pricing connector weblogic1
LCM
= Username for .
173 SgI-EFESXI\N/IE_ LCM connector weblogic
LCM_
174 | OUTBOUND_ Password for LCM | e pjogic
PASSWORD connector
MDM
= Username for .
175 Sgl-irlg(l\?XI\N/IE_ MDM connector weblogic
MDM
= Password for .
176 SX;—SBV?/%';%_ MDM connector weblogic1
177 COMMUNICATION | Username for blogi
COMMUNICATIO | Weblogic

S_OUTBOUND _
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Sr.No | Name Description Example Value Value
USERNAME NS connector
COMMUNICATION | Password for

178 S OUTBOUND _ COMMUNICATIO | weblogic1
PASSWORD NS connector
APPCAPTURE_ Username for

179 OUTBOUND _ APPCAPTURE weblogic
USERNAME connector
APPCAPTURE _ Password for

180 OUTBOUND _ APPCAPTURE weblogic1
PASSWORD connector
EDN

= Username for ,

181 OUTBOUND_ weblogic
USERNAME EDN connector
EDN

182 | OUTBOUND Password for EDN | ) o 5ic1
PASSWORD connector

Username for
183 | CaronibCT- EJBSUBJECT weblogic
connector
Password for
184 | SARSuBSECT EJBSUBJECT weblogic1
connector
BROKER _ Username for

185 OUTBOUND _ BROKER weblogic
USERNAME connector
BROKER _ Password for

186 OUTBOUND _ BROKER weblogic1
PASSWORD connector

187 USER_TIMEZONE | Time zone entry +5:30

Password for
188 SXSS;—VVSOSII?_E configuring SSLin | welcome1
HOST domain
Table 2-7 Values for updating installobp***.properties - For SOA
Sr.No | Name Description | Example Value Value
Flag for
1 SILENT_INSTALL installing Y
silent or
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Sr.No

Name

Description

Example Value Value

interactive
mode

SECURITY_ENABLED

Flag for
security
enable

IPM_INSTALLED

Flag for if IPM
is installed

BIP_INSTALLED

Flag for if BIP
is installed

LOCAL_IP

IP address of
the local
machine
which could
be a windows
machine on
which
software like
XManager is
installed for
rendering Ul
of a utility
executing on
aremote
Linux server.

10.180.84.111

LOCAL_DISPLAY _
VALUE

Value of
DISPLAY
variable to be
exported to
generate
installation
wizard in
local machine

DOMAIN_NAME

Name of the
weblogic
domain to be
created

Host_domain or ui_domain or base__
domain

XD_COMPONENT _
NAME

XD
Component
name

obpsoa

LOCALIZATION_TYPE

Type of
localization

us/au

10

DOMAIN_
DIRECTORY _
LOCATION

Location
where
DOMAIN _
NAME folder
will be
created

[scratch/app/product/fmw/user_
projects/domains

11

WEBLOGIC

Username for

weblogic
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Sr.No | Name Description | Example Value Value
weblogic
USERNAME domain
Password for
WEBLOGIC X .
12 S weblogic weblogic1
PASSWORD domain
MDS schema
13 MDS SCHEMA USER | userfor SOA | MPSOA MDS
domain
SOA
SOA _ infrastructure
14 INFRASTRUCTURE _ schemauser | MPSOA_SOAINFRA
SCHEMA_USER for SOA
domain
Local schema
15 acR-SCHEMA user for SOA | MPSOA_STB
domain
UMS schema
16 UMS_SCHEMA _USER | userfor SOA | MPSOA _UMS
domain
WLS
RUNTIME
17 WLS_RUNTIME_ schema user | MPSOA_WLS_RUNTIME
SCHEMA USER
— for SOA
domain
Password for
18 BEg%SV%E%A— MDS schema | welcome1
user
IP address of
19 DB _IP MDS db 10.180.84.113
machine
Port of MDS
20 DB_PORT db port 1521
Service
21 DB_SERVICE_NAME Name of P84113A
MDS user
OBP Host
22 oo CHEMA_ Database MPOBPXD212
username
OBP Host
23 E’SSSSTWSOCRL-'DEMA— Database welcome1
password
OBP Host
24 HOST DB _IP Database IP 10.180.84.113
address
25 HOST _DB_PORT OBP Host 1521
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Sr.No | Name Description | Example Value Value
Database
port
OBP Host
26 HOSL-DBSERVICE_ | patapase P84113A
service name
IP address of
27 ONS_NODE ONS service 10.180.84.113
Port of ONS
28 ONS_PORT service 6250
SOA OPSS
OPSS_SOA _
29 SCHEMA USER ﬁchema MPSOA_ OPSS
— ame
SOA OPSS
OPSS_SOA AUDIT AUDIT
30 DBDS — - Schema MPSOA IAU_APPEND
name
SOA OPSS
AUDIT
31 e QAAUDIT_ 1 viEwps MPSOA_IAU_VIEWER
Schema
name
Password of
OPSS_SOA _
32 SCHEMA_ e | welcome1
PASSWORD USER
IP address of
33 OPSS SOA DB IP SOA OPSS 10.180.84.113
DB.
OPSS _SOA DB Port of SOA
34 PORT opsspB. | 1921
Service name
35 o A= of SOA P84113A
— OPSS DB.
ADMIN_SERVER _ Admin server
36 LISTEN_ ADDRESS | listen address | 10-180-84.112
ADMIN_SERVER _ Admin server
37 LISTEN_ PORT listen port 7001
Admin server
ADMIN SERVER .
38 = = SSL listen 7002
SSL_LISTEN _PORT address
39 SOA_SERVER_ orossof | 10.180.84.112
LISTEN_ADDRESS SOA server
SOA _SERVER _ Listen port of
40 LISTEN_PORT SOAserver | 8001
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Sr.No | Name Description | Example Value Value
SSL Listen
SOA_SERVER_SSL
41 = ——~"— | portof SOA 8002
LISTEN_PORT R ver
Listen
HUMANTASK
42 SERVER_LISTEN_ | 2ddressof =1 40 180.84.112
ADDRESS umantas
server
HUMANTASK _ Listen port of
43 SERVER_LISTEN_ humantask | 9001
PORT server
HUMANTASK SSL listen
44 SERVER_SSL_ portol | 9002
LISTEN_PORT convor
Listen
BAM_SERVER
45 = = address of 10.180.84.112
LISTEN_ADDRESS BAM sorver
BAM_SERVER _ Listen port of
46 LISTEN_PORT BAMserver | 2003
SSL Listen
BAM_SERVER_SSL
47 = ——~— | portof BAM 9004
LISTEN_PORT e er
Listen
HOST_ADMIN_
48 SERVER_LISTEN_ ﬂ%’é‘?sgf | 10.180.84.110
ADDRESS admin
server
HOST_ADMIN_ Listen port of
49 SERVER_LISTEN_ HOST admin | 7001
PORT server
Listen
HOST_MANAGED _ address of
50 SERVER_LISTEN_ host 10.180.84.110
ADDRESS managed
server
HOST_MANAGED Listen port of
51 SERVER LISTEN host g 8001
PORT manage
server
Listen
OBEPM_HOST _ address of
52 MANAGED_SERVER_ | obepm 10.180.4.113
LISTEN_ADDRESS managed
server
OBEPM HOST Listen port of
53 MANAGED_SERVER_ | 9bePm 8003
LISTEN_PORT aaned
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Sr.No | Name Description | Example Value Value
Listen
OBEDM_HOST _ address of
54 MANAGED_SERVER | obedm 10.40.80.141
LISTEN_ADDRESS managed
server
OBEDM_HOST _ Listen port of
55 MANAGED_SERVER _ managed 8003
LISTEN_PORT server
Listen
OBEO_HOST _ address of
56 MANAGED_SERVER _ | obeo 10.180.4.98
LISTEN_ADDRESS managed
server
OBEO_HOST Listen port of
57 MANAGED_SERVER _ managed 8001
LISTEN_PORT server
Listen
OBPM_HOST _ address of
58 MANAGED_SERVER | obpm 10.180.4.98
LISTEN_ADDRESS managed
server
OBPM_HOST Listen port of
59 MANAGED_SERVER _ m apn aged 8003
LISTEN_PORT server
Listen
OBCCM_HOST _ address of
60 MANAGED_SERVER__ | occm 10.180.4.113
LISTEN_ADDRESS managed
server
OBCCM_HOST_ Listen port of
61 MANAGED_SERVER _ managed 8005
LISTEN_PORT server
Listen
OBLS HOST _ address of
62 MANAGED_SERVER _ | obls 10.40.73.121
LISTEN_ADDRESS managed
server
OBLS_HOST Listen port of
63 MANAGED_SERVER _ managed 8001
LISTEN_PORT server
OBDLOC_HOST_ Listen
64 MANAGED_SERVER_ | address of 10.40.73.121
LISTEN_ADDRESS obdloc
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Sr.No | Name Description | Example Value Value
managed
server
OBDLOC HOST Listen port of
65 MANAGED_SERVER _ %badrlgg o 8003
LISTEN_PORT server
Listen
OBEPR_HOST _ address of
66 MANAGED_SERVER_ | obepr 10.180.4.113
LISTEN_ADDRESS managed
server
OBEPR HOST Listen port of
67 MANAGED_SERVER_ ‘r’nbaenp; ged 8001
LISTEN_PORT server
Listen
OBSH_HOST _ address of
68 MANAGED_SERVER | obshared 10.180.4.113
LISTEN_ADDRESS managed
server
OBSH HOST Listen port of
69 MANAGED_SERVER _ %basr?:grgg 8005
LISTEN_PORT server
Listen
OBCA HOST _ address of
70 MANAGED_SERVER_ | broker 10.180.4.98
LISTEN_ADDRESS managed
server
OBCA HOST Listen port of
71 MANAGED_SERVER _ mgﬁgg o 8005
LISTEN_PORT server
Refers to
LDAP
72 LDAP_PROVIDER Provider. OID
Value will be
OID or OVD.
IP address of
73 OID_IP the OID 10.180.84.113
server.
Port of the
74 OID_PORT OID process | 3060
instance.
Admin user id
which can be _ .
75 OID_ADMIN_USER used to login cn=orcladmin
of the OID as
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Sr.No

Name

Description

Example Value

Value

administrator.

76

OID_ADMIN_PWD

Refers to the
password of
admin user of
the OID

welcome1

77

OID_GROUP_DSN

The DSN
used for
object class
Groups in the
OID Idap.

cn=Groups,dc=in,dc=oracle,dc=com

78

OID_USER_DSN

The DSN
used for
object class
Users in the
OID Idap.

ou=obp,cn=Users,dc=in,dc=oracle,dc=co

m

79

NODE_MGR_PORT

Refers to the
port number
to be used for
the weblogic
node
manager.
This port
should either
be free on the
ul
Presentation
server or an
existing
weblogic
node
manager
should be
installed to
listen on this
port when the
same is
started

5556

80

SOA_IP

IP address of
SOA server

10.180.84.112

81

SOA_CLUSTER
NAME

Cluster name
of SOA
server

obpsoa_cluster1

82

SOA_SERVER_NAME

Server name
of SOA
server

soa_server1

83

HUMAN_TASK_
CLUSTER_NAME

Cluster name
of Humantask
server

obphumantask_cluster1

84

HUMAN_TASK_

Server name

obphumantask_server1
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Sr.No

Name

Description

Example Value

Value

SERVER_NAME

of Humantask
server

85

SOA_TARGET

Target folder
of SOA
machine
where files
will be copied
temporarily
during
installation

/scratch/install/target

86

SOA_JAVA_HOME

Refers to the
home
directory of
java
installation of
the SOA
machine.

The version
of java
installed
should be
1.8.0 or
above. This is
used to
execute the
OBP security
policies policy
seeding utility
at the end of
the
installation.

/scratch/app/product/jdk1.8.0_ 281

87

OUI_JAVA_HOME

Refers to the
home
directory of
java
installation.

/scratch/app/product/jdk1.8.0_281

88

CENTRAL_
INVENTORY_LOC

Refers to the
path of
central
inventory.
This path is
used for oui
patching.

/scratch/app/oralnventory/

89

SOA_MW_HOME

Refers to the
middleware
home of the
weblogic
installation on
the SOA
server.

/scratch/app/product/fmw

90

ULIP

IP address of
Ul server

10.180.84.111
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Sr.No | Name Description | Example Value Value
Linux login
91 Ul_UNIX_USER userid for Ul | ofssobp
server
Full path of Ul | /scratch/app/ product/fmw/ user_projects/
92 UI_DOMAIN_HOME domain domains /ui_domain
Linux login
user id used
93 INSTALL_AS to install the ofssobp
OBP solution.
SOA domain
SOA_ADMIN_JVM_ admin JVM
94 PARAMS startup -Xms1024m -Xmx2048m
parameters
"-Djbo.ampool.doampooling=false -
Xms12g -Xmx12g -XX:NewSize=512m -
XX:MaxNewSize=2048m -
XX:+UseParNewGC -
XX:+CMSParallelRemarkEnabled -
XX:+UseConcMarkSweepGC -
, XX:CMSiInitiatingOccupancyFraction=75 -
SOA ﬁl?n/?a?ﬂr::ﬂn Dobp.http.maxRetryCount=1 -
95 HUMANTASKSERVE | server's JuM | popP-ilp.socketBufferSize=8192°
R JVM PARAMS startup obp.http.maxConnectionsPerHost=20 -
— - arameters Dobp.http.expireAndRetry=true -
P Dobp.http.maxConnectionsPerHost=150 -
Dobp.http.connectionTimeout=90000 -
Dobp.http.connectionRequestTimeout=90
000 -
Dobp.http.idleTimeoutPollinterval=10000 -
Dobp.http.staleCheckEnabled=true -
Dweblogic.servlet.DIDisabled=true"
"-XX:NewSize=2048m -
SOA domain | XX:MaxNewSize=4096m -
managed soa | XX:+UseParNewGC -
96 Nt servers JUM | XX-+CMSParallelRemarkEnabled -
- startup XX:+UseConcMarkSweepGC -
parameters XX:CMSiInitiatingOccupancyFraction=75 -
Xms11g -Xmx11g"
KEYSTORE_ Password for
97 PASSWORD generating welcome
Ul_MANAGED _ IP address of
98 SERVER_LISTEN_ Ul Managed 10.180.84.111
ADDRESS server
Ul_MANAGED _ Listen port of
99 SERVER_SSL _ Ul Managed | 8002
LISTEN_PORT server
100 Ul_ADMIN_SERVER | UI_ADMIN_ | IP address of Ul Admin server

2 Pre-Installation Configuration | 56




2.4 Installation Checklist

Sr.No

Name

Description

Example Value

Value

LISTEN_ADDRESS

SERVER _
LISTEN_
ADDRESS

101

Ul_ADMIN_SERVER_
LISTEN_PORT

Ul_ADMIN_
SERVER _
LISTEN_
PORT

Listen port of Ul Admin server

102

DEFAULT_BANK_
CODE

Default bank
code will be
set while
configuring
SOA domain

103

DEFAULT_
TRANSACTION_
BRANCH_CODE

Default
branch code
will be set
while
configuring
SOA domain

89999

104

DEFAULT TARGET_
UNIT

Default target
unit will be set
while
configuring
SOA domain

OBP_BU

105

CARD_USERNAME

Username of
Card
connector.

orakey

106

CARD_PASSWORD

Password of
Card
connector

welcome1

107

RULE_USERNAME

Username of
Rule
connector

orakey

108

RULE_PASSWORD

Password of
Rule
connector

welcome1

109

USER_TIMEZONE

Time zone
entry

+5:30

110

SOA_SSL_
PASSWORD

Password for
configuring
SSLin SOA
domain

welcome1

111

REMOTE_
EXECUTION

Flag for
executing
installer
remotely

112

BAM_INSTALLATION

During SOA
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Sr.No | Name Description | Example Value Value
installation
value Must be
'N' During
BAM
installation
value Must be
Y.
Username of
113 IPM_USERNAME IPM ofssobp
connector
Password of
114 IPM_PASSWORD IPM welcome1
connector
OFFLINE_CHANNEL_ | Username of
115 OUTBOUND _ offline offlineuser
USERNAME connector
OFFLINE_CHANNEL_ | Password of
116 OUTBOUND _ offline welcome1
PASSWORD connector
Username of
117 FTP_IPM_USERNAME | FTP_IPM ofssobp
connector
Password of
FTP_IPM
118 ve = FTP_IPM ofssobp123
PASSWORD connector
Username of
FTP_IPM_BATCH_ FTP_IPM_
119 | USERNAME BATCH ofssobp
connector
Password of
FTP IPM BATCH FTP_ IPM
120 | pASSWORD | BATGH ~ | Ofssobp123
connector
Username of
121 | SOROUTBOUND_ | 504 weblogic
connector
Password of
122 | SOECIIBOUND_ | s0A weblogic1
connector
IP address of
123 IPM_SERVER_IP IPM server 10.180.84.114
port of IPM
124 IPM_SERVER _PORT server 16000
Linux login
125 IPM_UNIX_USER user id for ofssobp
IPM server
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Sr.No | Name Description | Example Value Value
Oracle IPM
middleware
126 IPM_MW_HOME Home /scratch/app/product/fmw
directory on
IPM server
Oracle IPM
Home
127 IPM_HOME directory on [/scratch/app/product/fmw/wccontent
IPM server
IP of the BIP
128 BIP_SERVER _IP serverto host | 10.180.84.115
OBP reports
Port of the
BIP server
129 BIP_SERVER_PORT that hosts 9502
OBP reports
Linux login
130 BIP_UNIX_USER user id for ofssobp
BIP server
Oracle BIP
131 BIP_ HOME Home /scratch/app/product/fmw/bi
- directory on
BIP server
oaam sever
132 OAAM_SERVER_IP ip address oaam-ofss.com
OAAM_SERVER _ oOaam server
133 PORT port 14000
134 OIM_SERVER_IP oimserverip | oim-ofss.com
135 | OIM_SERVER_PORT gio”r"tse“’er 16000
136 OFSAA_SERVER_IP ofss serverip | ofsaa-ofss.com
OFSAA_SERVER _ ofss server
137 PORT port 17000
DOCUMAKER _ documaker
138 SERVER_IP server ip documaker-ofss.com
DOCUMAKER _ documaker
139 | SERVER PORT serverport | 12000
140 BAM_SERVER_NAME | Bamserver | . ofss.com
name
141 BAM_SERVER_PORT Eng Server 19003
Odi server .
142 ODI_SERVER_NAME name odi-ofss.com
143 | ODI_SERVER_PORT Sgritse""er 8001
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Table 2—-8 Values for updating installobp***.properties - For Ul

Sr.No Name Description Example Value Value
Flag for
1 SILENT _INSTALL | executing Y
installer remotely
5 SECURITY_ Flag for security | |,
ENABLED enable
Flag forif IPM is
3 IPM_INSTALLED installed Y
4 BIP_INSTALLED Y
IP address of the
local machine
which could be a
windows
machine on
which software
5 LOCAL_IP like XManager is 10.180.84.111
installed for
rendering Ul of a
utility executing
on a remote
Linux server.
Value of
DISPLAY
variable to be
6 LOCAL_ exported to 0
DISPLAY_VALUE | generate
installation
wizard in local
machine
Weblogic Host_domain or ui_domain or base _
7 DOMAIN_NAME Domain name domain
XD This will be
8 COMPONENT_ | XD Component | 51, always
NAME obpui
Depends on
LOCALIZATION_ | Type of 7S
9 TYPE localization US/AU Itocallzatlon
ype
Location where
10 BI?{I\IQ(AZI'PGRY DOMAIN_NAME | /scratch/app/product/fmw/user_
LOCATION — folder will be projects/domains
created
WEBLOGIC _ Username for .
" USERNAME weblogic domain | Weblogic
WEBLOGIC _ Password for .
12 PASSWORD weblogic domain | Weblogict
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Sr.No Name Description Example Value Value
Username of
LOCAL
13 - LOCAL MPUI_STB
DATASOURCE | pATASOURCE -
Username of
14 Senen AN e | WLS Runtime | MPUI_WLS_RUNTIME
— schema
OPSS_UI_ OPSS U
15 SCHEMA_USER | schemaname MPUI_OPSS
OPSS_UI_ OPSS U
16 SCHEMA _ schema Welcome1
PASSWORD password
17 OPSS_UI DB_IP | OPSSUIDBIP | 10.180.84.113
OPSS Ul DB_ | OPSSUIDB
18 PORT PORT 1521
OPSS UI DB
OPSS_UI_DB
19 _ULDB_ | sERivICE P84113A
SERVICE_NAME | S5 Y
MDS_SCHEMA_ | MDS schema
20 USER Mos MPUI_MDS
MDS _SCHEMA _ Password of
21 PASSWORD MDS schema | Welcome1
22 MDS_DB_IP MDS DB IP 10.180.84.113
23 MDS_DB_PORT | MDSDBPORT | 1521
MDS_DB MDS DB
4 SERVICE_NAME | SERVIVE NAME | P84113A
OPSS_HOST_ | HOST OPSS
25 SCHEMA_USER | Schema name MPMW _OPSS
HOST OPSS
26 OPSS HOST_ | AUDITschema | MPMW_IAU_APPEND
AUDIT_DBDS
- name
HOST OPSS
27 oS5 | AUDITVIEWDB | MPMW_IAU_VIEWER
- Schema name
opss HosT_ | HOSTOPSS
28 SCHEMA_ pb o welcome
PASSWORD avove mree
OPSS schema
OPSS HOST Service name of
29 BE e o= | Uroresoa 10.180.84.113
OPSS_HOST HOST OPSS DB
30 DB_PORT | PORT 1521
31 OPSS HOST_ | HOST OPSSDB | P84113A
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Sr.No Name Description Example Value Value
DB_SERVICE_
NAME SERVICE NAME
OBP Host
32 oo CHEMA_ | Database MPOBPXD212
username
OBP Host
33 EESSgW%CQEI)EMA— Database welcome1
password
OBP Host
34 HOST _DB_IP Database IP 10.180.84.113
address
OBP Host
35 HOST _DB_PORT | Database listen 1521
port
OBP Host
36 RV T AME | Database P84113A
— service name
IP address of
37 ONS_NODE ONS service 10.180.84.113
Listen port of
38 ONS_PORT ONS service 6200
ADMIN_
SERVER Admin server
39 LISTEN listen address 10.180.84.111
ADDRESS
ADMIN .
40 SERVER_ pdminserver | 7001
LISTEN_PORT P
ADMIN .
41 SERVER_SSL_ égrf'ln server | 7002
LISTEN_PORT Isten po
MANAGED _
SERVER _ Managed server
42 LISTEN_ listen address | 10-180.84.111
ADDRESS
MANAGED
43 SERVER_~ Managed Server | goo1
LISTEN_PORT Isten po
MANAGED
44 SERVER SSL_ | wanagedserver | gq4,
LISTEN_PORT P
Refers to LDAP
Provider .Value
45 LDAP_PROVIDER will be OID or OID
OVD.

2 Pre-Installation Configuration | 62



2.4 Installation Checklist

Sr.No

Name

Description

Example Value

Value

46

oID_IP

IP address of the
OID server

10.180.84.113

47

OID_PORT

Port of the OID
process
instance.

3060

48

OID_ADMIN_
USER

Admin userid
which can be
used to login of
the OID as
administrator.

cn=orcladmin

49

OID_ADMIN_
PWD

Refers to the
password of
admin user of the
OID

welcome1

50

OID_GROUP_
DSN

The DSN used
for object class
Groups in the
OID Idap.

cn=Groups,dc=in,dc=oracle,dc=com

51

OID_USER_DSN

The DSN used
for object class
Users in the OID
Idap.

cn=Users,dc=in,dc=oracle,dc=com

52

NODE_MGR _
PORT

Refers to the port
number to be
used for the
weblogic node
manager. This
port should either
be free on the Ul
Presentation
server or an
existing weblogic
node manager
should be
installed to listen
on this port when
the same is
started

5556

53

ULIP

|P address of the
server on which
the OBP
presentation or
Ul layer should
be installed.

10.180.84.111

54

Ul_CLUSTER_
NAME

Name of Ul
Managed Cluster

obpui_cluster1

55

Ul_SERVER _
NAME

Name of Ul
Managed Server

obpui_server1
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Sr.No

Name

Description

Example Value

Value

56

UI_TARGET

Refersto a
location on the Ul
server where the
installables can
be transferred.
The user id of the
use used for
installation of
OBP should
have read, write
and execute
privileges on this
directory.

/scratch/install/target

57

Ul_MW_HOME

Refers to the
middleware
home of the
weblogic
installation on
the Ul server.

/scratch/app/product/fmw

58

Ul_JAVA_HOME

Refers to the
home directory of
java installation.
The version of
javainstalled
should be 1.8.0
or above. This is
used to execute
the OBP security
policies policy
seeding utility at
the end of the
installation.

/scratch/app/product/jdk1.8.0 281

59

OUI_JAVA_HOME

Refers to the
home directory of
java installation.
The version of
java installed
should be 1.8.0 .
This is used for
OBP patching.

/scratch/app/product/jdk1.8.0_281

60

CENTRAL_
INVENTORY_
LOC

Refers to the
path of central
inventory. This
path is used for
oui patching.

/scratch/app/oralnventory

61

INSTALL_AS

Linux login user
id used to install
the OBP
solution.

ofssobp

62

IPM_UNIX_USER

Linux login user
id of IPM server

ofssobp

2 Pre-Installation Configuration | 64




2.4 Installation Checklist

Sr.No Name

Description

Example Value

Value

63 IPM_SERVER_IP

IP address of
IPM server

10.180.84.114

IPM_SERVER_

64 PORT

Listen port of
IPM server

16000

65 IPM_MW_HOME

Oracle Weblogic
Home directory
on IPM server

/scratch/app/product/fmw

66 IPM_HOME

Oracle IPM
Home directory
on IPM server

/scratch/app/product/fmw/Oracle

ECM1

67 BIP_SERVER_[P

IP of the BIP
server to host
OBP reports

10.180.84.115

BIP_SERVER_

68 PORT

Port of the BIP
server that hosts
OBP reports

9502

69 BIP_UNIX_USER

Linux login user
id for BIP server

ofssobp

70 BIP_HOME

Oracle BIP
Home directory
on BIP server

/scratch/app/product/fmw/bi

[ P

OAAM_SERVER _

OAAM server IP
for 2FA. OAAM _
SERVER_IP
refers to the ip
address of
OAAM Server
(i.e. the IP of
default server
name as oaam_
server_server1)

oaam-ofss.com

72 PORT

OAAM_SERVER _

OAAM server
Port for 2FA.
OAAM_
SERVER_PORT
refers to the port
of OAAM Server
(default server
name as oaam_
server_server1)

14000

73 OIM_SERVER_IP

Oracle Identity
Manager IP
address

oim-ofss.com

OIM_SERVER _

4 PORT

Oracle Identity
Manager Listen
Port

16000

75 OFSAA _

OFSAA Server

ofsaa-ofss.com
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Sr.No Name Description Example Value Value
SERVER_IP IP address
OFSAA _ OFSAA Server
76 SERVER_PORT | listen port 17000
Ul domain admin
77 B =M gy startup -XMs2048m -Xmx4096m
parameters
-Djbo.ampoo I.doampooling=false -
Xms6g -Xmx6g -XX:NewSize=512m
. -XX:MaxNewSize =2048m -
Ul domain
XX:+UseParNewGC -
78 e At | managed JVM ) 5.+CMSParallel RemarkEnabled -
— aran?eters XX:+UseConcMark SweepGC -
P XX:CMSiInitiating Occupancy
Fraction=75 -Djbo.load.com
ponents.lazily=true
ggRS,JEQDMIN— Listen address of
79 LISTEN — HOST admin 10.180.84.110
ADDRESS server
HOST_ADMIN_ Listen port of
80 SERVER _ HOST admin 7001
LISTEN_PORT server
HOST _
MANAGED _ Listen address of
81 SERVER _ host managed 10.180.84.110
LISTEN_ server
ADDRESS
Il\—l/lgﬁl—EED Listen port of
82 SERVER host managed 8001
LISTEN_PORT server
SOA_MANAGED _
SERVER _ Listen address of
83 LISTEN_ SOA server 10.180.84.112
ADDRESS
SOA_MANAGED_ Listen port of
84 SERVER _ SOA server 8001
LISTEN_PORT
ggé\—/éngN— Listen address of
85 LISTEN — SOA Admin 10.180.84.112
ADDRESS server
86 SOA _ADMIN _ Listen port of 7001
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Sr.No

Name

Description

Example Value

Value

SERVER _
LISTEN_PORT

SOA Admin
server

87

KEYSTORE_
PASSWORD

Password for
generating
certificate

welcome

88

Ul_SSL_
PASSWORD

Password for
configuring SSL
in Ul domain

welcome1

89

UCM_READ _
FROM_URL

Flag for getting
UCM URL from
properties file.
These values are
used by the
Webcenter
Portal application
for internet
banking. Hence
values for UCM _
READ_FROM_
URL and UCM_
IP, UCM_PORT
below can be left
asis for
installations,
which do not use
the Webcenter
portal for hosting
their internet
banking
application.
However, as a
best practice, itis
recommended
that we configure
values for UCP_
IPand UCM_
PORT correctly
from day 1

true/false

90

UCM_IP

UCM_IP the IP
address of the
UCM WebLogic
managed server.

ofss.ucm.com

91

UCM_PORT

Port of UCM.

4444

92

OFFLINE_
CHANNEL _
OUTBOUND_
USERNAME

Offline username
created in
connector

offlineuser

93

OFFLINE_
CHANNEL _
OUTBOUND_
PASSWORD

Password for the
Offlineuser user
in connector

welcome1
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Sr.No Name Description Example Value Value
CARD _ Username of
. USERNAME Card connector. orakey
CARD _ Password of
95 PASSWORD Card connector. welcome
RULE Username of
96 USERNAME Rule connector | °raKeY
RULE_ Password of
97 PASSWORD Rule connector welcome1
98 'LI'JI?IIEERZ_ONE Time zone entry | +5:30
Flag for
REMOTE X
99 = executing Y
EXECUTION installer remotely
Username of .
100 IPM_USERNAME IPM connector weblogic
Password of IPM .
101 IPM_PASSWORD connector weblogic1
Username of
FTP_IPM
102 SN AT FTP_IPM ofssobp
USERNAME connector
Password of
FTP_IPM
103 SN FTP_IPM ofssobp123
PASSWORD connector
FTP_IPM_ Username of
104 BATCH_ FTP_IPM_ ofssobp
USERNAME BATCH
FTP_IPM_ Password of
105 BATCH_ FTP_IPM_ ofssobp123
PASSWORD BATCH
Linux login user
106 e X id for HOST ofssobp
server
Refers to the
middleware
HOST MW h fth
107 HOME w?a@l?)gi c e /scratch/app/product/fmw
installation on
the Host server.
Refers to the
middleware
home of the
108 SOA_MW_HOME weblogic /scratch/app/product/fmw
installation on
the SOA server.
109 ﬁgl\A/“_EDOMAIN_ ggrxain name of base_domain
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2.4.4 Database and WebLogic Domain Configuration
The following table lists the other information which should be kept handy to make this installation easy.

Table 2-9 Oracle Banking Platform DB and WebLogic Domain Configuration

Sr. No.

Name

Description and Example

Value

Ul and Host Linux
user login details

1.

Ul / Presentation Linux
server user id

This is same as INSTALL_AS
captured in the checklist above.

Ul / Presentation Linux

Password for the user specified

2 server user password against INSTALL_AS.

. . This is same as INSTALL_AS
3. Host Linux server user id captured in the checklist above.
4 Host Linux server user Password for the user specified

password

against INSTALL_AS.

Database Details

IP address of the Oracle

5. Banking Platform Oracle | 10.180.90.30

DB server

Port of the Oracle
6. Banking Platform Oracle | 1521

DB instance

Oracle Banking Platform
7. DB Service Name OBPDB
8 Oracle Banking Platform | essssssss

' DB sys password
10.180.90.30, Make sure ons

9. ONS NODE service is started on DB.
10. ONS Port 6250
Additional Ul

Install Checklist

Admin user id and
password for the Oracle

The default admin userid is

11. : WebLogic. Decide on the
Sg%lgir:]g Platform Ul password to be used and note it.
List of port numbers for
the Oracle Banking Default Values

12 Platform Ul domain for: Admin Server Port: 7001

Admin server

HTTP port for managed
server

Managed Server http port: 15308
Managed Server https port: 15309
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Sr. No. Name Description and Example Value
HTTPS port for managed
server
P:rslzgct’é% ft%r etz;aaléﬁ)slh Decide on the password to be
g used and note it. This is required
13. trust between the Oracle for the post installation tasks of Ul
Banking Platform Ul and d ;
omain.
Host.
Decide on the password to be
Password for keystore : L ;
14. generated to establish used and note it. This is required

trust.

for the post installation tasks Ul
domain.

Additional Host
Install Checklist

Admin user id and
password for the Oracle

The default admin userid is

15. : WebLogic. Decide on the
ggr?\lgi?]g Platform Host password to be used and note it.
List of port numbers for
the Oracle Banking
Eﬁtform Host domain Default Values
16. Admin server Admin Server Port: 7001
HTTP port for managed Managed Server http port: 15308
server Managed Server https port: 15309
HTTPS port for managed
server
Password for the key
generated to establish This is same as password in row
17. trust between the Oracle | 11. This is required for the post
Banking Platform Ul and | installation tasks of host domain.
Host.
Password for keystore This is same as password in row
18. generated to establish 12. This is required for the post

trust.

installation tasks of host domain.

2.5 OID Schema Setup — Custom OBP Schema

This section describes the OID Schema setup which is a pre-installation configuration required for Oracle
Banking Platform setup.

2.5.1 Prerequisite — OID setup
Itis assumed that OID 12.2.1.4.0 is installed with ODSM and configured.

2.5.2 Verify the OID installation

This section describes the procedure to verify the OID installation.
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2.5.2.1 Start and Verify the OID processes

Log in to the Linux console with user id oracle, navigate to the 'bin' directory of the OID instance and start
the OID processes using the commands as follows:

For example, if the OID installation is in “/scratch/app/product/fmw/user_projects/domains/oid_domain/bin”
cd /scratch/app/product/fmw/user_projects/domains/oid_domain/bin

IstartComponent.sh oid1

2.5.2.2 OPSS/OID Performance Tuning

The following changes are required in OID before initiating OBP installation:
Parameters

Change the parameter values as provided below.

Table 2—-10 Parameter Values to be Changed

Parameter Name Value
orclmaxcc (Number of DB Connections per Server Process) 10
orclserverprocs (Number of OID LDAP Server Processes) 4
orclgeneratechangelog (Change log Generation) 0
orclldapconntimeout (LDAP Connection Timeout) 60
orclmatchdenabled (Enable MatchDN Processing) 0

Advanced OID tuning

The steps to perform advanced OID tuning are as follows:

1. Create a .ldif file with any name. For example, tune.Idif.
2. Enter the following information in that file and save it:
dn: cn=dsaconfig,cn=configsets,cn=oracle internet directory
changetype: modify
replace: orclecachemaxsize
orclecachemaxsize: 3g
replace: orclecachemaxentries

orclecachemaxentries: 500000

Sample tune.ldif file
dn: cn=0id1,cn=o0sdldapd,cn=subconfigsubentry
changetype: modify

replace: orclserverprocs
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orclserverprocs: 4

dn: cn=0id1,cn=osdldapd,cn=subconfigsubentry
changetype: modify
replace: orclmaxcc

orclmaxcc: 10

dn: cn=0id1,cn=osdldapd,cn=subconfigsubentry
changetype: modify
replace: orclgeneratechangelog

orclgeneratechangelog: 0

dn: cn=0id1,cn=osdldapd,cn=subconfigsubentry
changetype: modify
replace: orclldapconntimeout

orclldapconntimeout: 60

dn: cn=0id1,cn=osdldapd,cn=subconfigsubentry
changetype: modify

replace: orclmatchdenabled
orclmatchdenabled: 0

3. See the OID Tuning Guide available at: https://docs.oracle.com/en/middleware/fusion-
middleware/12.2.1.4/asper/oracle-internet-directory-performance-tuning.htmi#GUID-C3FC1F74-
71B7-4F20-B24F-0B5D589D9B19

OPSS Tuning
The steps to perform advanced OPSS tuning are as follows:
1. IDM Database recommendations

a. The following table presents the suggested values of parameters and alter scripts executed in
system for which the user needs to change the parameters.

Table 2-11 Suggested values for Tuning and Alter Command

Sr Suggested
No DB Property Name Value for Alter Command
’ Tuning
ALTER SYSTEM SET processes =
L Process 1500 1500 SCOPE = spfile;

2 Pre-Installation Configuration | 72


https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/asper/oracle-internet-directory-performance-tuning.html#GUID-C3FC1F74-71B7-4F20-B24F-0B5D589D9B19
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/asper/oracle-internet-directory-performance-tuning.html#GUID-C3FC1F74-71B7-4F20-B24F-0B5D589D9B19
https://docs.oracle.com/en/middleware/fusion-middleware/12.2.1.4/asper/oracle-internet-directory-performance-tuning.html#GUID-C3FC1F74-71B7-4F20-B24F-0B5D589D9B19

2.5 OID Schema Setup — Custom OBP Schema

Sr Suggested
No' DB Property Name Value for Alter Command
' Tuning
ALTER SYSTEM SET sga_target =
2 SGA Target 3G 3221225472 SCOPE = spfile;
ALTER SYSTEM SET audit_sys_
operations=FALSE SCOPE
3 Audit Trail None =SPFILE;
ALTER SYSTEM SET audit_trail =
NONE SCOPE = spfile;
ALTER SYSTEM SET open_cursors
4 Open Cursor 500 = 500 SCOPE = spfile:
ALTER SYSTEM SET pga_
5 PGA_Aggregate_ 1.5GB aggregate_target = 1610612736
9 SCOPE = spfile;
. ALTER SYSTEM SET nls_sort =
6 NLS Sort Binary BINARY SCOPE = spfile:
. . . ALTER SYSTEM SET filesystemio_
7 Filesystemio_Options SETALL options = SETALL SCOPE = spfile;
ALTER SYSTEM SET fast_start_
8 | Faststartmitr_target | 3600 mitr_target = 3600 SCOPE = spfile;
) ALTER SYSTEM SET db_securefile
9 db_securefile ALWAYS = ALWAYS SCOPE = spfile;
: ALTER SYSTEM SET session_
10 | Session_cached_ 500 cached_cursors = 500 SCOPE =
cursors -
spfile;
ALTER SYSTEM SET plsql_code
11| plsql_code_type NATIVE type = NATIVE SCOPE = spfile;
ALTER SYSTEM SET" b _tree
12 _b_tree_bitmap_plans | false bitmap_plans" = FALSE
scope=spfile;
ALTER SYSTEM SET memory_
13 | Memory_target 0 target=0 SCOPE = SPFILE;
b. Redo log file.

Allocated Disk Space for Redo Log Files

ALTER DATABASE ADD logfile ('<oradata
directory>/ORA4212/redo0l.1log') SIZE 4G REUSE;

ALTER DATABASE ADD logfile ('<oradata
directory>/ORA4212/redo02.1log') SIZE 4G REUSE;

ALTER DATABASE ADD logfile ('<oradata
directory>/ORA4212/redo03.1og') SIZE 4G REUSE;
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c. Undo tablespace.

Increase Disk Space Allocated for UNDO Tablespace

ALTER DATABASE DATAFILE '<oradata directory>/ORA4212/undotbs01.dbf"
RESIZE 20G NEXT 1G;

2. jps-config.xml (All servers of Ul, Host, SOA domains)

a. Remove the following properties from <servicelnstance name="pdp.service"
provider="pdp.service.provider"> in jps_config.xml.

<property
name="oracle.security.jps.runtime.pd.client.policyDistri
butionMode" value="mixed"/>

<property
name="oracle.security.jps.runtime.instance.name"
value="OracleIDM" />

<property name="oracle.security.jps.runtime.pd.client.sm
name" value="OracleIDM"/>

<property
name="oracle.security.jps.policystore.refresh.enable"
value="true"/>

b. Add following properties:

<DOMAIN-HOME>/config/fmwconfig/jps-config.xml

<propertySet name="props.db.1l">

<property name="authorization cache enabled"
value="true"/>

<property name="connection.pool.min.size" value="20"/>
<property name="connection.pool.max.size" value="40"/>
<property name="connection.pool.provider.type"
value="1DM"/>

<property name="connection.pool.timeout" wvalue="300000"/>
<property name="connection.pool.provider.type"
value="5"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.t
ype" value="STATIC"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.s
trategy" value="NONE"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.s
ize" value="100"/>

<property
name="oracle.security.jps.policystore.policy.lazy.load.e
nable" value="true"/>
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<property
name="oracle.security.jps.policystore.policy.cache.strat
egy" value="NONE"/>

<property
name="oracle.security.jps.policystore.policy.cache.size"
value="1000000"/>

<property
name="oracle.security.jps.policystore.refresh.enable"
value="true"/>

<property
name="oracle.security.jps.policystore.refresh.purge.time
out" value="43200000"/>

<property
name="oracle.security.jps.ldap.policystore.refresh.inter
val" value="6000000"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.w
armup.enable" value="true"/>

</propertySet>

c. Allthe above properties should also be added in the <pdp.service> service-instance.

<servicelnstance name="pdp.service"
provider="pdp.service.provider">

<description>Runtime PDP service instance</description>
<property name="authorization cache enabled"
value="true"/>

<property name="connection.pool.min.size" value="20"/>
<property name="connection.pool.max.size" value="40"/>
<property name="connection.pool.provider.type"
value="IDM"/>

<property name="connection.pool.timeout" value="300000"/>
<property name="connection.pool.provider.type"
value="5"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.t
ype" value="STATIC"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.s
trategy" value="NONE"/>

<property
name="oracle.security.jps.policystore.rolemember.cache.s
ize" value="100"/>

<property
name="oracle.security.jps.policystore.policy.lazy.load.e
nable" value="true"/>

<property
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3.

4.

name="oracle.security.jps.policystore.policy.cache.strat
egy" value="NONE"/>

<property

name="oracle.security.jps.policystore.policy.cache.size"
value="1000000"/>

<property

name="oracle.security.jps.policystore.refresh.enable"

value="true"/>

<property

_n

name="oracle.security.jps.policystore.refresh.purge.time
out" value="43200000"/>

<property

name="oracle.security.jps.ldap.policystore.refresh.inter
val" value="6000000"/>

<property

name="oracle.security.jps.policystore.rolemember.cache.w

armup.enable" value="true"/>

</servicelInstance>

adf-config.xml (optional)

In adf-config.xml, maintain authorizationEnforce="true"

setDomainEnv.sh

In setDomainEnv.sh file, include the following java properties. These are absolutely necessary, if
authorizationEnforce = true (previous point).

Table 2-12 Properties

Property

Description

-Djps.combiner.optimize=true

This system property is used to cache the protection
domains for a given subject. Setting -
Dijps.combiner.optimize=true canimprove
Java authorization performance.

-Djps.combiner.optimize.lazyeval=true

This system property is used to evaluate a subject's
protection domain when a checkPermission occurs.
Setting -
Djps.combiner.optimize.lazyeval=true can
improve Java authorization performance.

-Djps.policystore.hybrid.mode=false

This 'hybrid mode' property is used to facilitate
transition from SUN java.security.Policy to OPSS Java
Policy Provider.

-Djps.authz=ACC

Delegates the call to JDK API
AccessController.checkPermission which can reduce
the performance impact at run time or while debugging.

DUSE_JAAS=false

Djps.auth=ACC

Delegates the call to JDK API
AccessController.checkPermission which can reduce
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Property Description

the performance impact at run time or while debugging

Turn off debugging. This is turned on to debug access

Djps.auth.debug=false denied errors.

JPS uses a Subject Resolver to convert a platform
subject to JpsSubject which contains user/enterprise-
role information, as well as ApplicationRole
information. This information is represented as
principals in the subject.

Djps.subject.cache.key=5 Value = 5: Instead of using the whole subject as the
key, this settings uses a subset of the principal set
inside the subject as the key (actually use principals of
WLSUSerImpl type).

This setting will accelerate the cache retrieval
operation if the subject has a large principal set.

Cache's Time To Live (TTL) for case '5' (above). This
system property controls how long the cache is valid.
When the time expired, the cached value is dumped.
The setting can be controlled by the flag of -
Djps.subject.cache.tl=600000 Djps.subject.cache.ttl=xxxx, where 'xxx' is the duration
in milliseconds.

Consider setting the duration of this TTL setting to the
same value as the value used for the group and user
cache TTL in WLS LDAP authenticator.

Example:

JAVA PROPERTIES="-Djps.combiner.optimize=true -
Dips.combiner.optimize.lazyeval=true -Djps.policystore.hybrid.mode=false
-Djps.authz=ACC ${JAVA_PROPERTIES} ${WLP_JAVA_PROPERTIES}"

export JAVA PROPERTIES

2.5.2.3 Import OBP Specific LDIF files

If Oracle Identity Manager (OIM) is installed as the user provisioning product, use the Idif files from the
location <HOST_TARGET>. These Idif files do not contain any predefined users and roles other than some
crucial system users that are needed during startup. The privileges of these users are contained. OIM is
used for creation of first user in OBP.

If OIM is not part of the ecosystem and an initial sanity test of the OBP installation is needed, the sample Idif
files present at the location<HOST_TARGET> can be used for creation of Users and Groups. These
sample files can be used directly or can be modified as per requirements. In production after initial
verification these users have to be removed.

Note

Ensure that 'ldapadd' and 'ldapmodify' are available on the machine.
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. Extract the 'obpus-host.zip' or 'obpau-host.zip' to obtain 'obpinstall-host.zip'. It contains Idif.zip and
sampleLdif.zip.

Extract Idif.zip. It will create a folder named Idif with Idif files or extract sampleLdif.zip, which will
create a folder named Idif, with Idif files as follows:

m fcPerson.ldif

m obp_ou.ldif

m jpsroot.Idif

m Users.Idif

m  Groups.Idif
m  Weblogic.ldif

m  Administrators.Idif

. These are to be used and updated in the OID if necessary. The execution commands for uploading
these LDIF files are given below. The execution order must be maintained as described.

Table 2—13 Order of Execution

Sr. No. LDIF File Name Description

1 fcPerson Creates fcPerson object class

2 obp_ou Creates obp user Users

3 Jpsroot Creates jpsroot and jpscontext

4 Users Creates OFSSUser

5 Groups Creates OFSS_Role and offlinerole
6 Weblogic Creates weblogic user

7 Administrators Creates Administrators Group

DNS should be changed as per the requirement of the bank in the LDIF files for:

m Users

m Groups

m Weblogic

m  Administrators

Note

While executing fcPerson.Idif, “value already exist” problem may

appear in console.

For this problem, the objectClasses value is required to be changed.

It can be found, at the end of the file as:
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“add:objectClasses
objectClasses:(2.5.6.47”

To resolve this problem, change the value (default, itis 2.5.6.47) of
object classes, then run it again.

5. Before executing the following commands, navigate to the location where the LDIF files reside (that
is, inside LDIF folder) in Host machine, where OpenLDAP has been installed as mentioned in
prerequisite section.

Idapadd fcPerson.ldif

ldapadd -h $1ldapIP -p S$ldapPort -D cn=orcladmin -w welcomel -c -v -f
fcPerson.1ldif

Idapadd obp_ou.ldif

ldapadd -h $1dapIP -p S$ldapPort -D cn=orcladmin -w welcomel -c -v -f
obp ou.ldif

Idapadd jpsroot.ldif

ldapadd -h $1ldapIP -p $ldapPort -D cn=orcladmin -w welcomel -c -v -f
Jjpsroot.ldif

Idapadd Users.ldif

ldapadd -h $1ldapIP -p $ldapPort -D cn=orcladmin -w welcomel -c -v -f
Users.ldif

Idapadd Groups.ldif

ldapadd -h $1ldapIP -p $ldapPort -D cn=orcladmin -w welcomel -c -v -f
Groups.ldif

Idapadd WebLogic.ldif

ldapadd -h $1ldapIP -p $ldapPort -D cn=orcladmin -w welcomel -c -v -f
Weblogic.1ldif

Idapadd Administrators.ldif

ldapadd -h $1ldapIP -p $ldapPort -D cn=orcladmin -w welcomel -c -v -f
Administrators.ldif

2.5.2.4 Verify the import using ODSM or JXplorer
The import of Oracle Banking Platform specific LDIF files can be verified using JXplorer.

79 | Oracle Banking Platform Localization Installation Guide - Silent Installation



2.5 OID Schema Setup — Custom OBP Schema

Figure 2-2 JXplorer
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3 OBP Localization SOA Media Pack
Installation

This chapter details every step involved in the installation of Oracle Banking Platform Localization SOA
Media pack. The subsequent section refers to the variable names specified in Section 2.4 Installation
Checklist.

3.1 Installation and Configuration Procedure

This section details the installation procedure for the OBP Localization SOA Media Pack.

3.1.1 Preparatory Steps

This section lists the preparatory steps required for the OBP Localization SOA Media Pack installation.

Step 1 Procuring Installables
Download the appropriate SOA media pack from the following location:

http://edelivery.oracle.com/

Step 2 Extracting the Installables
Copy the 'obpus-ui-soa.zip' or 'obpau-ui-soa.zip' to a local Linux VM or Linux machine from where the
installation will be carried out. Extract the zip file. Three files will be extracted:

m A zip file 'obpinstall-ui-soa.zip'

m The installation script 'installobpsoa.sh’

m The install configuration property file 'installobpsoa.properties'

Step 3 Printing Checklists

Take a printout of the installation checklist mentioned in Section 2.4 Installation Checklist of this guide and
note the values applicable for each point in the last column for 'Value' so that the same is handy during the
actual installation.

3.1.2 Pre-Installation Steps

This section lists the pre-installation steps required for the OBP Localization SOA Media Pack installation.

Step 1 Updating installobpsoa.properties
Navigate to the directory where the files obpinstall-ui-soa.zip, installobpsoa.sh and installobpsoa.properties
are placed and update installobpsoa.properties with relevant values from the checklist.

Step 2 Checklist for a new setup
Before initiating installation, check the following:

m Make sure required RCU schemas have been created. For more information, see Section 7.1 Pre-
Installation Steps and Section 7.2 OBP Database Setup — RCU Installation.
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m Increase the size of tablespace (at least 6GB and the auto extend mode must be on) for MDS,
SOAINFRA and OPSS schema used for SOA domain.

= Node manager must not be running on the target machine.
m Create a dummy folder named target and mention its path against SOA_TARGET property.

m Values given in installobpui.properties must be correct. At run time, no option is given to change the
values.

m No processes should be running on the ports given in installobpsoa.properties.

m In case of a re-installation ensure that the directory paths against SOA_TARGET and SOA_MW _
HOME specified in installobpsoa.properties are cleaned up for traces of any previous installations,
as the remote shell copy may not be overwriting in case of any residual file left by the previous run.

m Before initiating the installation, ensure that all the values given in installobpsoa.properties are
correct. At the time of installation, the values will only be displayed once for verification, and it will not
be possible to change the values once the installation begins.

Step 3 OS Level Tuning

OBRP libraries are usually copied on an NFS mount. During startup a lot of time is spent fetching these
libraries for classloading and resource loading. The last access time on the files gets imprinted on the file
metadata, which actually incurs a WRITE. Since, this is over NFS, this has a performance impact.

The mount points should be mounted using the "noatime" flag to disable updating the access time. Thisis a
recommended parameter as per FMW MAA shared storage WP.

For more information, see Page 12 of the following document:

http://www.oracle.com/technetwork/database/availability/maa-fmwsharedstoragebestpractices-
402094 .pdf

3.1.3 Installation Steps

This section lists the installation steps required for the OBP Localization SOA Media Pack installation.

1. Navigate to the directory where the media pack files are placed and execute installobpsoa.sh. The
installation script shall echo the values entered in the installobpsoa.properties file and ask for a
confirmation to go ahead with the installation.

2. The installation script automatically triggers the following significant steps using secure remote copy
'scp' command and remote shell commands execution using the 'ssh' command.
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3.1 Installation and Configuration Procedure

Figure 3—1 Steps in installobpsoa.sh script

Copy obpinstall-ui-soa.zip, obppostinstallsoa.properties and
installobpsoasilent.properties to OBP SOA machine at path
specified in SOA_TARGET

-

Y

\
Unzip obpinstall-ui-soa.zip in the target area of soa

thereby making available binary for OBP SOA itself.

Y

Execute the jar file obpuisoa_us_generic.jar in “SOA_MW_HOME" to create the
“obpinstall” , copies obppostinstallsoa.properties to SOA MW _HOME,
installobpsoasilent.properties to SOA MW HOME/obpinstall/obp/silent, initiates
the Oracle WebLogic Domain Configuration

A sample output is given here.

Jinstallobpsoa.sh
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Figure 3-2 Verification of Properties

Figure 3-3 Verification of Properties
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Figure 3—-4 Confirmation to Proceed Domain Installation (cont.)

Verify the value of each property carefully before proceeding.

If all values are correct, then enter "Y' or 'y and press Enter to initiate the installation. The installation
utility performs the installation and domain is created silently.

Figure 3-5 Copying and Extraction of obpinstall-ui-soa.zip
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Figure 3-6 Copying and Extraction of obpinstall-ui-soa.zip

Figure 3-7 Copying and Extraction of obpinstall-ui-soa.zip
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Figure 3-8 Domain Creation Confirmation

3.2 Post Installation Configuration
This section describes the post installation configuration procedure for OBP Localization SOA Media Pack.
Checklist for Post Installation Procedure

Before proceeding with the post installation procedure for SOA, ensure the following:

m Replace /scratch/app/product/fmw path with your middleware home path path in setDomainEnv.sh
and setDomainEnvSOA if not replaced.

= Node manager is not running on the SOA machine.
m All values in obppostinstallsoa.properties are correct

= OID_DOMAIN_NAME given in obppostinstallsoa.properties must not exist.

m Node manager port should be free. You can verify using the following command, where 5556 is the
Node Manager Port.

Snetstat -na | grep 5556
Post Installation Configuration

1. Start the OBP SOA domain admin WebLogic server by executing the startWeblLogic.sh script in the
domain directory.

cd <middleware home>
cd user projects/domains/obpsoadomain/bin
./startWebLogic.sh

2. Enter the username and password when prompted.
3. Startthe managed server —soa_server1.

cd <middleware home>

cd user projects/domains/obpsoadomain/bin
./startManagedWebLogic.sh soa serverl t3://localhost:<admin
server port>

Note
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Do not run the post-install as soon as SOA server comes up.

Wait until it loads all the processes and displays the message SOA
platform is running and accepting requests.

Initiate post-install after getting this message in the console.

4. Once the SOA admin and managed servers are running, execute the post install script 'obp-soa-
post-install.sh' created under middleware directory just like other domains.

5. Navigate to the middleware location and give executable permission to the post install script:

$cd <soa middleware home>
Then execute following script:

$./obp-soa-post-install.sh
A sample outputis given here:

Figure 3-9 Starting Post Installation

[ofssobp@mumeeabp fmwls ./obp-soa-post-install.sh
[DOMATN_NAME :_domain
: atch/app/product/fmi/user_projects/domains
weg}ugic

I 1
ER_LISTEN_ADDRESS 59
STEN_PORT
_LISTEN_ADDRESS
LISTEN_POI

LISTEN_ADDRESS
ER_LISTEN_PORT

arget
product/jdk1.8.6_101
product/Fmw

M_PARAMS 2 - 2
VM_PARAMS s GC -X CMSPa K L -XX:+UseConcMarkSweepGC -
ingOccupancyFraction= 2 11!
u M_PAR, -Djbo.ampool.doampoolir
cMsParallelRemarkEnabled +UseConcMarkSweepG

ew! 20, - riNe:
-Dobp.http.socketBuffersize:
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Figure 3-10 Starting Post Installation (contd)

SOA_HUMANTASKSERVER_JVM_PARAMS : -Djbo.ampool.do mpoohn g 96m -Xmx6084m - X : )
CMSParallelRemarkEnabled -X ncMarkSwee MSInitiatingOccupancyFraction: -Dobp. http.ma> 1 -Dobp.http. -oci-etEuffer5 19
axConnectionsPerHost=20 -Dobp.http.expi y=true -Dobp.http.maxConnectionsPerHost=150 -Dobp.http.connectionTimeout=606000 -Dobp.http. 1d
0000 -Dobp.http.stale \eckEnablsd:tr
P\E\‘;TDRE _PASSWORI
IJI_MANMED_‘JER /ER_LISTEN_ADDRESS
UI_MANAGED_SERVER_LISTEN_PORT
DEFAULT_BANK_CODE
DEFAULT_TRANSACTION_BRANC . 089999
DEFAULT_TARGET | UNIT : OBP_BU
CARD_USERNAME : orakey
CARD_PASSWORD : welcomel
RULE_USERNAME
RULE_PASSWORD
USER_TIMEZONE
REMOTE_EXECUTION
BAM_INSTALLATION
DB_SCHEMA_PASSWORD
DB_IP
DB_PORT : 1521
DB_SERVICE_NAME © PB784A
IPM_USERNAME : weblogic
IPM_PASSWORD : weblogicl
FTP_IPM_USERNAME : ofss
FTP_IPM PASSWORD
H_USERNAME
PASSHUF‘[I

any other key to exit the installation.

se take your time and go through the information printed above in detail .
e mentioned information is correct, please enter Y or y to proceed. Press any other key te exit the installation.

[The authenticity of h 1 2 0 0.6.143 s lished.
RsA key fingerprint is 3
Are you sure you want to con connecting ?

" (RSA) to the list of known hosts.

100% 904KB 904.4

6204KB
r cop d from BIP machine
10 6 ssword:
ing-client 106% 863KB 863.3KB/s
1ng-client
obpg s
le.ucm.ridc-11.1.1.jar 160% 619KB 618.9KB/S
le.uem.ridc-11.1.1.]
do

fnative/linux/x86_64:/scratch/app/product/fmi/wlserver/server/native/linux/x86_64/0c1926_8

Logging Wi derr to r a j] a se_domain/servers/AdminServer/stderr.log
Verifying OBP_ORAC L
Buildfile: fscratch/app/product/fmw/ stall fob.soa. ss/metadata/replace.xml
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Figure 3-12 Starting Post Installation (contd)

Buildfile: /scratch/app/product/fmw/obpinstall/obp/cb.soa.process/metadata/replace.xml
replace:

[unzip] Expand;ng

[del Ete] Elel eting:
[jar] Building

58

Updat:mg RecurringScheduleConfig.maxMes

Updating StartupScheduleConfig.maxMe
<.management . openmbean. uppurttcompa'

i gement . openmbean.

1mp1ETvaEn me:
ang. trmg) ), (1temName:

opwWindowTime, 1temTyp
impl eTvpeEmm E

.SimpleType(name
uentTrlgger[le'l ay, 1temTvp

management openmbean
ng.Integer)))),contents

startWindowTim

support (compositeType:
—ompes1teType(n lmte
artBeatInterv

“onfig,items

g.Long) ), (1temName=nodeRk

an.SimpleType (name

config,1tems={(1temNam

x.management. upenmbean :1mp1 eType(r
ang.String)), (itemName

enmbean. >1mp1 eTvaEr
=stopWindowTime, itemType
mbean.SimpleType (name: ang Lumg]) (1temName
temName=StartupScheduleConfig,1temType: .

hreshHol dT:LmEInI\‘!:mut

1temType=]
agement .openmbean

.manz

T_SettlenentInstructionspi_Confirms
[javal

xmlns oracle com/proce:
SettlementInstructionSpi_Su mlthettWEmentI

lue:
ttp://xmlns.oracle.com/process/com. of

ause xmlns="http://xmlns.oracle.com/bpel/workflow/
olumn=created

rantee type="GROUP" grantType="SHARE_DEFINITION">
Tm xmls mlns . oracle.com/bpel/workflow/common®
name xmlns="http://xmlns.oracle.com/bpel /workfLlow/common
/grantees
grantees
</userViewDeta1l.

n.coms/T

11 createlserT:

stored in file <mum@@abp.in.oracle.com.cer>
added to keystore
5 added to keystore
[ofssobp@mum@Babp fm]s

deploy-composite-SOA-WLST.log
post-obp-SOA-WLST.log
post-soa-GrantAndPolicySet-log.log

post-soa-taskflow-grants.log

g Lung)) (1temNam

anagement _opennbe

.zip into /scratch/app/product/fme/obpinstall/obp/o

sharedResources . jar into /scratch/app/product/fmi/obpi

.jar

(1temName=m

artuindowTime 1temTvps management . openmbe
n.SimpleType(nam .lang. trmg)] (1temName=subseq
wreahHu'\dTJmeIanutea itemType: anagenent. open

) . M&
9, subsequentTriggerDel

usterCon
agsmsnt.opsnmb

na
ung))))) (1temName:
geRaiseSize,ltemType=

RecurringSchedu
avax.management.op
ng.5tring)), (itemName
.management.open
ang.Integer))))), (1
ageRaiseSize,itemTy

,itemType:
ememt openmbeam SimpleType (nam:

ttlementInstructionSpl ConfirmskipSettleInstructions/
ttlementInstructionSpi_SubmitSettlementInstruction/HT

SettlementPayoutSp1_DisburseFunds/HT_SettlementPayoutSp

Administrators</n

For monitoring the script run, check the following log files created under the SOA domain directory:
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update-syncMaxTimeWait.log

obp-soa-install-log.txt

7. After SOA installation is completed,

a. Login to SOA Weblogic console.

b. Go to Data Source and point mds-soa data Source to obphumantask_cluster1. Navigate to
Home >Summary of JDBC Data Sources >mds-soa.

Figure 3-14 Data Source (Filtered - More Columns Exist)

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edit butten in the Change Center Lo activate all the buttons on this page.

New~ | Delate Showing 1 to 10 of 14 Previous | Nesxt

MName & Type JINDI Name Targets
EDNDakaSource | Generic jdbe/EDNDataSource cbpsoa_clustarl
EDNLocal TxDataSource Generic Jjdb/EDMNLocal TxDataSource obpsoa_clusterl
LocalSveT bDataSource Generic Jdbe/LocalSweThlDataSource: AdminServer
rwds-obpi Generic jbe/mds/MDSDS obphumantask_clustarl

| mids-owsm Generic jdbe/mdsfowsm AdminServer, cbpsoa_dusterl

[ mids-soa Generic jdbe/mds/MDS_Local TxDataSource. AdminServear, SanyTy ey e e eyl ohpsoa_custerl
OBP_SYS_CONFIG GridLink jdb/FCBDwtaSaurceConfi obphumantask_clusterl
opss-audit-DBOS Generic jdbe/AuditAppend DataSource AdminServer, obphumantask_cluster1, obpsoa_dusterl
opss-audit-viewDS Generic jdbo/AuditviswDataSource: AdminServer, chphumantask_cluster1, obpsoa_cluster1
opss-data-source Generic jdbe/OpssDataSource AdminServer, ohphumantask_cluster1, obpsoa_cluster1

New s+« | Delete

8. SyncMaxWaitTime value from 45 to 600.

Showing 1 to 10 of 14 Previous | Next

a. Loginto SOA EM and click on base_domain > System Mbean Browser > Application Defined
Mbeans > oracle.as.soainfra.config > Server: soa_server1 > BPELConfig > bpel.

Figure 3-15 System MBean Browser

I:- base_domain ©
£~ webLogic Domain v

/Domain_base_domainbase_domain >

System MBean Browser

LI s

b [l oracie adi share.config
¥ [l oracie adf share. connections
» i Oracie adf view rich
¥ i oracie as.cow
» i orache.as jro
» i oracie 83 508 WS
¥ [l oracie a3 soainka bpsl
¥ i oracie.as.saainira bpm default
4 [im orache as soainira config
4 [im Server. so0a_server
» fimAlAConfg
b fim AdapterContig
» B AnalycsConfig
» [ B2BCENg
4 fmBPELConSg
@ bpel

Defined MBeans: BPELConfig:bpel
* @ Information

hr E~

3ul 16, 2020 3154 PH GHT+05:30 )

Apply  Revert

The changes mads on this mbean ars not managed by the configuration session. The changes will be applied immediately. You cannot undo the changes from the Change Centar,

P Show MBean Information

Attributes | Operations  Nolifications

Name

StartuphaxMes sageRaiseSize

StatsLasiN

SyneMaxWalTime

SystmMBoan
ValdateX(ML

Version

Visible

Description

Numiber of messages 1o recover during startup recovery

The size of the “mast recantly processed” request kst

The maimum tme 3 requestivesponss cporabon wil take befo.
It true, it indicates that this MBaan is a System MBoan

1f 36t to “True” he enging will apply schema validation fof incom

varsion of the consig file
If true. it indicates that this MBean is viskie to curment user

Access Value

AW

RW

50

A

re @

R

RW

R
R

false
false

1.1.0

true

9. Restart SOA admin and SOA managed server and obphumantask server.
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10. After completion of restart, attach the oracle/wss_saml_or_username_token_service_policy in
com.ofss.ob.webservice.soamanagement.war. To attach the policy:

a. Loginto SOAEM.

b. Click Application Deployments > com.ofss.ob.webservice.soamanagement > Domain
Application Deployment > Administration > Web Services Configuration.

Figure 3-16 Go to Web Services Configuration

ORACL € Enterprise Manager Fusion Middieware Conirol 12¢ I webLogic Domain v weblogic
F com.ofss.ob.webservice.soamanagement @ Tu v B w | AuboRefresh OF v
" Domain Appiication Deployment v Start Up shut Down Nov 11, 2018 4:46:07 PM GMT+05:30 4)
@Infc  Home 7]
Cerl | onioring , vailable only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.
>
sumn  Control Summary
Logs »
State  Active

Deployments

unaith oK v
Administration »  Web Services Configuration
ith f b web:
System MEean Browser General Settings | “os plse opebsenes
Deple Target Sitemap Work Load an 503, ofss.ob.webservice. xml
Target Information Tags de  (not specified)
Tup
b Targets de  (not specified)
Security
lel DDONY
Notes
Modules and Components pe  Web Application
Instrumentation
<webe  Global
>
Modules

c. Click Resource Pattern and attach the policy oracle/wss_saml_or_username_token_service
policy for com.ofss.ob.webservice.soamanagement webservice.

Figure 3—-17 Attach Policy

== com.ofss.ob.webservice.soamanagement @
E= i Domain Application Deployment v Start Up Shut Down Nov 11, 2019 4:55:09 PN GMT+05:30 4

/Domain_base_t fss.ob. webservice. > Web Service Configuration > WSM Palicy Subject

WSM Policy Subject Configuration

Subject Name SOAManagementServicePort { WebLogic Web Service )

Select an expression from the Constraint dropdown to view the corresponding effective policy references. For policy set flagged as "Not Valid", click the link to view the validation error details. When policies are attached/detached, effective policy
references are recalculated

Constraint  None status  Secure
Globally Attached Policies

Category/Policy Name Policy Set Enabled

No rows yet

Directly Attached Policies

View v /7 Attach/Detach &/ Enable Disable Effective Only @ All
Category/Policy Name Effective Enabled
4 security

oraclefwss_saml_or_usemname_token_service_policy v v
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4 OBP Localization Host Media Pack
Installation

This chapter details every step involved in the installation of Oracle Banking Platform Localization Host
Media pack. The subsequent section refers to the variable names specified in Section 2.4 Installation
Checklist.

4.1 Installation and Configuration Procedure

This section details the installation procedure for the OBP Localization Host Media Pack.

4.1.1 Preparatory Steps

This section lists the preparatory steps required for the OBP Localization Host Media Pack installation.

Step 1 Procuring Installables
Download the appropriate host media pack from the following location:

http://edelivery.oracle.com/

Step 2 Extracting the Installables
Copy the 'obpus-host.zip' or 'obpau-host.zip' to a local Linux VM or Linux machine from where the
installation will be carried out. Extract the zip file. Below files will be extracted:

m The zipfile:
« 'obpinstall-host.zip'
« 'Table_Partitioning.zip'
m The installation script:
« 'installobphost.sh'
» 'ossh.sh’
» 'ossh.sh’
o 'load-artifacts.sh'
m The install configuration property file 'installobphost.properties'

m dbScripts_us.tar.gz or dbScripts_au.tar.gz

Step 3 Printing Checklists

Take a printout of the installation checklist mentioned in Section 2.4 Installation Checklist of this guide and
note the values applicable for each point in the last column for “Value” so that the same is handy during the
actual installation.

4.1.2 Pre-Installation Steps

This section lists the pre-installation steps required for the OBP Localization Host Media Pack installation.
The procedure can be started after SOA pre-installation steps are executed.
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Following are the domains for XD components of middleware. Domain for batchhost must be created first
and then others (no sequence for others).

The following table lists the XD components. XD component name and value are used in installation
properties files.

Table 4-1 XD Components

Sr. No. | Name Value Description
Value for batch host sever, Policy seeding

1 XD_COMPONENT_NAME batchhost will be done with this batch host server
installation.

2 XD_COMPONENT NAME | obepmhost \@;’&;‘gﬁﬁgi'\" server (Product

3 XD_COMPONENT_NAME obeohost Value for OBEO server (Origination)

4 XD_COMPONENT NAME | obedmhost \ézg‘fv‘;or;?BEC server (Collection and

5 XD_COMPONENT_NAME obpmhost Value for OBPM server (Party)

6 XD_COMPONENT_NAME obeprhost Value for OBPR server (Pricing)

7 XD_COMPONENT_NAME oblshost Value for obledning server (Loan)

8 XD_COMPONENT_NAME obdlochost Value for obdeposits server (Deposits)

9 XD_COMPONENT_NAME obeohost Value for obccm server (LCM)

10 XD_COMPONENT_NAME obcahost Value for obca server (Broker)

11 XD_COMPONENT_NAME obshhost Value for shared server

The following table lists the component name, value use in installation properties files for Non XD setup.

Table 4-2 Non-XD Components

Sr. No. | Name Value Description
Value for batch host sever, Policy seeding
1 XD_COMPONENT_NAME batchhost will be done with this batch host server
installation.

The following table shows examples of fmw dir name, domain name, server name, and memory
parameters. Multiple domains can be created on a single VM according to memory parameters.

Table 4-3 Examples of FMW Dir Name, Domain Name, Server Name and Memory Parameters

XD Component Domain Server Name or
Name MW_HOME Name Cluster Name
obphost_
batchhost [/scratch/app/product/fmw host domain | server1/obphost_
cluster1
obepm obepm_
obepmhost /scratch/app/product/fmw_pm domain server1/obepm_
cluster1
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XD Component
Name

MW_HOME

Domain
Name

Server Name or
Cluster Name

obeo_server1/obeo

obeohost [/scratch/app/product/fmw_or obeo_domain cluster
obedmhost /scratch/app/product/fmw_coll obec_domain 8|tl),l zct:e_rs1erver1 fobec_
obparty obparty
obpmhost [/scratch/app/product/fmw_party domain server1/obparty
cluster1
obeprhost /scratch/app/product/fmw_pr obpr_domain obpr_server1/obpr_
cluster1
. oblending_
oblshost [/scratch/app/product/fmw_loan g(t;lr(;r;ﬂng_ server1/oblending_
cluster1
obshared_
obshhost /scratch/app/product/fmw_sh obsh_domain | server1/obshared
cluster1
. obdeposits_
obdlochost /scratch/app/product/fmw_deposits gg?nea?g sits_ server1/obdeposits_
cluster1
obccmhost /scratch/app/product/fmw_occm occm_domain gﬁjtzsrpe_jerver‘l focem_
obcahost /scratch/app/product/fmw_broker obca_domain obca_servert/obca_

cluster1

The following table shows examples of fmw dir name, domain name, server name, and memory parameters
for Non XD Host installation.

Table 4-4 Examples of FMW Dir Name, Domain Name, Server Name and Memory Parameters

Non-XD Component Domain Server Name or

Name MW_HOME Name Cluster Name
host obphost_

batchhost [scratch/app/product/fmw —. server1/obphost_
domain cluster1

Memory Parameters

1. Batchhost:

m  Admin Server: USER_MEM_ARGS="-Xms2g -Xmx4g"

m Managed Server: USER_MEM_ARGS="-Xms8g -Xmx8g -XX:NewSize=2048m -
XX:MaxNewSize=4096m -XX:+UseParNewGC -XX:+CMSParallelRemarkEnabled -
XX:+UseConcMarkSweepGC -XX:CMSiInitiatingOccupancyFraction=75"
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2. Other XD HOST
m Admin Server; USER_MEM_ARGS="-Xms512m -Xmx512m"
m Managed Server: USER_MEM_ARGS="-Xms1g -Xmx3g -XX:+UseG1GC -
XX:ParallelGCThreads=8 -XX:ConcGCThreads=2 -XX:+UseStringDeduplication"
Batchhost Installation Steps

Following are the pre-installation steps for batchhost XD component.

Step 1 Updating installobphost.properties
Navigate to the directory where the files obpinstall-host.zip, installobphost.sh and installobphost.properties
are placed and update installobphost.properties with relevant values from the checklist.

Value for below properties should be "Y' in installobphost.properties for batchhost installation. For other XD
host, value should be 'N'.

m OID_FARM_AND POLICY_SEEDING _FLAG

= BIP_REPORTS UPLOADING_FLAG

Step 2 Checklist for a new setup
Before initiating installation on a completely new setup, check the following:

m Please make sure required RCU schemas have been created. For more information, see Section 7.1
Pre-Installation Steps and Section 7.2 OBP Database Setup — RCU Installation.

= Node manager must not be running on the target machine.

m Create a dummy folder named as Target and mention its path against HOST_TARGET property.

m In case of re-installation ensure that the directory paths against DOMAIN_DIRECTORY _
LOCATION, HOST_TARGET and HOST_MW_HOME specified in installobphost.properties are
cleaned up for traces of any previous installations, as the remote shell copy may not be overwriting in
case of any residual file left by the previous run.

m No processes should be running on the portin HOST machine given in installobphost.properties.
m Values in installobphost.properties must be correct. At run time, no option is given to change them.
m No other schema should exist in db with the same prefixas HOST_DB_SCHEMA_PREFIX specified

in installobphost.properties. OBP_HOST_DB_USER should be given on the basis of HOST_DB__
SCHEMA_PREFIX.

For example, if HOST _DB_SCHEMA_PREFIX is DEV, then OBP_HOST_DB_USER should be
DEV_OBP.

= OID_DOMAIN_NAME in installobphost.properties should match with the OID_DOMAIN_NAME
given in installobpui.properties. Any other domain with the same name must not exist in OID. The
domain in OID will be created in host pre-install.

s OBP_HOST DB USER and BIP_DATASOURCE_NAME must be same in
installobphost.properties.

m The following schemas are manually created prior to installation and are available for updating in the
checklist:
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. OBP_HOST_DB_USER (by RCU)

« MDS_HOST DB_USER as updated in installobphost.properties and MDS_SCHEMA_USER
as updated in installobpui.properties should point to the same MDS db schema.

4.1.3 Installation Steps

This section lists the installation steps required for the OBP Localization Host Media Pack installation.

1. Navigate to the directory where the media pack files are placed and execute installobphost.sh. The
installation script shall echo the values entered in the installobphost.properties file and ask for
confirmation to go ahead with the installation.

2. The installation script automatically triggers the following significant steps using secure remote copy
'scp' command and remote shell commands execution using the 'ssh' command.

Figure 4-1 Steps in installobphost.sh script

g ™
Copy obpinstall-host.zip, obppostinstallhost.properties and
installobphostsilent.properties to OBP Host machine at path
specified in HOST_TARGET

vy
Y
Unzip obpinstall-host.zip in the target area of host thereby
making available binary for OBP Host itself.
L. v
h
-
Copy installobphostsilent.properties to HOST MW _HOME/obpinstall/obp/silent '
location, copy obppostinstallhost.properties to HOST MW _ HOME location, initiates
the Oracle WebLogic Domain Configuration utility to facilitate configuration of the
OBEDM HOST domain under “DOMAIN_DIRECTORY_LOCATION". Refer below
section for screenshots. |
o _/
Y
i Y
PolicyStore will seed SOA OPSS schema
ps vy
v

[ Start BIP/OAS Report Uploading

A sample output is given here.
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Figure 4-2 Verification of Properties

[o .t bp@muﬁ dh Hést]?

/
The present working directory
Printing the information
SILENT_INSTALL
0ID_FARM_AND

__USERNAME
C_PASSWORD
RVER_LISTEN ADDRESS
RVER_LISTEN_PORT

_SERVER_LISTEN_PORT
MANAGED_SERVER_SSL_LISTEN_PORT
LDAP_PROVIDER

01D 1P

0ID_ADMIN_USER

0ID_ADMIN_PWD

0TD_GROUP_DSN

ERVER_NAME
LUSTER_NAVE

ST_JAVA_HOME
UT_JAVA_HOME
NTRAL_INVENTORY LOC
ST_MW_HOME
SERVER_LISTEN_ADDRESS
AVER_LISTEN_PORT

UT_MANAGED_SERVER_SSL_ TSTEN_PORT

S0A_ORACLE_HOME

sumed that all installables are present in this directory

: weblogic
weblogicl

. en=orcladmin
: welcomel
: cn=Groups, de=1n,dc=oracle, dc=com

dk1.8.0_101
dk1.8.0_101

Figure 4-3 Verification of Properties (contd)

S0A_ORACLE_HOME
S0A_IP
S0A_UNIX_USER
S0A_M_HOME

S0A_WEBLOGIC

SUA:MANAUE SERVER_LISTEN_ADDRESS

SOA_MANAGED_SERVER_LISTEN PORT
S0A_ADMIN_SERVER_LTSTEN PORT
uI_Ip

UT_UNIX_USER

UT_DOMATN_HOME

INSTALL_AS

BIP_SERVER_IP
BIP_SERVER_PORT
BIP_UNIX_USER

juser:
BIP_SERVER_USER
BIP_SERVER PSWD
BIP_REPORT_BASE_PATH
i _NAHE
IPN_SERVER_IP
IPM_SERVER_PORT
TPN_UNIX_USER
TPN_HOME
OFSAA_SERVER_TP
0FSAA_SERVER_PORT
DAAM_SERVER_IP
DAAM_SERVER_PORT
0IN_SERVER_IP
SERVER_PORT
MAKER_SERVER_IP
MAKER_SERVER_PORT
_HOST DB _USER
0BP_HOST_DB_PASSHWORD
0BP_HOST DB_TP

bp
cratch/app/product/fm
weblogic

: weblogicl

r_projects/domaL _domain

/app/product/fm_bip/bi

¢
cratch/app/product/fmi_bip/user_projects/domains/b1_domain/bid

: weblogic

: weblogicl

: 0BP/R262INSTALLER
: 0BP2

16000
of

: documaker-

0

a/service_instanc

/metadata/content/catal
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Figure 4-4 Verification of Properties (contd)

POSUSER_QUTBOUND_USERNAME
POSUSER_OUTBOUND_PASSHORD
DMSHOST_QUTBOUND_USERNAME
DHSHOST _QUTBOUND_PASSWORD
DMSUL_OUTBOUND_USERNAME

, |_OUTBOUND_PASSWORD
KEYSTORE_PASSHORD

CARD_PASSHORD
RULE_USERNAME

200
55L_PASSHORD
REMITE_EXECUTION

SECURITY_ENABLED

Please take your tine and go through the information printed above 1n detarl

1 POSUser
 welcomel
: weblogic
: weblogicl
: weblogic
 weblogicl
: weblogic

blogicl

» weleomel

 orakey
» welcomel

rakey

» welcomel
: weblogic

1f the above mentioned information 1s correct, please enter Y or y to proceed. Press any other key to exit the installation

Verify the value of each property carefully before proceeding.
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4. If all values are correct, then enter "Y' or'y' and press Enter to initiate the installation. The installation
utility performs the installation and domain is created silently.

Figure 4-6 Confirmation and Copying of Installables to Target Machine

rmation 1s correct, please enter Y or y to proceed Press any other key to exit the installatien.

lation will begin in sometime.
are COp.‘LEd onto the servers.

DSA key fingerprint 1s d2
re you want to continue connecting Ev
(ECDSA) to the List of known hosts.

100% B888MB 221.9MB/
100% 1317 1.3K

host.z1p.

inflating:
11\C ating:

etup.tar.gz
comclg xml. tmpl
dateSystemDetails.sql.tmpl
sh

The conflguratlon of 08P Ho ain s begin immediately thereafter. Press any key to begin.
tion will begin 1n Silent Mode in semetime. Pl walt for the first screen to come up
ord:
-jar /scratch/install/target/obphost_generic.jar -silent ORACLE_HOME=/scratch/app/product/fms/obpinstal
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Figure 4-7 Confirmation and Copying of Installables to Target Machine (contd)

Please wait for the first screen to come up

-jar fscratch/install/target/obphost_generic.jar -silent ORACLE_HOME=/scratch/app/product/fme/obpinstal
Inventory
12018-05-03_ 30PM/launcher2018-05-03_8
E'tractlng fil,
Starting Oracle Univ

Checking 1f CPU speed 1s above 300 MHz.  Actual 2693.527 Mz
Checking swap space: must be greater than 512 MB.

king 1f this platform requires a 64-bit JVM. ActL L 6
hec%lng temp space: must be greater than 300 MB.

You can find the log of thlh install session at:
/tmp/0ralnstall2018-05- 55-30PM/1instal12018-05-03_02-55-30PM. log

Loading products list. Please wait.
Lo 1%
. 0%

Loading products. Pl

Figure 4-8 Confirmation and Copying of Installables to Target Machine (contd)

"~ oD L

o o

OO O WO e

Done.
Done.

PM TST)

3 PM IST)
3 PM IST)

Saving inventory (Thursday, May 3, 2018 2:55:53 PM IST)
Saving lnventery complete
Configuration complete

End of install phases. (Thu
Logs s fully copied to 2 foralnventory/logs.

Initializing WeblLogic Scripting Tool (WLST) .

Jython scans all the jar files it can find at first startup. Depending on the system, this process may take a few minutes to complete, and WLST may no
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5. After copying, there is host DB schema creation and seeding. After extracting the installables, the
domain gets installed and a confirmation message is shown.

Figure 4-9 Domain Installation Confirmation

¢ Scripting Tool

1 the jar files it v find at first s up. &r L 18 em, & a few minutes
4

Administration Scripting Sh

on availabl

r_projects/domain:

6. After completion of domain installation, it will proceed to seeding.

Figure 4-10 Untar the policyStoreSetup and Copy on destination location
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Figure 4-11 Untar the policyStoreSetup and Copy on destination location (contd)

adf-controller-security.jar 2 s 00:00
ERE 100% s 00:0
100% 332K
100%
106%
iE 106% 270KB 270.0KB/
ecurity.jacc.jar 100% 51KB
100% 892KB 891.6KB/s
108% 22KB -

mnon. jar 0
dit.jar 106% 1148 1.1K

SEL

1agnosticHelper.sh
E.txt

0
0
0
0
0
0
0
0
0
0
0
0
[}
0
0
0
[}
0
0
0
[}
0
0
0
[}
0
0

PolicyMigrator.sh
Connection to 10.

nt-seed0I0DomaLn. py
1nAndStartSeeding0ID. sh
silent.properties
ofss-o1d-s1lent-create0IDDomain. py B6% 06:00
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Figure 4-12 Untar the policyStoreSetup and Copy on destination location (contd)

01d-s1lent-create0I0Domatn. py

domalnpub11ahmodu -7ms.xml

1y con@erting file /scra p/product/fmifabpoidinst
¢ converting il 3 product/fmw/obpo1ds
¢ converting f1l product,/fmw/obpoidy

§ : V
. converting fil 2 product,/fm/obpoidinstal -confi _ent.propertles to Unix format .

converting file /scratch/app/product/fmw/obpoidins 1Went,01d d .sh to Unix format ..
Jscratch/app/product/fmi/obpordinstall/PolicyStoreSety
inflating: UIComponents new.csv
Start Time : May 3, 2018 2:59:42 PM, File = /UtilityConfig/FactoryShippeddccessPalicyRules.csv

ipplication Policy=0BP with policy domain =0BP will be created.

Do you want to continue?{y/n)
Y

00:00
00:00

80:90
80:90

80:00
80:90

00:00
00:00
00:00
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Figure 4-13 Policy Seeding

Application Policy=0BP with policy domain =08P will be created,

Do you want to continue?(y/n)

¥
No of resources populated = 14980
G, tine taken = 320
se walt while the Access Policiss are being seeded in to the o11cv Domal
: Apr 36, 2618 5:25: File = /util Factorvshlppedhcceaapol1cvRu
: hor 36, 2618 ¢ ! ‘ ‘ ¥ LicyRu
: Apr 30, 2018 5:26:0 11 1lityConfig/FactoryshippedAccessPol icyRu
: Apr 39, 2018 5:26:2 le = /Utality fFactorys ssPolicyRu
: hor 36, 2018 ¢ ‘ ‘ ‘ ‘ 11
1ne : Apr 36, 2018 actor) 11
111 /FactoryShippedhccessPoll policies to be adde
Apr 39, 2018 5:27:09 PM, File = JUtility FactoryShippedacce
wait while Matrix ‘
» Apr 36, 2018 124 P, File
Apr 3, 2018 5:27:34 PM, File = fUtil

1cvRu

File = UtilityConfig/
End Tine : Apr 30, 2018
129

File = /utilityConfig/
End Tine : Apr 30, 2018

s o be added=1101
11{19a to be added £U3
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Figure 4-14 Policy Seeding (contd)

end Tine : Apr 3
116

12
File = /utilit §
End Tine : Apr 30, 2018 5:28:08 PH, File = /UtilatyConf1gy toruﬁh wd.«'umsPuW rnPuh 3.csv, Policies aoded=0, Duplicate policies=D, time takens12

.05y, Policles to be

duphr: o
dupl,nat

Similar to above, perform pre-installation for other XD components.

If you are creating multiple domains on same VM, then change fmw path, domain path, ports, node
manager port and so on.

OID POLICY SEEDING will be done only once during batchhost installation.

4.1.4 Front End Processing Interface (FEPI) Installation Steps

Following are the basic steps for FEPI installation procedure:

Step 1 Installation
The installer will create a directory structure for FEPI as /scratch/app/product/fmw/obpinstall/obp/fepi
1. Change the paths in FEPI start scripts based on the environment.

2. Modify Start_fepi_atm.sh and Start_fepi_pos.sh located at
/scratch/app/product/fmw/obpinstall/obp/fepi/scripts.

3. Change the property values in channels_atm.properties and channels_pos.properties based on the
environment as follows:
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Table 4-5 Properties

Property

Description

Example

BANK_CODE

Indicates the
bank code

BANK_CODE=335

LISTENER_PORT

The port
number on
which FEPI
server
accepts
incoming ISO
message
requests

LISTENER_PORT=9999

COMMAND_PORT

The port
number on
which FEPI
server
accepts
command
message

Note: Need to
specify an
available valid
port number,
so that FEPI
starts; itis a
feature of
native code
and currently
no messages

COMMAND_PORT=9998

are sent.

The location ISO_TRACE_FILE
ISO_TRACE_FILE_AREA for ATM AREA=/scratch/app/product/fmw/obpinstall

Trace logs /obpl/fepi/logs/ATMTRACE

The IP

address and

port number FNDI.FJ.java.naming.provider.url
FNDI.FJ.java.naming.provider.url | on which Cojava. . 9-p '

WebLogic =t3://10.180.9.108:7001

accepts

requests

4. Start ATM and POS FEPI.

5. On prompt enter WebLogic login credentials. For example, $ sh start_fepi_atm.sh.

Step 2 ATM and POS Trace logs

The Trace logs are available in the logs folder. For example, the trace logs can be located at

/oracle/deployables/iut2/fepi/logs.

Additionally, fepi-console and fepi-ofss logs are also stored at the above location for ATM and POS FEPI

server.

Step 3 module.channel or cz.module.channel enabling of logs
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This is not related to FEPI, and these logs (host logs) are controlled by logging.xml of the WebLogic server.

Step 4 Multiple Instances

Currently, there are two instances of FEPI| which are ATM and POS. Each instance has the following set of
individual files along with the common shared files. For example, for the ATM FEPI server, the files are as
follows:

Table 4-6 Examples of files

File Name Description
channels_atm.properties Configuration file
fepi_atm.logging.xml Logging configuration file
start_fepi_atm.sh Start script
stop_fepi_atm.sh Stop script

4.2 Post Installation Configuration

This section describes the post installation configuration procedure for OBP Localization Host Media Pack.
The procedure can be started after SOA pre- installation and standalone database setup steps are
executed.

Checklist for Post Installation Procedure

Before proceeding with the post installation procedure for the host, ensure the following:
m Node manager is not running and no other process is running on NODE_MGR_PORT.
m Host db schema creating and seeding has been done.

For more information , see Section 7.3.3 HOST DB Schema Seeding and Section 7.3.4 System
Configuration DB Update Script Execution.

m The node manager port should be free. You can verify this using the following command, where
5556 is the Node Manager Port.

Snetstat -na | grep 5556
Post Installation Configuration

1. Start the domain admin WebLogic server by executing the startWebLogic.sh script in the host
domain directory.

cd <middleware home>
cd user projects/domains/obphostdomain/bin

./startWebLogic.sh

2. Enter the username and password to ensure that the WebLogic server starts.
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Figure 4-15 Host Domain Admin Server Credentials

3. Once the server status changes to RUNNING, proceed to execute the post installation script for Host
domain located under middleware. This script performs a multitude of configurations such as:

m Making changes in OBP config properties to point to the appropriate integration server

m Setting the security realm properties of WebLogic domain and reassociating the same to the
OoID

m Trust configuration setup using the trust keys copied from the SOA domain

Note

Ensure that Oracle IPM application is running as during post install of
OBP host. There is a call to the same for creating OBP content
applications.

4. Navigate to the middleware home and list the files in the directory. A post installation and
configuration script named obp-host-post-install.sh will be listed along with other files and
directories.

5. Execute the script using the following command:
./obp-host-post-install.sh
6. For monitoring the script run, check the following log files created under the Ul domain directory:

m obp-host-install-log.txt

m obp-host-install-log-py.txt

Note

The output shown here is a sample output and may vary slightly from
the original output.
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Figure 4-16 Host Domain Post Installation Script Execution

[ofssabp@mum@eadh fma]$ . /obp-host-post-1nstall.sh
: host_domain
ratch/app/product/fmi/user_projects/domains
: weblogic
: weblogicl

DOMATN NAVE
CTORY_LOCATION
USERHAVE
“PASSHORD

ADMIN_SERVER_LISTEN ADDRESS
ADMIN_SERVER_LISTEN PORT
DAP_PROVIDER
01D I
0I0_PORT

)_ADNIN_USER

) ADNIN_PWD
0ID_GROUP DSN
0ID_USER DSN
NODE_MGR_PORT
HOST 1P
HOST TARGET
HOST_JAVA_HOME
HOST M HOME
UT_ADMIN_SERVER LISTEN ADDRESS
UT_ADMIN_SERVER_LISTEN PORT

GED_SERVER_LISTEN_PORT
S0A_WEBLOGIC_USERNAME

UT_UNT¥_USER
UL_DOMAIN_HOME
TNSTALL 1S

BIP HOME
BIP SERVER_IP
BIP SERVER PORT

: welcomel

n=orcladmin
Groups, de=1n, dc=oracle, dc=con

rs, de=1n, de=oracle, de=com

nstall/target
/product/jdk1.8.0_101
Jproduct/fmi

product/fmi

: weblogic
: weblogicl
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Figure 4-17 Host Domain Post Installation Script Execution (contd)

BIP SERVER_IP
BIP_SERVER PORT
IPM_SERVER_IP
IPM_SERVER_PORT
0FSAA_SERVER IP :
0FSAA_SERVER_PORT 1 17600
0AAM_SERVER_IP ! 0aam-
0AAM_SERVER PORT Ht
0AAM_SERVER_IP : oaan-ofss.com
0AAM_SERVER_PORT : 14000
0IM SERVER TP : oin-ofss.com
0IM _SERVER PORT 1 160
DOCUMAKER_SERVER_IP : documaker-ofss.com
[DOCUMAKER _SERVER PORT ot
0BP_HOST DB USER : 0BP262
0BP_HOST_DB_PASSWORD : welcomel
0BP_HOST 08_IP : 10.180.87.84
0BP_HOST DB_PORT ;1521
0BP_HOST_DB_SERVICE_NAME : P8784A
PH_OUTBOUND_USERNAVE : weblogic
IPM_OUTBOUND_PASSWORD : weblogicl
BIP_OUTBOUND USERNAME : weblogic
BIP_OUTBOUND PASSHORD : weblogicl
0DI_OUTBOUND_USERNAME » weblogic
(DI OUTBOUND_PASSHORD : weblogicl
OIH_DUTBOUND_USERNAVE : weblogic
0IM_OUTBOUND_PASSWORD » weblogacl
{CH_OUTBOUND_USERNAME : weblogic
RD » weblogicl
‘ : offlineuser
: welcomel
| | : weblogic
SUER_QUTBOUND_PASSHOR : weblogicl
CRYPTION OUTBOUN RNAME  : weblogic

BPEL_ENCRYPTION OUTBOUND PASSWORD : weblogicl
FTP_TPM_OUTBOUND_USERNAME : weblogic
FTP_IPM OUTBOUND PASSHORD : weblogicl
RIP_USR_OUTROUND USERNAVE : weblogic
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Figure 4-18 Host Domain Post Installation Script Execution (contd)

BIP USR OUTBOUND USERNAME : weblogic
BIP SR OUTBOUND PASSHORD : veblogicl
GOA_PURGING OUTBIUND USERMAME weblogic
SOA_PURGING OUTBOUND PASSHORD  : weblogicl
S0A_OUTBOUND_USERNAVE : weblogic
S0A_OUTBOUND_PASSHORD : weblogicl
ATMUSER_OUTBOUND_USERNAVE : ATMUser

ATMUSER_OUTBOUND PASSWORD : welcomel
POSUSER_OUTBOUND_USERNAVE . POSUser

POSUSER_OUTBOUND PASSWORD : welcomel
DMSHOST OUTBOUND_USERNAYE : weblogic
DHMSHOST_OUTBOUND_PASSWORD : weblogicl
: weblogic
: weblogicl
: weblogic

0CH_OUTBOUND_PASSHORD : weblogicl
KEYSTORE_PASSWORD : welcomel

| SERVER_LISTEN_PORT . 861
CARD_USERNAME : orakey
CARD_PASSHORD : welcomel
RULE_USERNAME  orakey
RULE_PASSWORD : welcomel
BAM_USERNAME : weblogic
BAM PASSHORD : weblogicl
USER_TIMEZONE L4530
S : welcomel
Y
+ /scratch/app/product/fmi_tpm/0racle ECML
: ofssabp
oY
your tme and go through the information printed above in detarl.
bove ment1oned information 1s correct, please enter Y or y to proceed. Press any other key to exit the installation,
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Figure 4-19 Host Domain Post Installation Script Execution (contd)

lease take your tine and go through the information printed above in detail. _ _
1f the above mentioned information 1s correct, please enter Y or y to proceed. Press any other key to exit the installation.

100% 16MB 15.5

100% 1661KE  1.6MB/s  00:00
1ed from 504 machine
password:
100% 6920KB  6.8MB/s  ©00.00
1ed from S04 machine
password:
100% 24KB 24.3KB/s 0860
1ed from S04 machine
assword:
106% 904KB 904.4KB/s  00:00

1ed from BIP machine
assword:

100% 9066KB  8.9MB/s  60:60
led from BIP machine
assword:
100% 6204KB  6.1MB/s  00:00

E 100% B863KB 863.3KB/s
jar copied from IPH machine
ofssobp@! assword:
acle.ucem. ride-11.1.1.7ar 100% 619KB 618.9
le ‘ 1ed from IPM machine
BIP_SERVICE_ENDPOIN xmlpserver/services/PublicReportServicehusdl
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Figure 4-20 Host Domain Post Installation Script Execution Summary

7. After completion of the host post installation, it will return to the command prompt.
8. Finally inside logging.xml file for managed servers,

for example: /scratch/app/product/fmw/user_projects/domains/host_
domain/config/fmwconfig/servers/obphost_server1/logging.xml

within the following xml tag:

<logging_configuration> <log_handlers> </log_handlers></logging_configuration>
add:

<log handler name='el-handler' level='TRACE:32'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='${fc.log.dir}/logs/eclipselink.log"' />
<property name='maxFileSize' value='10485760" />

<property name='maxLogSize' value='104857600" />

<property name='encoding' value='UTF-8' />

<property name='useThreadName' value='true' />

<property name='supplementalAttributes'

value:'JZEE_APP.name,JZEE_MODULE.name,WEBSERVICE.name,WEBSERVICE_
PORT.name, composite instance id, component instance id,composite
name, component name' />

</log handler>

9. Within the following xml tag:
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10.

<logging_configuration><loggers></loggers></logging_configuration>
add:

<logger name='org.eclipse.persistence' level='TRACE:32'
useParentHandlers="'false'>

<handler name='el-handler' />
</logger>

<logger name='javax.persistence' level='TRACE:32'
useParentHandlers="'false'>

<handler name='el-handler' />

</logger>
After post installation on host, if you get the following error, perform the following steps:

<Error> <Store> <whf0Omdc> <obphost serverl> <[ACTIVE] ExecuteThread:
'4' for queue: 'weblogic.kernel.Default (self-tuning)'> <<WLS Kernel>>
<> <c67dc589-c3b8-41lal-b2ab-7d2dall159133-0000000b> <1617800777936> <
[severity-value: 8] [rid: 0] [partition-id: 0] [partition-name: DOMAIN]
> <BEA-280072> <JDBC store "obphost serverlJDBCStore" failed to open
table "WLStore".

weblogic.store.io.jdbc.OwnershipException: [Store:280064]1280077
(server="obphost serverl" store="obphost serverlJDBCStore"
table="WLStore")

a. Restart Admin Server and log in to WebLogic console.

b. In WebLogic console, click on Services > Persistent Stores.

Figure 4-21 Open Persistence Stores

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, weblogic | Connected to: host_domai

Home > i
e R T TS {ome >Summary of Persistent Stores.

Click the Lock & Ediit button to modify, add or Summary of Persistent Stores
delete items in this domain.

Lock & Edit
= I A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be a JDBC-accessible database, disk-based file, or replicated memory storage. This

Release Configuration page summarizes the persistent stores that have been created for this domain.
Domain Struchure P Customize this table

host_domain -

B-Domain Partitions Persistent Stores (Filtered - More Columns Exist)

Environment

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

i+ Deployments

New | [Delete Showing 1to 2 of 2 Previous | Next
Name & Type Target
mds-owsm FileStore AdminServer
‘Work Contexts
LxL Registres obphost_server1JDBCStore JDBCStore obphost_servert
{-XML Entity Caches New~| [Delete Showing 1to 2 of 2 Previous | Next

i ijcom
i__t--Mail Sessions

c. Click on obphost_server1JDBCStore and add Prefix Name: batch
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Figure 4-22 Add Prefix Name

@ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: host_domai
Home >Summary of Persistent Stores >obphost_server11DBCStore

Settings for obphost_server1IDBCStore

Configuration = Targets = Monitoring =~ Notes

Configuration | High Availability

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save
Use this page to configure a JDBC-accessible store for storing subsystem data, such as persistent JMS messages or Store-and-Forward messages.

Name: obphost_server1JDBCStore The name of this JDBC store. This name must be unique within a Weblogic
domain. More Info...

Scope: Global Specifies if the JDBC store is accessible within the domain, a partition, or a
resource group template. More Info...

Data Source: OBP HOST DS NONXA v The JDBC data source used by this JDBC store to access its backing table.
- - = You cannot configure a JDBC store to use a JDBC data source that is
configured to use an XA JDBC driver or configured to support global
transactions. More Info...

L!Q Prefix Name: batch The prefix for the JDBC store's database table (WLStore), in the following
format:[[[catalog.]schema.]prefix]. More Info...

P Advanced

11. Then start the admin and managed servers after verifying details as mentioned in Section 4.3 REST
(SWAGGER) Deployment Check, to check the domain configuration status as described in
verification part in Section 11.2 Host Domain Verification.

Similar to the above batchhost post installation, perform post installation for other XD components, if you
are performing an XD media pack installation.

4.3 REST (SWAGGER) Deployment Check

This section lists the steps to check REST API deployment. REST API deployment has already been done
in Section 4.2 Post Installation Configuration. Verify the following points that are part of batchhost
installation:

1. OWSM keystore creation on HOST EM: It is a part of host post installation. Verify if OWSM is present
on HOST EM console. If not, then create it.
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a. Loginto HOST EM and click weblogin domain > security > keystore.

Figure 4-23 Navigate to Keystore

— ”
[
— = WeblLogic Domain w

Domain_ Home
Keyst Monitoering
e Keys
wreate a Diagnostics
Control
View =
Logs
Mar
> Environment
» Deployments
> JDEC Data Sources
» Messaging
> Cross Component Wiring

Web Services

Other Services
Administration

Refresh WeablLogic Domain

Security

b. Create Stripe 'OWSM'.
c. Create KeyStore 'keystore' under OWSM.

Figure 4-24 Create Keystore

== host_domain O
= f WeblLogk Domain v

MDomain_hest_domainos_domain >

Keystore

3

Nesa are organized into namespacas callac
> tore, change a Keystore password, or delete

-
Delete Manage Che
3
| A
- Security Realms
Security Administration
Web Service Security
> Application Policies
- Application Roles
- System Policies
> Security Provider Configuration
- Audit Registration and Policy
Credentials
[ Keystore

Mo 31, 2019 5:39:05 PH GMT+0530 4)

Tt Kinystore is & repository of kiys and security certifcates. These ar organized into namespaces called “irioss”. To work with & siipe of 8 keyilore, select s row in Ih Lable Snd Sekct 8 minu opBon. O tis Cage You €an Create & SIrpe, ceste s

Keysiore witin a siripe, manage certficates in 3 keysione, change a kystone password, or delebe a s¥ripe of keystore

View v o Creale Stripe == Creste Kiystore 3 Delete e Manage

Name Protection

L] system na

» =] 0pES na

b oy ume e

» ) BFMLCRYPTO_STRIPE na

4 =y owsm na

& Feystore Polcy

'n Detach

d. Click Manage and generate Keypair using the following values:

Alias: orakey
Common name: orakey

Organizational Unit: Oracle Cloud for Industry

Organization: Oracle Corporation
City: Redwood Shores

State: California

Country: United States
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Figure 4-25 Generate Keypair

Generate Keypair
* Alias  orakey
" Common name orakey

Subject Alternative Names

Organizational Unit  Oracle Cloud for Industry
Organization Oracle Corporation
City Redwood Shores

State Iif
California Select a country
Country | United States v

Key Type RSA v

Key Size 2048 v

OK  Cancel

2. jax-rs library deployment on host console.

3. Host IP with port will be present in json/yaml files under SMW_HOME/obpinstall/obp/OBPAPI/yaml.
4. OBPAPI folder present under SMW_HOME/obpinstall/obp and it gets deployed as a war on host.

Figure 4-26 OBPAPI deploy on obphost_cluster1

0| ppbamm hest p.x(2.2000,2.70.04) Active Lbeary obphast_serverl Gobal 100
0| ® goeew Active |¥0K |h‘eb.l‘cppiﬁlim obghost_duster] Gobal

[ | igyod didistory(L0,12.2.1) Active Lbrary AdminServer, obphost_duster1 | Global 100
(1| iyod distory.webapp{1.0,12.2.1) Active |u;m AdminServes, obphost_dustar ! | Gobal 10

5. After completion of the above steps, restart the HOST managed server to reflect the changes.

http://$HOSTIP:$HOSTPORT/OBPAPI/home.html
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Figure 4-27 REST API

¢ @
ORACLE" Ba

Da0r.in.arace.com:E00

o @ o] Q seare i+ mBEBO =

Welcome to Oracle Banking APl Reference Guide
==

Introd to API Quick Links

Oracle Banking PLatform(BR) AP! lets the bank tap into the core banking solution, extending / Building their own OBP powered appications for the web, i Origination
‘desktop and mobile devices.
2 Collections & Recovery

OBP REST API Basic

T Transaction Accounts
REST focuses based (or d L ations (GET, PUT. POST, DELETE) from HTTP: This makes it easy for both Ojp Loans
Sevelopers 810 Web-DIOWSers 10 £onsume i
& Term Deposits
API5 used by apps that reguire a lot of back-and-forth messaging should abways use REST. For example. mobile applications. If a user atlempts to upload
something 1o a mobile app (say, animage REST allows! ]

Iy 10 be retried without major interruption, once the user Product Manufacturing Unit

-y
ul

regaing cell service. OBP REST APIS are stateless. ¥

&% Collateral Management
Leasn mare: -
s Party
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5 OBP Localization Presentation Media Pack
Installation

This chapter details every step involved in the installation of Oracle Banking Platform Localization
Presentation (Ul) Media pack. The subsequent section refers to the variable names specified in Section 2.4
Installation Checklist.

5.1 Installation and Configuration Procedure

This section details the installation procedure for the Oracle Banking Platform Localization Presentation
Media Pack.

5.1.1 Preparatory Steps

This section lists the preparatory steps required for the Oracle Banking Platform Localization Presentation
Media Pack installation.

Step 1 Procuring Installables
Download the appropriate presentation media pack from the following location:

http://edelivery.oracle.com/

Step 2 Extracting the Installables

Copy the 'obpus-ui-soa.zip' or 'obpau-ui-soa.zip' to a local Linux VM or Linux machine from where the
installation will be carried out. Extract the zip file. Three files will be extracted:

m A zip file 'obpinstall-ui-soa.zip'
m The installation script 'installobpui.sh’

m The install configuration property file 'installobpui.properties’

Step 3 Printing Checklists

Take a printout of the installation checklist mentioned in Section 2.4 Installation Checklist of this guide and
note the values applicable for each point in the last column for 'Value' so that the same is handy during the
actual installation.

5.1.2 Pre-Installation Steps

This section lists the pre-installation steps required for the Oracle Banking Platform Localization
Presentation Media Pack installation. The procedure can be started after SOA pre-installation steps are
executed.

Step 1 Updating installobpui.properties
Navigate to the directory where the files obpinstall-ui-soa.zip, installobpui.sh and installobpui.properties are
placed and update installobpui.properties with relevant values from the checklist.

Step 2 Checklist for a new setup
Before initiating installation on a completely new setup, check the following:
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Make sure required RCU schemas have been created. For more information, see Section 7.1 Pre-
Installation Steps and Section 7.2 OBP Database Setup — RCU Installation.

Node manager must not be running on the target machine.
Create a dummy folder named as Target and mention its path against Ul_TARGET property.

In case of a re-installation ensure that the directory paths against DOMAIN_DIRECTORY _
LOCATION, HOST_TARGET and HOST_MW_HOME specified in installobpui.properties are
cleaned up for traces of any previous installations, as the remote shell copy may not be overwriting in
case of any residual file left by the previous run.

No processes should be running on the portin HOST machine given in installobpui.properties.

MDS_SCHEMA_USER schema given in the installobpui.properties exists. This should point to the
same schema as MDS_HOST_DB_USER of installobphost.properties.

Values given in installobpui.properties must be correct. At run time, no option will be given to change
the values.

5.1.3 Installation Steps

This section lists the installation steps required for the Oracle Banking Platform Localization Presentation
Media Pack installation.

1.

Navigate to the directory where the media pack files are placed and execute installobpui.sh. The
installation script shall echo the values entered in the installobpui.properties file and ask for a
confirmation to go ahead with the installation.

The installation script automatically triggers the following significant steps using secure remote copy
'scp' command and remote shell commands execution using the 'ssh' command.
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Figure 5-1 Steps in installobpui.sh script

Unzip obpinstall-ui.zip in the target area of Ul thereby making
available binary for OBP Ul itself

¥

4 N

Executes the jar file obpui_us_generic.jar in the “Ul_MW _HOME" to create a
directory named "obpinstall”, copies obppostinstallui.properties to

“Ul_MW _HOME", copies installobpuisilent.properties to

Ul MW HOME/obpinstallfobp/silent, initiates the Oracle WebLogic Domain
Configuration

\

Y
N
Creates domain in DOMAIN DIRECTORY LOCATION and Post
installscripts in Ul_MW_HOME location
A

A sample output is given here.
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Figure 5-2 Confirmation to Proceed Domain Installation

ofssobp@nund0ad: uils ./installobpui.sh _ _ _ e
The present working directory i atch/install/ur. It 15 assumed that all installables are present in this directory.
Printing the installation details:

: uL_domain

| DIREC » /scratch/app/product/fmi/user _projects/domains

USERNAVE » weblogac

GIC_PASSWORD : weblogiel

CHEMA_USER : PROUI_ DS
MA_PASSWORD 1

» 1521
_U . Pa7R4A
HOST_SCHEMA_USER : 0BP262
ST_SCHEMA_PASSWORD + el

VICE_NAME . PaTR4A
CHEMA_USER . PRDSOA_0PSS
_SCHEMA_PASSWORD : welcomel
04_DB_IP . 87.84

$5 504 DB_SERVICE_NAVE
ADMIN_SERVER_LISTEN_ADDRESS
ADMIN_SERVER_LISTEN_PORT

ADMIN SERVER_SSL_LISTEN PORT
MANAGED_SERVER_LISTEN_ADDRESS

MANAGED SERVER_LISTEN_PORT
MANAGED_SERVER_SSL_LISTEN_PORT

LDAP_PROVIDER

o

0ID_PORT ;389

010 ADMIN USER : cn=orcladnin
0ID_ADMIN_PWD : welcomel
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Figure 5-3 Confirmation to Proceed Domain Installation (contd)

USTER_NAME
_SERVER_NAME
UI_TARGET
UL MW _HOME
UI_JAVA_HOME
0UI_JAVA_HOME
CENTRAL_INVENTORY_LOC
INSTALL_AS
IPM_SERVER_IP
IPM_SERVER_PORT
SAA_SERVER_IP
_SERVER_PORT
DAAM_SERVER_IP
0AAM_SERVER_PORT
0IM SERVER_IP
0IM_SERVER_PORT
JVM_PARAMS
VM_PARAMS
rkEnabled -XX:+UseC
VER LISTEN_ADD
VER_LISTEN_PORT
ERVER_LISTEN_ADDRESS
ERVER_LISTEN_PORT
RVER_LISTEN_ADDRESS
RVER_LISTEN_PORT
RVER_LISTEN_ADDRESS
_LISTEN PORT

UCH_PORT
OFFLINE_CHANNEL QUTEQUND USERNAME

: welcomel
: en=Groups , de=1n, dc=orac

,de=1n, de=oracle, de=com

teh/app/product/fm
ratch/app/produc
ratch/app/product/jdk1.8.6_101

tch/app/aralnventory

-ofss.com

: oaan-ofss.com
. 140

: oin-ofss.com
: 160

m -Xmx4@96m
doampooling=* Xms4096m -Xmx6084m - XX :NewS1ze=3
Initiating0ccupancyFraction=75 -Djbo.load.components.l

1 7601
: welcomel
: welcomel

rue

: offlineuser

48m -XX:+UseParNewGC
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Figure 5-4 Confirmation to Proceed Domain Installation (contd)

FFLINE CHANEL OUTBOUND USERNAKE  offlineuser
FFLINE CHANNEL_ QUTBOUND PASSHORD  welcomel
CARD USERNAVE ! orakey
(ARD PASSHORD ! welconel
RULE USERNAVE ! rakey
RILE PASSHORD ! welconel

USER TIMEZONE

REMOTE_EXECUTION

1P USERNAYE

[P PASSHORD

T IPM USERNAME

T_IPM PASSHORD

TP IPH BATCH LSERIE

TP PN BATCH PASSHORD ! of

PH HOME ¢ [serateh/app/product /fm 1pn/Oracle FONL
BIP SERVER IP ' 4]

BIP SERVER PORT

BIP UNIX USER

BIP HIME ¢ seratch/app/product /fow bip/b1
HOST UNTX USER + ofssabp

Please teke your tune and go through the 1nfomation pranted above 1n deta. . |
If the above nentioned Information 1 correct, please enter Y or y to proceed. Prass any other key to exit the wstallation,

3. Verify the value of each property carefully before proceeding.

4. If all values are correct, then enter "Y' or'y' and press Enter to initiate the installation. The installation
utility performs the installation and domain is created silently.
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Figure 5-5 Copying and Extraction of obpinstall-ui-soa.zip
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Figure 5-6 Copying and Extraction of obpinstall-ui-soa.zip (contd)
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Figure 5-7 Domain Creation Confirmation

Installation 1n progress (Thursday, May 3, 2018 5:13:44 PM IST)
98% Done.
Install

Linking 1n progress (Thursday, May 3, 2018 5:13:44 P IST)

s (Thursday, May 3, 2018 5:13:44 PN IST)

Saving inventory (Thursday, Mey 3, 2618 5:13:44 PM IST)
Saving 1nventory conplete
Configuratien complete

End of Install phases. (Thursday, May 3, 2018 5:13:44 P I5T)
Logs s y copled to /scratch/app/oralnventory/logs.

Initializing WebLogic Scripting Tool (WLST) ...

Jython scans all the jar files 1t can find at first startup. Depending on the system, this process may take a few minutes to complete, and WLST may no
t return a prompt right away.

ielcome to Weblogic Server Administration Scripting Shell
Type help() for help on avarlable comnands

Domexn creation started...

Read domain /scratch/app/product/fmw/user projects/domains/ui_domain to applyJRF

Target JRF components to "obpur clusterl®

Copying JRF configuration files from /scratch/app/product/fmw/oracle_common/madules to /scratch/app/product/fmi/user projects/domains/ui_domain/canfig
/Tmiconfig/servers obpui_serverl

Update JRF cha Jscratch/app/product/fm/user_projects/domains/u1_domain 1n offline mode

Domaln create

[ofssobp@nund@ad: u1]s

The above domain configuration process also creates files named obp-ui-post-install.sh and obp-ui-
post-install.py in Ul_MW_HOME location which are to be used to perform post installation
configuration as elaborated in Section 5.2 Post Installation Configuration.

5.2 Post Installation Configuration

This section describes the post installation configuration procedure for Oracle Banking Platform
Localization Presentation Media Pack.

Checklist for Post Installation Procedure

Before proceeding with the post installation procedure for Ul, ensure the following:

Node manager is not running on the Ul machine.

OID domain given in obppostinstallui.properties must exist in OID. (The OID domain is created at the
time of host pre-install).

Node manager port should be free. You can verify this using the following command, where 5556 is
the Node Manager Port.

Snetstat -na | grep 5556

Post Installation Configuration

5 OBP Localization Presentation Media Pack Installation | 130



5.2 Post Installation Configuration

1. Start the domain admin WebLogic server by executing the startWebLogic.sh script in the domain
directory.

cd <middleware home>
cd user projects/domains/obpuidomain/bin
./startWebLogic.sh

2. Enter the username and the password to ensure that the WebLogic server starts up.

Figure 5-8 Ul Admin Server Credentials

Enter username to boot WebLogic server:weblogic

Enter password to boot WebLogic server:

Figure 5-9 Ul Admin Server Running

5 reloaded for me
farm target auth registration 1s done.
ovIntegration init..
H Zonnectloniervlce 15
getA11P1ugin0rac1eHom9a wnectlonservlce 1s
conflg proc

} 1ged to RESUMING >
ncy Activity Server=AlL Servers : Resolving connection list DomainRuntimeSe

<May 9, 1018 3:18:27,%: S rver> <BEA-002613> nel "Default” 1s now listening on 10 7601 for protocols 11op, t3, lda

b, snmp, htt . L .
<May 9, 2018, 2 <Alert> <Security> <BEA-090153> <Demo 1dentity certificate 1s used in production mode: [

Versl
Subje DemoCertFor ui_domain
Signature Algorithm: SHA256WithRSA, 0ID =

public exponen
validity:
To Mon

5er1a1Number [ 1634443 4b53]

Certificate Extension
[1]: ObjectId: 2.5
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Figure 5-10 Ul Admin Server Running (contd)

HeyIdentifier [
0 53 28 (762 D598 FO E1

C7 DE E9 BE 54 1D 96 5
0010: 9B 38 T: 43 BA i
0 2 4 1A FE 20 Q2

1D E8 A@ CE
20 EA 34 79 EF
0070: C 30 83 3C -Z ) SE3DB8ZABAETR T4 EIF .
132 80 [11 17 7B AD 55 DA 7E 86 47 94 BB 2

98 75 OE 96 7D 82
AB OF 79 F3 CE 2B
80 2h 29 86 E6 70 7F 8E
79 62 88 E7 B9 63 2F B9
CA B1 51 GA D1 58 FF FE

ce the server private key 1s available to the public.»
rver> <BEA-00261: hannel "DefaultSecure® 1s now listening on 1 96:7602 for protocols 110ps,

> <ilebloglcServers <BEA-00 Started the WebLogic Server Administration Server "AdminServer® for domain "
> <BEA-002613> <Channel "Default" 1s now listening on 19 6:7001 for protocols 110p, t3, lda
45 PM IST= <Notice» <Servers <BEA-002613> <Channel "DefaultSecure” 1s now listening on 10.1 96:7062 for protocols 1lops

server started 1n RUNNING mode.>
jer state changed to RUNNING

Once the server status changes to RUNNING proceed to execute the post installation script.

Navigate to the middleware home and list the files in the directory. A post installation and
configuration script named obp-ui-post-install.sh will be listed along with other files and directories.

Navigate to the Ul middleware location and give executable permission to the post install script:
Scd <ui middleware home>
Execute the script using the following commands:

$./obp-ui-post-install.sh
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Figure 5-11 Starting Post Installation

ofssobp@mumddadl fmu]$ ./obp-ui-post-1ins

DOMAIN_NAME :

DOMAIN_DIRECTORY _LOCATION

ADMIN_SERVER LISTEN ADDRESS

ADMIN_SERVER_LISTEN_PORT
GED_SERVER_LISTEN_ADDRESS

MANAGED SERVER SSL_LISTEN PORT

SERNAME ¢ veblogic
SSWORD : weblogic

/ /target

ratch/app/product/f
elcomel
lcomel

HOST_ADMIN SERVER LISTEN ADDRESS
HOST_ADMIN_SERVER LISTEN PORT

§ ERVER_LISTEN_ADDRESS

ERVER_LISTEN_PORT

504 | | SERVER_LISTEN_ADDRESS
S0A_MANAGED SERVER LISTEN_PORT

DAP_PROVIDER
oI 1
0ID_PORT :
0ID ADMIN USER : cn=orcladmin
0ID_ADMIN_PWD : welcomel
0ID_GROUP DSN : cn=Groups , de=1n,de=oracle, dc=com
0ID USER DSN : 5, dc=1n,dc=oracle, dc=com
NODE_MGR_PORT
IPM_SERVER IP
IPM_SERVER PORT

SAA_SERVER_IP
OFSAA_SERVER_PORT
0AAM _SERVER IP
0AAM _SERVER PORT
0IM_SERVER_IP :
0IM _SERVER PORT : 16000
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Figure 5-12 Starting Post Installation (contd)

IH SRR P
IN SERVER PORT
|
|
|

0
0
I

W READ FRON AL
IoH

ICH PRT

OFFLINE CHANEL DUTBOND LSERMAE
FELIIE_CHAMEL QTR0 PASSHRD
(1) USERMAE

IR PASSHERD

AL USERMAE

BLE PASSHIRD

I568 TIETDE

IPH DSERMAE

PN PASSHED

TP W USERIAE

TP W PASHIRD

TP W BATCH USERAAE

TP PN BATCH PASSHIRD

HIST T USER

2T SERIER I

wHerMumoWoMmmHmmmmdbuwmi

gLl
+ offlineuser
: vielconel
! Orakey

+ welconel
! Orakey

: velcomel
1530

! yedl
! et

+ on-fss.con
+ 15000
s e

5.4cm. con

I

0
oqicl

)
hlog
. fwob
: ofssabpl3
+ ofssab
+ ofssabpl23
: ofssab

If the above nentioned 1nformation 15 correct, please enter ¥ or y to proceed, Press any other key to exit the wstallataon,
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Figure 5-13 Continuation of Post-Installation

USER_TIMEZONE 1 45:30
TPM_USERNAME : weblogic
IPM_PASSHORD : webl
FTP_IPM_USERNAME

FTP_IPM_PASSWORD

FTP_IPM_BATCH_USERNAME

FTP_IPN | |_PASSWORD

HUST UNT R

BIP SERVER i

Press any other key to exit the nstallation.
100% 904KB 904.4KB/s  00:00
100% 9060KB  8.9MB/s  00:01
100% 6204KB  6.1MB/s  00:00
100% 863KB 863 s 00:00

100% 619KB 618.9KB/s B@:80
r coped fron IPM machine
<num@@ad1.1n,oracle,com.cers

user_projects/domains/u_domain/servers/AdninServer/stderr.log
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Figure 5-14 Continuation of Post-Installation (contd)

L ake your time and go through the 1nformation printed above 1n detall. . ‘
1f the above mentioned Information 1s correct, please enter ¥ or y to proceed. Press any other key to exit the installation

11 begln In saneting. .

100% 964KB 904.4KB/s  00:00
100% 9660KE  8.9MB/s  0:00

100% 62648 6.1MB/s  00:00
iar copled from BIP machzne
ssuord:
106% 863KB 863.3KB/s  00:00

oracle.ucn. rldc 11.1.1. 1%[ 106% 619K 618.9KB/s  06:60
pracle.ucn. ride-11.1.1.]ar copied fron IPH machine
( t;f;cate atored 1n file <nun@0adz.1n.oracle.com.cer

fhdninserver/stderr.log

obpinstall/abp
5 password:
1005 0  6.0kB/s 00:00
166% 1381 1.4KkB/s  00:60
assword:
. 106% 195KB 195.2KB/s 00:06
[ofssobp@mun@Badi fmu]s |

For monitoring the script, check the following log files created under the ui domain directory:
m obp-ui-install-log.txt
m obp-ui-install-log-py.txt
Update setDomainEnv.sh with following values:
m -Dobp.http.connectionTimeout=90000
m -Dobp.http.connectionTimeout=90000

Restart the Ul admin server and perform the following steps:
a. Loginto WebLogic console.

b. In WebLogic console, click on Services > Persistent Stores.
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Figure 5-15 Open Persistence Stores

Change Center @ Home Log Out Preferences ord ep. | Q Welcome, weblogic | Connected to: ui_doma

View changes and restarts Home >Summary of Persistent Stores >obpui_server JDBCStore >Summary of Persistent Stores
Click the Lock & Edit button to modify, add or Summary of Persistent Stores
delete items in this domain.
Lock & Edit N . . } . . .
A persistent store is a physical repository for storing subsystem data, such as persistent JMS messages. It can be a JDBC-accessible database, disk-based file, or replicated memory storage. This
Release Configuration page summarizes the persistent stores that have been created for this domain.

Domain Structure P Customize this table

ui_domain

Domain Partitions Persistent Stores (Filtered - More Columns Exist)
E-Environment Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
eployments
-Services New~ | [Delete Showing 1to 2 of 2 Previous | Next
B-Messaging
i--Data Sources
Name & Type Target
- [persistent Stores]
Foreign JNDI Providers mds-owsm FileStore AdminServer
Work Contexts -
XML Registries obpui_server1)DBCStore JDBCStore obpui_servert
“XML Entity Caches New~ | [Delete Showing 1to 2 of 2 Previous | Next
i-jooM
£--Mail Sessions M

c. Click on obpui_server1JDBCStore and add Prefix Name: ui

Figure 5-16 Add Prefix Name

@ Home Log Out Preferences Record Help ‘ Q Welcome, weblogic | Connected to: ui_domain

Home >Summary of Persistent Stores >obpui_server1JDBCStore >Summary of Persistent Stores >obpui_server1JDBCStore
Settings for obpui_server1IDBCStore
Configuration | Targets = Monitoring = Notes

Configuration | High Availability

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save
Use this page to configure a JDBC-accessible store for storing subsystem data, such as persistent JMS messages or Store-and-Forward messages.

Name: obpui_server1JDBCStore The name of this JDBC store. This name must be unique within a WebLogic
domain. More Info...

Scope: Global Specifies if the JDBC store is accessible within the domain, a partition, or a
resource group template. More Info...

Data Source: OBP HOST DS NONXA v The JDBC data source used by this JDBC store to access its backing table.
- - You cannot configure a JDBC store to use a JDBC data source that is
configured to use an XA JDBC driver or configured to support global
transactions. More Info...

Gﬁ m ui The prefix for the JDBC store's database table (WLStore), in the following
format:[[[catalog.]Jschema.]prefix]. More Info...

b Advanced

10. Restart Ul admin and Ul managed server.

After you finish Collections installation on Ul node (For Collections installation, see Oracle Banking Platform
Collections and Recovery Integration Guide), delete the OBP_UI_DS_NONXA Data Source from Ul
weblogic console.

To delete OBP_DS_NONXA from Ul weblogic console:

1. Loginto Ul WebLogic console.
2. Click Lock & Edit.

3. Click Data Sources.
4

Select OBP_UI_DS_NONXA and click Delete.
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Figure 5-17 Delete OBP_DS_NONXA

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

E-Domain Partitions
B-Environment
~Deployments
EHService:
[#-Messaging
Data Sources
i~-Persistent Stores
~Foreign JNDI Providers
~Work Contexts
XML Registries
XML Entity Caches
~jcoM

~-Mail Sessions.

ui_domain =

How do I... =]

* Create JDBC generic data sources
* Create JDBC GridLink data sources
« Create JDBC multi data sources

o Create UCP data sources

o Create Proxy data sources

@ Home Log Out Preferences [24] Record Help

Home >Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration ~ Monitoring

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the INDI tree and
then borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain.

P Customize this table

Data Sources (Filtered - More Columns Exist)

New v | Delete

Welcome, weblogic | Connected to: ui_dom:

Showing 1 to 10 of 10 Previous | Next

]| Name & Type JINDI Name Targets
LocalSvcThiDataSource Generic jdbc/LocalSvcThiDataSource AdminServer
mds-obpui Generic Jdbc/mds/MDSDS obpui_clustert
mds-owsm Generic Jdb/mds/owsm AdminServer, obpui_cluster1
OBP_HOST_DS_NONXA Generic Jdbc/FCBDataSource_NonXA obpui_cluster
OBP_SYS_CONFIG Generic Jdbe/FCBDataSourceConfig obpui_clustert
OBP_UI_DS_NONXA Generic Jdbe/FCBDataSource_NonXA obpui_clusterl
opss-audit-DBDS Generic Jdbe/AuditAppendDataSource AdminServer, obpui_cluster1
opss-audit-viewDS Generic Jdbe/AuditviewDataSource AdminServer, obpul_cluster1
opss-data-source Generic Jdbc/OpssDataSource AdminServer, obpui_cluster1
WLSSchemaDataSource Generic Jdbc/WLSSchemaDataSource

Restart Ul managed server with admin server.
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6 BAM Installation using OBP Localization
SOA Media Pack

This chapter details every step involved in the installation of Oracle Business Activity Monitoring (BAM)
using OBP Localization SOA (Integration Server) Media pack. The subsequent section refers to the
variable names specified in Section 2.4 Installation Checklist.

Itis mandatory not to carry out BAM installation in the same machine where SOA installation was done.

6.1 Installation and Configuration Procedure
This section details the installation procedure for BAM using OBP Localization SOA Media Pack.

6.1.1 Preparatory Steps
This section lists the preparatory steps required for BAM using OBP Localization SOA Media Pack.

Step 1 Procuring Installables
Download the appropriate Localization SOA media pack from the following location:

http://edelivery.oracle.com/

6.1.2 BAM Domain Creation Steps

This section lists the steps for creating BAM domain. Make sure BAM RCU schemas and SOA suite are
installed before domain creation.

1. Goto <MIDDLEWARE_HOME>/oracle_common/common/bin directory.

2. Execute config.sh. A configuration wizard window appears.

3. Inthe Configuration Type page, select the Create a new domain option.
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6.1 Installation and Configuration Procedure

Figure 6-1 Configuration Type page

@ Fusion Middleware Configuration Wizard - Page 1 of 8@ofss3121921

Configuration Type

=8 Create Domain

Templates

Administrator Accaunt

Domain Mode and |DE

Configuration Summary

)Tk Advanced Configuratian
I Configuration Progress

End Of Configuration

Help

ORACLE
FUSION MIDDLEWARE

‘What do you want to do?

@ Create a nevy damain

Update an existing domain

Domain Location: | fscratch/app/product /fmwyfuser_projects/domains fbase_daomain

Create a new domain.

Mext =
e

Browse

Cancel

4. Provide the following domain path and click Next.

cd /scratch/app/product/fmw/oracle_common/common/bin

Jconfig.sh

5. Inthe Templates page, select the Oracle Business Activity Monitoring check box, in the
Available Templates section and click Next.
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6.

(—(—€—F—€—€—€—€—C—€—C——F

Figure 6-2 Templates page

Templates

Create Domain
Templates
High Availahility Options

Application Location

Administrator Account
Domain Mode and |DE

Database Configuration Type

a Create Domain Using Product Templates:

Component Datasources
DEC Test

Adwanced Configuration
Configuration Summary

Configuration Progress

End Of Configuration

_ORACLE
FUSION MIDDLEWARE I

Filter Templates: | |

|:| Include all zelected templates |:| Include all previously applied templates

Available Templates

|| Basic wiebLogic Server Domain - 12.2.1.3.0 [wizerver] * 4
|| Insight - 12.2.1.3.0 [s03]

|:| Inzight 504 Agent - 12.2.1.5.0 [s0a]

|:| Oracle B2EB - 12.2.1.3.0 [s0a]

|v||Oracle Business Activity Monitoring - 12.2.1.3.0 [soa]

|:| Oracle 508 Suite - 12.2.1.3.0 [s0a)]

|:| Oracle B2B Client - 12.2.1.3.0 [s0a]

|:| Oracle Enterprise Manager Plugin for E55 - 12.2.1.3.0 [em]
Oracle Enterprize Manager - 12.2.1.3.0 [em]

|:| Oracle Enterprize Manager-Restricted JRF - 12.2.1.5.0 [em]
|:| Insight Service Bus Agent - 12.2.1.5.0 [osh]

Lo nruss a a FI— bt

) Create Domain Using Custom Template:

Template location: | fscratchfapp/product fmw Erowse

| = Back ||I Hext>] Einish | Cancel

In the High Availability Options page, select the required options and then click Next.
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Figure 6-3 High Availability Options page
A Fuson Miccleware Coniguration Weard - Page 3o 0ot 2 o2 N === =i

High Availability Options _ORACLE 0‘
FUSlON MIDDLEWARE

Create Dot ain

33

Templates
High Availability Options

€

Application Location

. Enable Automatic Service Migration {(Non-Dynamic Clusters only)

Damain Mode and JDE

Databasze Configuration Type

Component Datasources JTA Transaction Log Persistence (Non-Dynamic Clusters only)
DBEC Test 2 Default Persistent Store
Keystore JDBC TLog Store

Advanced Configuration

k! ; JM35 Server Persistence
Configuration Summary

. ) @) [MS File Stare
Configuration Progress

(—C———€—€—€—€—€—€—C—

End Of Configuration [EB PO Simre

Only JMS Serwer persistence can be configured for Dynamic Clusters using this configuration wizard. Service
Migration and JTA Transaction Logs Persistence cannot be configured for Dynamic Clusters using the
configuration wizard, they need to be configured marnually.

Help < Back Mext = Cancel

7. Inthe Application Location page, enter the location and then click Next.
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Figure 6-4 Application Location page

Application Location %
FUSION MIDDLEWARE

Create Dlomain
Tetmplates

High Avwailability Options
I Application Location
Administrator Account
Domain Mode and |DK

Database Configuration Type

Compohent Datasources Domain name: base_domain
DB Test Domain location: fscratchfappfproduct ffmwfuser_projects /domains

Kevstare Application location: |scratch;app;product,ffmw,.fuser_projectsfapplications,fbase_domain| | Browise

Advanced Configuration
Configuration Summary

Configuration Progress

(A —F—€—C—€—€—C—C—E—C—F—F

End Of Configuration

| Help | | < Back || Mext = | Einizh | Cancel |

8. Inthe Administrator Account page, enter the password for the weblogic user and then click Next.
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Figure 6-5 Administrator Account page

E Fusion Middleware Configuration Wizard - Page 02’

Administrator Account ORACLE
FUSION MIDDLEWARE

Create Domain
Templates

High Availability Options
Application Location
Administrator Account
Domain Mode and JDE

Database Configuration Type

Component Datasources Mame |uueb|0gic |
DEC Test Password | ITITYTEY Y] |

Keystore Confirm Password | sessssses| |

Advanced Configuration
Configuration Summary

Configuration Progress

(—(—€—F—€—€—€—€—€C—E———F—F

End Of Canfiguration

Must be the same as the password, Password must contain at least 8 alphanumeric characters with at [east
one humber ar special character.

Help = Back |L ﬂext>—| Einish Cancel

9. Inthe Domain Mode and JDK page, select the Production mode and then click Next.
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10.

Figure 6—6 Domain Mode and JDK page

Fusicm Middleware Configuration Wizard -

O~ ————3

(—(——f——C—C—€—

Domain Mode and JDK

Create Domain

Templates

High Availability Options
Application Location
Administrator Account
Domain Mode and JDK

Databaze Configuration Type

Compaonent Datasources
DBC Test

Keystore

Advanced Configuration
Configuration Summary

Configuration Progress

End Of Configuration

Help

Domain Mode

Development

Litilize boot.properties far username and password, and poll for applications to deploy.

# Praductian

Require the entry of a username and passward, and do not poll for applications to deplay.

JDK

# Qracle HotSpot 1.8.0_172 fscratchfapp/product/jdkl.8.0_172

Other |DKE Location:

_ORACLE
FUSION MIDDLEWARE

%)

< Back Mext = | Cancel

In the Database Configuration Type page, enter the RCU details and click Next.
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Figure 6-7 Database Configuration Type page

3| Fusion Middleware Con ge 7 of 14@ofss312152]

Database Configuration Type M
FUSION MIDDLEWARE

Create Domain
)r Specify AutoConfiguration Options Using:
/T\ Templates

(s RCUData | Manual Configuration
High Availability Options

Application Location Enter the database connection details using the schema credentials corresponding to Cammon
Infrastructure Services companent inthe Repozitory Creation Utility, The Wizard uses thiz connection to
automatically configure the datasources required for compoanents in this damain.

Domain Mode and JDE

T
¥ Administrator Account
T
=

Yendor; |Orac|e - Driver: |*Oracle's Driver {Thin) for Service connections; Yers.. v|

) Database Configuration Type

} Component Datasources (% Connection Parameters (| Connection URL String

] IS Host Name: [ 101806148 |

Keystore

] 5 DEMS /Service: | PE148A | Port: (1521 |
h Advanced Canfiguration

] Schema Owner: | QBECZ150A27_STE Schema Password: | sesssess |
I Configuration Summary

] Configuration Progress | Get RCU Configuration | Cancel

End Of Canfiguration

Connection Result Log

Click"Get RCU Configuration" button to test the connection and activate the "Next" buttan,

| Help | | < Back | Mext = Finish | Cancel |

11. Inthe Component Datasources page, click Next.
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Figure 6-8 Component Datasources page

55312192
JDBC Component Schema DR—'“:LE
FUSION MIDDLEWARE
Create Domain .
’T\ — Wendar: Driver:
Templates . .
/T\ (#) Connection Parameters () Connection LIRL String
T High Awvailability Sptions
T Application Location Hozt Mame:
T Administrator Account DEMS fService: Port:
T oI R mER Schema Owner: Schema Passuord:
Databasze Configuration Type
T Oracle RAC configuration for component schemas:
e/ Component Datasources

| ) Carwert ta GridLink () Conwert to RAC multi data source () Don't comvert
T DEC Test - - -
T (S IEGe Editz to the data above will affect all checked rows in the table below
A d Configurati ]
)'r\ Hanced LENLEUraen |:| Component Schema | DEMS fService Haost Mame Port Schema Cwmer) Schema Passwaord
T Configuration Summary ] | BAM Schema PA14564 10.180.6.148 1521 | OBEQZ1S0AZ | seessnse
] Configuration Progress [ ] | BAM Job Sched Schem: PELagA 10.180.6.148 1521 | OBEOZLS0AZ | ssssssss
o End Of Configuration D BAM Leazing Schema | PEL45A 10.180.6.145 1521 | OEEQZ1S0AZ | eeessses
[ | BAM Mon JTA Schema | PAL48A 10.180.6.145 1521 | OBEQZ150AZ | sessssss
[ ] | LocalswcThl Schema | PEl4aA 10.180.6.148 1521 | OBEQZ1S0AZ | seessnse
|:| User Mezzaging Servic) PEL4EA 10.180.6.148 1521 OBEOZ15042
=] bl ham De1Asn 1N 1806 14 1521 (a1 alrk EAar.
| Help | | < Back || Mext = | Einizh Cancel

12. Inthe JDBC Test page, click Test Selected Connections and then click Next.
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Figure 6-9 JDBC Test page

JDEC Component Schema Test

ORACLE

FUSION MIDDLEWARE

Advanced Configuration Connection Rezult Log

,hl»& Create Domain Status Component Schema JDBC Connection URL

)r\ Templates o | BAM Schema jdbcioraclethin@/10.160.6.148:1521/P6 =
High Availability Gutions o BEAM Job Sched Schema jdbcioraclethin@/ 1015061481521 /P&

T o EAM Leasing 3chema jdbcioraclethin@/ff10.150.6.145:1521 /Pa
Application Location - -

T o BAM Mon TA Schema jdbcioraclethin@fF10. 180061481521 /Pa
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13. Inthe Keystore page, click Next.

149 | Oracle Banking Platform Localization Installation Guide - Silent Installation



6.1 Installation and Configuration Procedure

Figure 6-10 Keystore page

@ Fusion Middleware Configuration Wizard - Page 10 of 14@ofss3121921 " . | = &3 |

Keystore M
FUSION MIDDLEWARE

Create Domain

Store Key Mame |umsjfapns - ) Discard Changes
Templates

High Availability Options
o X Alias Trusted Certificate
Application Location
Administrator Account
Domain Mode and |DE

Database Configuration Type

Component Datasources
DEC Test
Keystore

Advanced Configuration Alias Private Key Pazsword Identity Certificate

Configuration Summary

Configuration Progress

(O ——————C—F—F

End Of Canfiguration

Help

= Back Mext = Cancel|

14. Inthe Advanced Configuration page, select the Administration Server, Mode Manager and
Topology check boxes and then click Next.
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Figure 6—11 Advanced Configuration page
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15. Inthe Administration Server page, select the listen address and select the Enable SSL check box.

Click Next.

151 | Oracle Banking Platform Localization Installation Guide - Silent Installation



6.1 Installation and Configuration Procedure

Figure 6-12 Administration Server page
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16. Inthe Node Manager page, provide user name and password for node manager, and then click
Next.
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Figure 6-13 Node Manager page
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17. Inthe Managed Servers page, add BAM server (bam_server1).
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Figure 6-14 Managed Servers page
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18. Click Next.

19. In the Clusters page, add BAM cluster and then click Next.

6 BAM Installation using OBP Localization SOA Media Pack | 154



6.1 Installation and Configuration Procedure

Figure 6-15 Clusters page
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20. Inthe Server Templates page, click Next.
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Figure 6-16 Server Templates page
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21. Inthe Dynamic Servers page, click Next.
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Figure 6-17 Dynamic Servers page
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22. Inthe Assign Servers to Clusters page, add BAM server to BAM cluster and click Next.
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Figure 6-18 Assign Servers to Clusters page

3] Fusion Middleware Configuration Wizard - Page 18 of 25@ofss312192

Assign Servers to Clusters

-

Create Domain

Servers

Temnplates
High Availability Options

Application Location

Administrator Account
Domain Mode and |DE

Databasze Configuration Type

Component Datasources
DBC Test

Keystore

Advanced Configuration

S ———

Administration Server

Mode Manager
Managed Servers
Clusters

Server Templates
Dynamic Servers

Assign Servers to Clusters

Coherence Clusters

Machines

Mirtual Targets

= e
ORACLE
FUSION MIDDLEWARE
Clusters

BQ Cluster

= ‘b bam_clusterl

= @ Server

@ bam_serverl

—€— €~ ———C——F

i Partitinn< |

Select one or more servers it the left pane and one cluster in the right pane. Then use the right arrow button

(=) 1o assign the server or servers tathe cluster.

Help

23. Inthe Coherence Clusters page, click Next.

= Hack |L Mext = ]

Einizh Cancel

6 BAM Installation using OBP Localization SOA Media Pack | 158



6.1 Installation and Configuration Procedure

Figure 6-19 Coherence Clusters page
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24. Inthe Machines page, add BAM machine and click Next.
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Figure 6-20 Machines page
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25. Inthe Assign Servers to Machines page, add BAM server to BAM machine and click Next.
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Figure 6-21 Assign Servers to Machines page
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26. Inthe Virtual Targets page, click Next.
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Figure 6-22 Virtual Targets page
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27. Inthe Partitions page, click Next.
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Figure 6-23 Partitions page
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28. Inthe Configuration Summary page, click Create.
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Figure 6-24 Configuration Summary page
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29. Inthe Configuration Progress page, once the progress bar is 100%, click Next.
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Figure 6—-25 Configuration Progress page
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30. Inthe End of Configuration page, click Finish.
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Figure 6-26 End of Configuration page
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6.2 Post Installation Configuration

This section describes the post installation configuration procedure for BAM using OBP SOA Media Pack.

Checklist for Post Installation Procedure

Before proceeding with the post installation, ensure the following:

1. Apply the grant on middleware home through WLST.

grantPermission (appStripe=None,
principalName=None,
permClass="'java.security.AllPermission',

permActions=None)

Example:

grantPermission(appStripe=None, principalClass=None, principalName=None,
codeBaseURL="ile:/scratch/app/product/fmw/-', permClass='java.security.AllPermission’,

permTarget=None, permActions=None)

2. Start the admin server.

principalClass=None,
codeBaseURL="'file:/<middleware home>/-
permTarget=None,
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$cd <MIDDLEWARE HOME >/user projects/domains/domain name/bin
$./startWeblogic.sh

3. Startthe managed server "bam_server1".

$cd <MIDDLEWARE HOME>/user projects/domains/domain name/bin
$./startManagedWebLogic.sh <managed server name>
t3://localhost:<admin server port>

Post Installation Configuration

Perform the following steps.

1. Copy the 'obpus-ui-soa.zip' to a machine where BAM domain is created.
2. Unzip the 'obpus-ui-soa.zip' file. Following three files will be extracted:

= Namely a zip file 'obpinstall-soa.zip'

m Installation script 'installobpsoa.sh’

m Install configuration property file 'installobpsoa.properties’
Create a folder called target and unzip obpinstall-soa.zip file.
Create a folder called obpinstall/obp/ob.bam under < BAM_MW_HOME >.
Unzip bam.zip under < BAM_MW_HOME >/obpinstall/obp/ob.bam/.

o o &~ w

Update the following values in BAMCommandConfig.xml.tmpl present under target folder:

<host>#BAM SERVER LISTEN ADDRESS#</host>
<port>#BAM SERVER LISTEN PORT#</port>

<username>#WEBLOGIC USERNAME#</username>
<password>#WEBLOGIC PASSWORD#</password>
<dbusername>#SOA INFRASTRUCTURE SCHEMA USER#</dbusername>
<dburl>jdbc:oracle:thin:@#DB IP#:#DB PORT#:#DB SERVICE
NAME#</dburl>

7. Copy BAMCommandConfig.xml.tmpl to $BAM_MW_HOME/soa/bam/bin/BAMCommandConfig.xml
8. cp—r BAMCommandConfig.xml.tmpl $BAM_MW_HOME/soa/bam/bin/BAMCommandConfig.xml
9. EXPORT BAM_MW_HOME=/scratch/app/product/fmw

10. Go to target directory and execute below command.

chmod 777 bam.sh
sh bam.sh $BAM MW HOME

11. Restart the bam managed server "bam_server1".

$cd <MIDDLEWARE HOME>/user projects/domains/domain name/bin
$./startManagedWebLogic.sh <managed server name>
t3://localhost:<admin server port>

12. Loginto BAM Composer http: //$IP:PORT/bam/composer/faces/login.
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Figure 6-27 BAM Composer page
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Figure 6—-29 BAM Composer page
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7 Standalone Database Setup

This chapter details the steps involved in setting up Oracle Banking Platform database.

7.1 Pre-Installation Steps

The following steps should be completed prior to the process of executing the installation steps for the
Oracle Banking Platform DB mentioned in Section 7.2 OBP Database Setup — RCU Installation:

1. Oracle Database 19c Enterprise Edition 19.8 is installed on the database server.

2. Obtain the tar file dbScripts_us.tar.gz or dbScripts_au.tar.gz from OBP Host Localization media pack
and copy it onto the database server.

3. Ensure that the ONS service is started after DB installation where the OBP Application schema
needs to be created.

7.2 OBP Database Setup — RCU Installation

The steps that should be performed to create the OBP Host DB schema are provided in Section 7.3.1 Host
DB Schema Creation and Verification

For other RCU schemas, while installing software on HOST, Ul, and SOA, specific RCU should execute to
create schemas for SOA, Ul, and HOST.

RCU utility is present under <MW_HOME/oracle_common/bin> for respective components.

Following is the list of schemas to be created for SOA, Ul, and HOST, respectively (note that SOA, Ul and
HOST are the prefixes in below schemas which are given during schema creation).

= SOA_SOAINFRA
= SOA_MDS

= SOA_STB

= SOA UMS

= SOA OPSS

= SOA_IAU_APPEND
= SOA_IAU_VIEWER

= SOA_WLS_RUNTIME

= Ul_STB
= Ul_OPSS

= Ul_MDS

= Ul_IAU_APPEND
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= UI_IAU_VIEWER
= Ul_WLS_RUNTIME

s HOST_STB
s HOST_OPSS

= HOST_IAU_APPEND
= HOST_IAU_VIEWER

= HOST_MDS
= HOST_WLS_RUNTIME

Ul_MDS and Ul_STB schemas are used by Ul component.
HOST_MDS and HOST_STB schemas are used by HOST component.
SOA_SOAINFRA, SOA_STB, SOA_MDS and SOA_UMS schemas are used by SOA component.

Ul_OPSS and HOST_OPSS schemas are used for silent domain creation in pre installation by Ul and
HOST respectively.

SOA_OPSS, SOA_IAU_APPEND and SOA_IAU_VIEWER schemas are shared by HOST and Ul also
pointed during post installation of HOST and Ul.

Increase the size of tablespace (at least 6GB and should be in auto extend mode on) for SOA_MDS,
SOAINFRA and OPSS schema used for SOA domain creation.

7.3 OBP Database Installation

This section includes steps for application schema creation along with execution of its ddl and seed. Also it
includes system configuration database update and table partitioning.

7.3.1 Host DB Schema Creation and Verification

For the host db schema creation, copy the dbscripts_us.tar.gz or dbscripts_au.tar.gz file from OBP Host
media pack location to any machine where sqlplus is available.

Untar the file which contains createobp.sql, ddl and seed file and folders.(TNS entry of the host db may be
required in that machine to enable connectivity from the machine to the host db server.)

In createobp.sql, Replace &&1,&&2 and &&3 with schema, password, and tablespace name.
Before executing createobp.sql, make sure tablespace is created in the database.

The createobp.sql will create application schema with required database grants.
createobp.sql execution

PROMPT> sglplus sys/password@TNSEntryOfDB as sysdba @createobp.sqgl

7.3.2 HOST DB schema ddl execution

Now open command prompt and navigate inside “ddI” folder in the machine where it has been copied. Then
run the following using the actual details of host db schema while was created.
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Connect to application schema (which is created using createobp.sql) using sqlplus
PROMPT> sqglplus schemauser/password@TNSEntryOfDB @ddl/SCHEMA
DDL.sqgl
The example assumes that the seed is being executed from “D:\ORACLE” folder of a Windows machine
having sqlplus console available for execution of sql commands and scripts.
C:> D:
C:> cd D:\ORACLE
D:\ > sqglplus DEV_OBP/welcomel@OBPDB
D:\ >@ddl/SCHEMA DDL.sql
The following verification steps can be executed to check that the Database setup is complete:

1. Verify that the new tablespace is created.
2. Log on to the database with user id created.

3. Execute the query “select * from tab;” on the sqgl prompt to verify that the OBP tables are present.

7.3.3 HOST DB Schema Seeding

This section provides information on the Host Database Schema Seeding. The procedure is as follows:

Now open command prompt and navigate inside the 'seed' folder in the machine where it has been copied.
Run the following commands using the actual details of host db schema which was created.

PROMPT> sqglplus schemauser/password@TNSEntryOfDB @seed.sqgl

For example, assume that the seed is being executed from 'D:\seed' folder of a Windows machine having
sqglplus console available for execution of sql commands and scripts.

C:> D:
C:> cd D:\seed
D:\seed > sglplus DEV_OBP/welcomel@OBPDB
D:\seed >@seed.sql
It will take some time to completely execute all the seed scripts. It will ask for some inputs at the time of

seeding, just press Enter to continue. When OBP DB seeding is completed, the control will return to the sql
prompt.

Note

If you are going to install localization on top of product, DO NOT
execute ddl and seed of product, execute ddl and seed which are
present under localization host mediapack in form of dbscripts_
au.tar.gz or dbScripts_us.tar.gz.

7.3.4 System Configuration DB Update Script Execution

After the host db schema has been created successfully, copy the 'updateSystemDetails.sql' file from
'SOA_MW_HOME!' location to any machine where 'sqlplus' is available. (TNS entry of the host db may be
required in that machine to enable connectivity from the machine to the host db server).

Now, open command prompt and navigate 'updateSystemDetails.sql' file in the local machine where it has
been copied. Then run the following using the actual details of host db schema which was created.

PROMPT> sglplus schemauser/password@TNSEntryOfDB @
updateSystemDetails.sqgl
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For example, assume that the seed is being executed from 'D:\script’ folder of a Windows machine having
sqlplus console available for execution of sql commands and scripts.

C:> D:

C:> cd D:\script

D:\seed > sglplus DEV_OBP@welcomelQ@OBPDBB
D:\seed >QupdateSystemDetails.sqgl

7.3.5 Removing Preference Refresh Level

OBP Preferences are held in the weblogic servers in the form of a cache which is refreshed at a
configurable interval. As part of installation, the preferences are declared in a file called Preferences.xml in
the "config" folder. These preference values are mostly technical in nature and are seldom changed in
production.

Hence, majority of OBP customers have configured to disable preference refresh. This is done by setting
"syncTimelnterval" to -1 on the target preference. Customers should deliberate and take a decision on the
preferences for which they wish to disable the refresh.

For example:
<Preference name="MiddlewareTaskMetadataDTOFieldConfig"
PreferencesProvider="com.ofss.fc.infra.config.impl.DBBasedPropertyProvider"
parent="jdbcpreference"
propertyFileName="SELECT SERVICE_ID ||":"|| DTO_CLASS || "' ||
COD_ATTR_ID valuekey, FIELD_NAME AS valuestring FROM flx_fw_mw_tasks_dto_map"

syncTimelnterval="-1" />

7.3.6 Database Table Partitioning

For Database Table Partitioning, execute the scripts present in Table _Partitioning.zip present in host.zip.
Execute the scriptin sequence and follow the guidelines mentioned in the script.

1. OBP_PARTITION_TABLE.sql
2. OBP_PARTITION_TABLE_SEED.sql
3. APPLY_PARTITION.sql
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8 OBP and IPM Integration

This chapter details the steps involved in the integration of Oracle Banking Platform and Oracle Imaging
and Process Management (IPM).

OBP integrates natively with Oracle IPM as the content management solution. Configuration information
relevant from an OBP point of view is provided in the following sections:

m Section 8.1 IPM Application Setup for OBP Content Management
m Section 8.2 IPM Configuration for Bulk Upload Process Setup
m Section 8.3 IPM Report Upload Setup

The steps listed therein should be followed to configure IPM to facilitate it to integrate with OBP. However,
you can see the administration guide for Oracle IPM for details on how to manage connections, inputs and
applications in IPM.

8.1 IPM Application Setup for OBP Content Management

This is a mandatory configuration required on IPM to enable integration of OBP with IPM for content
management.

The following properties from the checklist should be used for creating connection profiles in the Manage
Connections section. These connection profiles will be used while creating the applications on the next
section on Manage Applications.

8.1.1 UCM Connection

The UCM connection is used to point to the underlying UCM Server where the documents are stored.
1. Login to IPM imaging console through a URL such as follows:

http:// hostname:16000/imaging
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Figure 8-1 IPM Imaging Console - Login page
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2. Enterthe user ID and password set during IPM installation.
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Figure 8-2 IPM - Welcome page
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3. Navigate to Manage Connection and select Create Content Server Connection.
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Figure 8-3 Create Content Server Connection
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4. In the Basic Information stage, enter the name and description for Content Server Connection as
UCM Connection and click Next.
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Figure 8—4 UCM: Basic information
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In the Content Server Settings page, select the Use Local Content Server check box and select the
Server Port as 4444. Click Next.
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Figure 8-5 UCM: Connection Settings
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6. Inthe Security stage, select security rights for connection definition as shown below and click Next. If
weblogic security member is not present, create it by clicking Add.
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Figure 8—-6 UCM: Connection Security
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In the Review Settings stage, review the settings and click Submit.
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Figure 8-7 UCM: Review Settings

Z Zimbrailnbo: X ¥ § [OBPSUPPFIX X ¥ [ OBPDevOps X ¥ 7] OBPDevOps X Y [} 101803467 X ¥ [} 1018086220 X Y [=) Managing Ap X

<« (] 0 (@ 10.180.6.103:16000/imaging/faces/Pages/Welcome jspx?_afrLoop=34797646194044478,_afrWindowMode=08._afrWindowld=dmy3mcwp78._adf.ctrl-state=isfidxo7c ¥ ¥ o

[3 Oracle WebC: x

ORACLE WebCenter Content: Imaging Logged in as weblogic | Help | Refresh | Preferences | Logout | About O

=
& B Searches

Main

ReportsearchBLRTO3
ReportSearchSMOKE_LZN_US
ReportSearchSMOKE_PROD
ReportSearchT06
Search_Demo

Temporary

(7] o = ]
Basic Information Content Server Settings  Security Review Settings

UCM Connection: Review Settings Cancel || Back | Mext | Submit

Review the following connection settings. Select "Submit” if ok, or select "Back” to make changes. The "Submit” button is only enabled when there are changes.

=/Basic Information
& Tools

£ S, Manage Searches

Wain

ReportSearchBLRT03
ReportSearchSMOKE_LZN_US
ReportSearchSMOKE_PROD
ReportSearchTos
Search_Demo

Temporary

Name UCHM Connection
Description
Connection Type Content Server Repository

EConnection Settings

ssL false
Use Local Content Server true
Server Port 4444

& & Manage Applications
Main

Report

ReportBLRTO3
ReportSMOKE_PROD

ReportTo2

ReportTos

Temporary

Content Server Pool

[ Machine. Server Port |
Mo Machines Defined |

ElSecuri
[ Manage Inputs ty

=] E Manage Connections

BLRTO3_ONLINE
SMOKE_LZN_US
SMOKE_PROD
TO150A
T0250A
TOG50A
TI8_LZN_S0A
T24_LZN_S0A
UCM Connection

|Type Security Member ‘ View | Modify | Delete ‘ Grant ‘ |

Access.
| @  weblogic | v v v v |

E= Manage Security

frLoop=34797646... Privacy Statement.

m || Il » = @
o E @_ Desktop ” - e @ g ZUEM
| I 6/9/2017

8.1.2 Main Application Configuration

The documentation for Oracle IPM should be referred to for details on how to create applications in IPM.
For more information, see https://docs.oracle.com/en/middleware/webcenter/content/12.2.1.4/admin-
image/managing-applications.html#GUID-4A1A138D-FFEC-4FBB-AG6D3-7F4FA4BDEOGA.

Create a main application and a temporary application in IPM.
8.1.2.1 Manage Application Configuration
To manage application configuration:

1. Select Create New Application option.

2. Enter the general properties and click Next.
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8.1 IPM Application Setup for OBP Content Management

Figure 8-8 Main: General Properties
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3. Enter the field definition details and click Next.
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Figure 8-9 Main: Field Definitions
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4. In Application Security and Document Security pages, select the access rights for users and click

Next.
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Figure 8-11 Main: Application Security
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Figure 8-12 Main: Document Security
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5. Inthe Storage Policy page, select the file default option as shown below.
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Figure 8-13 Main: Storage Policy
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6. Click Next. Skip the Workflow Configuration page.
7. Click Next.
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8. Review the summary and click Submit.

Figure 8-14 Main: Review Settings
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8.1.2.2 Manage Searches
To manage searches:
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1. Click Manage Searches option and enter the search name with description.

Figure 8-15 Main: Properties
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3. Select the source application along with its field details in the Results Formatting page.
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Figure 8-16 Main: Results Formatting
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4. Select the appropriate conditions in the Conditions page as shown below.
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Figure 8-17 Main: Conditions

DevOps - X

[ 1018086220 X Y [=] Managing Ap X

6194044478;_afrwindowMode=08_afrWindow!

[ Oracle WebC: x

00/imaging/fac

s/Pages/Welcome,jspx?_afrLoop=34

ORACLE" WebCenter Content: Imaging

=dmy3mewp78._adf.ctrl-state=isfj4xo7c T ﬁ‘ o :

Logged in as weblagic | Help | Refresh | Preferences | Logout | About O
& 35 searches

=
: | =) = =

Main Properties Results Formatting Conditions Parameters Security Preview and Test Review Settings

ReportSearchBLRTO3

ReportSearchSMOKE_LZN_US
ReportSearchSMOKE_PROD

ReportsearchTos Main: Conditions | cancel | Back | Mext | submit
?WC'LD&"“D Select the conditions you want to use te find the images in the selected applications.
emporary
Application Selection
47 Tools %A
£ & Manage Searches K ( Field Operator Value ) [Conjunction
Main [ v [Document Type v]  |[Equals & Parameter - Document Type or
ReportSearchBLRTD3
ReportSearchSHOKE L7 1S ] |[customer 1 v] |[Equals | | Parameter- Customer 1d 11 ]
ReportSearchSMOKE_PROD
ReportsearchTos .
Search_Demo. =iSearch Conditions
Temporary
= [ Manage Applications & Application: Main
Main ( [Field [Operator [value N [ Conjunction
;Eungaurma |Document Type |Equals |Parameter - Document Type | lor
epo -
ReportsMOKE_PROD | Customer 1d Equals |Parameter - Customer 1d | |
ReportT02
ReportToe
Temporary

[ Manage Inputs
[Z Manage Connections
&= Manage Security

10.180.6.103:1 fimaging/faces/Pages/Wel jspu?_afrLoop=34797646194044478& afriWindowMode=08. afrWindowld=dmy3mewp7& adf.ctrl-state=isfidxo7q_112|

vl e il

5. Select the appropriate settings in the Parameters page as shown below.
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Figure 8-18 Main: Parameters
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6. Configure the access rights for users for search in the Search Security page.
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Figure 8-19 Main: Search Security
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7. Review the summary and click Submit.
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Figure 8-20 Main: Preview and Test
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Figure 8-21 Main: Review Settings
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8.1.3 Temp Application Configuration

This section provides details about the temp application configuration.
8.1.3.1 Manage Application Configuration
To manage application configuration:

1. Select the Create New Application option.

2. Enter the general properties and click Next.
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Figure 8-22 Temporary: General Properties
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3. Enter the field definition details and click Next.
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Figure 8-23 Temporary: Field Definitions
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In Application Security and Document Security pages, select the access rights for users and click
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Figure 8-24 Temporary: Application Security
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Figure 8-25 Temporary: Document Security
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5. Inthe Storage Policy page, select the file default option has shown below.
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Figure 8-26 Temporary: Storage Policy
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6. Click Next. Skip the Workflow Configuration page.
7. Click Next.

8. Review the summary and click Submit.
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Figure 8-27 Temporary: Review Settings
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8.1.3.2 Manage Searches
To manage searches:
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1. Click the Manage Searches option and enter the search name with description.
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2. Select the source application along with its field details in the Results Formatting page.
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Figure 8-29 Temporary: Results Formatting
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3. Select the appropriate conditions in the Conditions page as shown below.
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Figure 8-30 Temporary: Conditions
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4. Select the appropriate settings in the Parameters page as shown below.
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Figure 8-31 Temporary: Parameters
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5. Configure the access rights for users for search in the Search Security page.
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Figure 8-32 Temporary: Search Security
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Figure 8-33 Temporary: Preview and Test
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Figure 8-34 Temporary: Review Settings
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The application ID generated for the main and temporary applications should be updated in the OBP DB
schema table flx_cm_doc_typ meta_data using the following sql statements:

Note

Replace the <main application id> with the application ID generated
for the IPM application and the <temporary application id> with the
application ID generated for the IPM application sql statements with
the actual generated.

SQL for Main Application

update flx cm doc typ meta data
set app id = '<main application id>'
where doc typ id = 'MAIN';
SQL for Temp Application
update flx cm doc typ meta data tp

set app id = '<temporary application id>'
where doc typ id = 'TEMP';
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8.2 IPM Configuration for Bulk Upload Process Setup

This step is an optional configuration step. It is required only for banks that need to upload documents in
bulk. Creation of an input configuration results in defining an input file format and mapping the file input data
with the application field definitions. This file format is then understood by the IPM Bulk data upload feature
(known as an document upload input agent in IPM), which uploads scanned documents from a shared
folder on into IPM.

This upload takes place in the following steps:

A file containing details of the scanned documents to be uploaded is taken as an input from a location on
the server. Then IPM uploads the scanned documents as specified in an input definition file.

Then IPM invokes the "IPMBulkUpload" BPEL process deployed on the SOA server as part of the SOA
media pack installation process. The BPEL process updates the IPM document reference ID in OBP for the
document record.

8.2.1 Prerequisites
Following are the prerequisites before proceeding with the bulk upload process setup:

1. Application on IPM server is already created on which bulk upload process needs to be configured.
For more information to understand the application creation process, see Image Processing and
Management Admin Guide.

2. com.ofss.fc.workflow.process.IPMBulkUploadProcess is already deployed on the SOA server.

8.2.2 Setting up the Connection Name

To set up a bulk process, start by setting up the connection name, which is used as JNDI for IPM to BPEL
connection.

To set up a bulk process:
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1. Login to Enterprise Manager (EM) console.

Figure 8-35 EM Console Login
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2. Inthe Name section, under Weblogic domain, click ipm domain (or base domain where ipm server
is installed).
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Figure 8-36 Click Weblogic Domain: ipm domain
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3. Inthe top menu, click Weblogic Domain. The corresponding menu appears.

4. Navigate to Security > Credentials. The Credentials page appears.
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Figure 8-37 Navigate to Weblogic Domain --> Security --> Credentials
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(@) Getting Started Using the Fusion Middleware Control MBean Browsers
Other Resources

) Oracle Fusion Middleware Resources on the Web

) Oracle Fusion Middleware Forums

5. Click Create Map to create a map with the Map Name as oracle.wsm.security.
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Figure 8-38 Create Map oracle.wsm.security

Credentials: /

& |11 10.180.25.22:7001/em/faces/as/as/

get=/Farm_base_domain/base_domain&type=weblogic_domair =
R Most Visited »  [J1UT1 @IuT2

E] @v Google

Create Map

Acredentialis uniquely ientfied by a map name and a key name.
Typically, with

al credentials with the same map name define a logical group of credentials,

such as the credentials used by the application. All map names in a
credential store must be distinct.

v e

6. Click Create Key to create a key under the map oracle.wsm.security..
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Figure 8-39 Create Key basic.credentials

Credentials: /

E] @v Google Q] a

& [D‘10.180.25.22:7001[em]hr /as/as/ i get=/Farm_base_domain/base_domain&type=weblogic_domair =

R Most Visited »  [J1UT1 @IuT2

In the Key field enter the key name as basic.credentials.
In the Type field, select the value as Password.

Enter the other required details.
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10. Click Ok. The key is saved.

Figure 8-40 ipm_domain: Credentials Created

Credentials: /Farm_ipm_domain/fipm_domain (Oracle WebLogic Domain) - Oracle Enterprise Manager (weblogic) - Mozilla Firefox
]EZ Zimbra: Inbox (2800)

&

Bty 1) 3:14PM 2 sudhirma i
® H % User Profile : Sudhir Marath... % ﬂ\_] Oracle Imaging and Process... # ||._] Credentials: /Farm_ipm_do... ¥ U ap ‘

v

L1 10.180.9.97:7001/em/faces/as/as/domainHome?target=/Farm_ipm_domain/ipm_domain&type=weblogic_domain&_ «[e - =N @
B3 Most Visited = [IUT1 [@]IUT2

ORACLE Enterprise Manager 11g Fusion Middleware Control
FiFarm, | & Topology

ipm_domain g

] WebLogic Domain +

sewp. Helpv LogOut

Logged in as weblogic
Page Refreshed May 2, 2012 3:13:59 PM IST 1)
Credentials

A credential store is the repository of security data that certily the authority of entities used by Java 2, J2EE, and ADF applications. Appications can use the Credential Store, a single, consoldated service provider to store and manage their credentials
securely.

Credential Store Provider

o Create Map o Create Key # Edt. 3¢ Delete

Credenial Key Name

€]
Credential Type Description
[ ]ioccs
B [Jorack.wsm.security
 basic.credentials Password

8.2.3 Setting up Input Agent Path
To set up input agent path:
1. Loginto Enterprise Manager (EM) console.
2. Inthe Name section, under Weblogic domain, click ipm domain.
3. Inthe top menu, click Weblogic Domain. The corresponding menu appears.
4,

Navigate to the domain System MBean Browser. The System MBean Browser page appears.
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Figure 8-41 Navigate to Weblogic Domain --> System MBean Browser

JFarm_ipm_domain/ipm_domain (Oracle WebLogic Domain) - Oracle Enterprise Manager (weblogic) - Mozilla Firefox

B3 Ty 4) 3:36PM R sudhirma 4%
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® H % User Profile : Sudhir Marath... 3¢ ][\_“1 Farm_base_domain (Oracle... % ]] | /Farm_ipm_domain/ipm_d... % UE} v

~e| - &,

ORACLE pri: 119 Fusion Mi Control
GiFam, | & Topology
ipm_domain g
2] WebLogic Domain »
Home
&~
Control > .
(] To configure and manage this WebLogic
Legs 4 Domain, use the Oracle WebLogic Server
R Administration Gonsole.
Port Usage
Application Deployment > @ B
Web Services
Security g
Metadata Repositories .:Jaﬁ
JDBC Data Sources
System MBean Browser [N
' Weblogic Server Administration Console Bean
Request
Listen  Active Accesses
Host Cluster Processing
" Port Sessions (per
General Information Time (ms)
minute)
H 5 Adminserver {}  OFsMuC 7001 3 374 0.00
5l 1BR_server1 & Unavailat Unavallat Unavailable Unavailat
5 1PM_servert {p OFsMuC 16000 50 96 118
5l ssxa_servert 3 Unavailat Unavaiat Unavailable Unavailat
5 UCM_servert {3  OFsMuC 16200 0 0 0.00
5 URM_servert 3 Unavallat Unavallat Unavailable Unavaiat
= Oracle WebLogic Domain Resource Center B

Before You Begin

(@) Whatis an Oracle Weblogic Server Domain?

(@) Manage Oracle WebLogic Server with Fusion Middleware Gontrol

() Manage Oracle WebLogic Server with the Administration Console
Typical Administration Tasks

(@) Starting and Stopping Oracle WebLogic Server Instances

(@) Deploying an Appiication Using Fusion Middieware Gontrol

(@) Typical Security Practices with Fusion Middieware Gontrol

(@) Getting Started Using the Fusion Middleware Control MBean Browsers
Other Resources

) Oracle Fusion Middleware Resources on the Web

) Oracle Fusion Middleware Forums

[l Clusters
Search

Name

No Clusters found

| Deployments

Search
Name
El 23 Appication Deployments
[23 Internal Applications
@ imaging
@, Oracle UCM Help
@) Oracle UCM Native Web Services
@ Oracle UCM Web Services

Setup» Helpv Log Out

Logged in as weblogic
Page Refreshed May 2, 2012 3:35:07 PM IST 13

@8-
& Cluster  Defaut  Session
uster X "
AT Sewvers p o7 Messaging Load Replication
Mode Mgorithm  Type
@@~
up
Hits)
Status  Target
L1 IPM_server!
4 UCM_servert
O UCM_server1
I UCM_servert

5. Inthe left hand pane, navigate to Application Defined MBeans > oracle.imaging > Server: IPM_

server1 > config.

6. For the attribute InputDirectories, in the Value column enter the value to set the path for input agents.
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Figure 8-42 InputDirectories: Enter Input Agent Path

System MBean Browser - Oracle Enterprise Manager (weblogic) - Mozilla Firefox
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System MBean Browser
@ v | B Application Defined MBeans: config Apply || Revert
Show MBean Information
] Runtime MBeans A
g Attributes
Name Description Access Value
B P — Render page-cache temp fie locaton. Takes effectat server [, B
Defined MBeans et
| EMDomain Configures how often (in minutes) input agent cheeks for |
() EMDomain
= 3/| Chockinterval work. Takes effect on the next check cycle. Rw |15
~ | |p————— Configures how many days fies wil remain in the Input Agent [
Hokding directory
Configures the fienames that wil not be moved to the Input
5 Cleanupt st Agent . File paths must be exact maiches o AW
these values.
T —— Name of defautt skin used by Ul f user has not seta -
preference.
ol DemiScoutyarmp The default security group to use for doecument security aw
when creating an appiication
The timeout in mSe for any repository operations ke
8  DocumentFileTimeout e e RW | 2000000
H Path referencing a location containing TTF font fiks for use
9  GDFontPath by OIT Takes effect RW | ust/share/X11/fonts TTF
intialization.
‘Gontrols how many times a job can be retried. The defaut is
10 InputAgentRetry Count aw 3
i eed 3;0n the 4th try the job s placed in the falked directory
— Provides list of directories stored as GSV strings where inpuf
R e Direotories Jsources should look for work. Takes effect immediately o Dol cs D el Uk |
12 IPMVersion The IPM version number. A 11.1.1.50(110426.1700.11020)
13 JpegimageQualty Specifies desired qually level of rendered JPG images Aw  [100
Fom Provides detailed logging of Ul activity with durations of many =
i8] LooDctmiedTimes of the Ul activities. Takes eflect at server restart. w | e ]
Maximum numoer of rows a search is allowed 1o retur. After
15 MaxSearchResults this value is reached, the search is stopped. Takes effecton AW | 100
next seareh.
Forces the use of SSL in all web service communication
when set o true | [fe j
=] Specifies which directory holds the sample data for the input
=] UL Takes sffect immediately RW. | IPMinpulAgentinput/Sampies
=] Compression algerithm used when creating TIFF images.
=] REECES Takes effect each time a TIFF is generated. Gl
=] 19 Uptime Returns the uptime of the server. R 2623959
=] Causes the advanced viewer o be used as the defaut
=] 20 UseAavancedAsDefaullViewerMode viewer mode ff 3 user has not set a preference. Takes effect.  RW [ faise - | 3
;‘ at next lnain =
=]
=]

7. Restart IPM server.

8.2.4 Create SOA Connection

To create a SOA Connection:

1. Login to Image Processing Management (IPM).

2. Navigate to the Manage Connections section.

8 OBP and IPM Integration | 216



8.2 IPM Configuration for Bulk Upload Process Setup

Figure 8-43 Manage Connections: Create Workflow Connection

EGmail = Singletor x { [ DesignP x { [ 0BPDev x ¥ [ obpdevo x Y (@] OracleB: x J [ OracleW x
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? Do you want Google Chrome to save your password? | Save password l [ Never for this site x

ORACLE" WebCenter Content: Imaging Logged in as weblogic | Help | Refresh | Preferences | Logout | About

= 35 Searches
in: g Wodi Delete [3] Close
Viain Search Main: Application Summary o vodfy R ]
TiaSearch
Temporary Search
Document Storage a
Volume  File default
Supporting Content Storage
&9 Tools pporting &
Volume  File default
@, Manage Searches
&l & Manage Applications .
" L g EWworkflow Configuration
ain
TL2MAT Workflow injection enabled.
Temporary Server Properties
Connection &:1UTSOA
Component Properties
5 Manage Inputs Composite default/com. ofss. fe.workfiow. pracess. IPMBulkUploadProcess! 1.0
Service ipmbulkuploadbpelprocess_dient_ep
&l &1 Manage Connections [E Operation process
IUTSOA Create Content Server Connection
T1250A
UCM connection Create Workflow Connection
™ ’ [Mapped value
process.businessUnit Field Value BusinessUnit
process. documentld Field Value Document ID
process. documenthame Document Name
process. documentReferenceld Document Id
process. documentType Field Value Document Type
process.indexes Field Value Indexes
process.marketEntity Fild Value MarketEntity
= Application History
Date [Type [User Name
1/7/2014 Definition Create  weblogic
1[7/2014 Definition Modify ~ weblogic
1/7/2014 Definition Modify ~ weblogic
1/29/2014 Definition Modify  weblogic
2/11/2014 Definition Mocify  weblogic
21172014 Definition Modify  weblogic
2/12/2014 Definition Modify  weblogic
2/14/2014 Definition Modify  weblogic
2/17/2014 Defiition Mocify  weblogic
2/20/2014 Defiition Modify  weblogic
2/24/2014 Definition Modify  weblogic
2/28/2014 Definition Modify  weblogic
3/6/2014 Definition Modify  weblogic
3/14/2014 Defiition Modify  weblogic
3/14/2014 Defiition Modify  weblogic
T oy 3/25/2014 Definition Modify  weblogic -

Privacy Statement

3. Click Create Workflow Connection.

Workflow Connection is used to point to the "IPMBulkUpload" BPEL process deployed on the SOA
server as part of the SOA media pack installation process.

OBP_IPM SOA CONN_NAME
SOA_MANAGED SERVER LISTEN ADDRESS

SOA_MANAGED SERVER LISTEN PORT

4. Inthe Name field, enter the name for SOA Connection as IUTSOA.
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Figure 8-44 IUTSOA: Basic Information

([ DesignP x ¥ § [#0BP2Z x ! ([ 0BPDev x ¥ [ obpdevo x | [®@] OracleB: x J [ OracleW x

€« C' [} 10.180.84.230:16000/imaging/faces/Pages/Welcome,jspx?_afrLoop=4131245614356268_afrWindowMode=08&_adf.ctrl-state=t1gfOoc ve| ¢ #" e E
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Provide the basic information about the Connection.

*Name [1UTSO0A
Description | 1UT SOA server

&9 Tools
@, Manage Searches

icati Connection Type  Werkfiow Connection
Manage Applications onnection Type

Main
T12MAIN
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[ Manage Inputs

& [E Manage Connections
1UTSOA

T12504

UCM connection

&= Manage Security
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—— = = ]

5. Inthe HTTP Front End Address field, enter the value for SOA server.
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Figure 8-45 IUTSOA: Workflow Settings

—— = = ——
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@, Manage Searches roveer
= [ Manage Applications
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Temporary
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IUTSCA
T1250A
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Test Conaction
Compasite Name Revision
o compasites found
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10.180.84.230:16000/imaging/faces/Pages/Welcome.jspx?_afrl oop=1413124561435626& _afrWindowMode=08_adf.ctrl-state=t1 gflocwn_14#] Privacy Statement
m T

6. Inthe Credential Alias field, enter the value as basic.credentials.

7. Click Next to proceed. The Connection Security page appears.
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Figure 8-46 IUTSOA: Connection Security
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8. Provide the requisite security rights to the connection's definition.
9. Click Submit.

10. Click Next. The Review Settings page appears.
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Figure 8—-47 IUTSOA: Review Settings
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8.2.5 Manage Workflow Configuration

To manage workflow configuration:
1. Login to Image Processing Management (IPM).

2. Navigate to Manage Applications section.
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N oo o koW

Figure 8-48 Main: Application Summary
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Privacy Statement

Select the application for which workflow configuration has to be done as shown in Figure 8—48.

Click Modify.

Navigate to the Workflow Configuration section.
Click the Add/Modify button.

In the Server Properties section, select the connection (IUTSOA) which was created in Manage
Connections section from the Connection list.
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Figure 8-49 Manage Applications - Server Properties
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8. Click Next.
9. Inthe Component Properties section, select the Composite, Service and Operation values.

10. From the Composite list, select default/com.ofss.fc.workflow.process.IPMBulkUploadProcess!1.0
from the list of process.

11. From the Service list, select ipmbulkuploadbpelprocess_client_ep.

12. From the Operation list, select process.
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13.
14.

15.

Figure 8-50 Manage Applications - Component Properties
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Configure a workflow component that will be invoked when new documents are added to the application, Select Next” when you have finished with workflow compenent configuration.

Component Properties
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Click Next.

In the Payload Properties section, map the payload elements with mapped value as shown in
following figure.

Map the process fields with application field definitions.

Note

The document Referenceld is mapped to Document Id (IPM internal
field), whereas documentld is mapped to doc Id which is application
field.
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Figure 8-51 Manage Applications - Payload Properties
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16. Click Next.
17. Complete the Workflow Configuration. Click Next.
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Figure 8-52 Manage Applications - Workflow Configuration
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18. Add all those fields which are not present in the application as shown below.
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Figure 8-53 Field Definitions

([ DesignP x ([ 0BPDev x [ OracleW %

¥ [] obpdeve x V [W] OracleB: x

€« € [ 10.180.84.230:16000/imaging/faces/Pages/Welcome,jspx?_afrLoop=413124561435626&_afrWindowMode=08:_adf.ctrl-state=t1gfOoc ¢ %% 4" wai * =

? Do you want Google Chrome to save your password? | Save password l [ Never for this site x
ORACLE" WebCenter Content: Imaging Logged in as weblogic | Help | Refresh shout O
=
= 35 Searches = = o o o o
;ﬂlagg:racr;h General Properties  Field Definitions  Application Security Document Security  Storage Policy Workflow Configuration Review Settings
Temporary Search
T12MAIN: Field Definitions Cancel || Back || Next | Submit
Provide field definitions for the applicatior’s content. Select "Next™ when you have finished with field definitions. -
[ Add « | 3 Remove
B Toos Type _[Name Length [Scale [Required [Indexed | Default Value [Pickiist
Abc Document Type a 2] P *IB
EISEUE S Abc | SUBMISSION a 7] B FIR
1 &l Manage Applications b [APPLICATION &) @ 2% *7
. abc  [parTY o ] ?u @IH
Temporary Abc Document Descript a 5] Zn @B
Abc  |COLLATERAL (@] 7] 28 78
ADC | COLLATERALVALLL a 52 s B
Abc | COLLATERALTITLE o (5] 2% 7R
£ Manage Inputs b indexes a 52} & n IR
&l &1 Manage Connections e [Doctd o 72 2% *IR
o b | businessurit o @ I @IR
UCM connection Abc | marketentity a 5] B IR
Abc | Customer Id a 5] 2n *78
abc  |ID a (T} P 78
Abc | COLLATERALVALU, =] 54 2 7B
Abc | COLLATERALTITLE (@] 73] Fn 278
/A, Warning
If you make changes to the field definitions, you may have to redo your work in the Workflow Configuration step.
&= Manage Security

10.180.84.230:16000/imaging/faces/Pages/Welcome.jspx?_afrl oop=4131245614356268_afrWindowMode=08_adf ctrl-state=t1gflocwn_14#|
—— = = E—— T

The Main Application Summary appears as shown Figure 8—54.
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Figure 8-54 Main: Application Summary
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8.2.6 Manage Inputs for Input Agents

To manage workflow configuration:

1. Login to Image Processing Management (IPM).

2. Navigate to Manage Inputs section.

Date [Type [User Name
17/2014 Definition Create  weblogic
1f7/2014 Definition Modify  weblogic
1/7/2014 Definition Modify  weblogic
1/29/2014 Definition Modify  weblogic
2/11/2014 Definition Modify  weblogic
211/2014 Definition Modify  weblogic
2/12/2014 Definition Modify  weblogic
2f14/2014 Definition Modify ~ weblagic
2/17/2014 Defirition Modify  weblogic
2/20/2014 Definition Modify  weblogic
2242014 Definition Modify  weblogic
2/28(2014 Definiton Modify  weblogic
3fef2014 Definition Modify  weblogic
3/14/2014 Definition Modify  weblogic
3/14/2014 Definition Modify  weblogic
3(25/2014 Definition Modify  weblogic
3f25/2014 Definition Modify  weblogic
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Figure 8-55 Input Agent: Basic Information

I Gmail
-

x U [ designp. x

[ DesignP x

T W (oBP2z x ' { [ 0BPDev x ¥ [ obpdevo x Y (@] OracleB: x

C' [} 10.180.84.230:16000/imaging/faces/Pages/Welcomejspx?_afrWindowMode=08._afrLoop=4142597015539418& adf.ctrl-state=t1gfOoc v¢| &% # e E

[ OracleW %

? Do you want Google Chrome to save your password? | Save password l [ Never for this site

ORACLE" WebCenter Content: Imaging

Logged in as weblogic | Help | Refresh | Preferences | Logout | About O

= 35 Searches

Main Search
TiaSearch
Temporary Search

a a
Basic Information Review Sample e Map File to Application  Security  Review Settings

1PMBulkuploadST: Basic Information
Define the basic information for the Input.

Cancel | Back | Next | Submit

*Name | IPMBulkuploadsT

&9 Tools

@, Manage Searches

= [ Manage Applications &
Main

T12MAIN
Temporary

Description

Online (@

Auto-detectinput file character set (@)

=Sample Fie  pusinputFie.txt | Upload Browse

£ [ Manage Inputs
[PMBukuploadST

PMBulkiploadT12 Create Input

@ Manage Connections

&= Manage Security

Privacy Statement

3. Define an input agent by entering a Name. For example, bulkUploadinput.

4. Define Input Mask as DMSInputSampleFile.txt.
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Figure 8-56 Input Agent: Input Mask
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5. Upload the attached sample file.

For example, name the sample file as DMSInputSampleFile.txt and add the following content to the
sample file.

/home/oracle/IPM Bulk Upload/IMPCommands.txt|IN
INCERT|1234 |PARTY:1234|MEOL |BUOL |

6. Inthe Input Mask field enter the value which should be the same as the name given in table flx_fw_
config_all_b.

select prop_value from flx_fw_config_all_b where category_id = 'reports' and prop_ id='BULK
UPLOAD FILE NAME PREFIX';

Note

Input Mask name should have a * (asterisk character) to enable the
process to read all the files whose prefix is same as the input mask
value.

7. Inthe Delimeter field, enter the delimiter value as | (vertical bar character).
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8. From the Application field, select the application to which the input agent will be applied.

Figure 8-57 Input Agent: File Parameters
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9. Inthe Field Mapping section, map the Application Fields.
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Figure 8-58 Input Agent: Fields Mapping
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10. After completion of the procedure, the Input Summary appears. The Input agent should have the
settings similar to those shown in Figure 8-59.
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Figure 8-59 Input Agent: Summary
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Note

Do not forget to toggle online, else the input agent will not pick up any
file for processing.

8.2.7 Additional Steps

1. Update user and bankcode as follows:

update flx fw config all b set prop value='48' where prop
value='335"' and category id like 'contentmanager%';

update flx fw config all b set prop value='ofssuser' where
prop id='userId' and category id like 'contentmanager%';

2. Intheflx_fw_config_all_b table, the values for PROP_ID should be the same as mentioned for the
path in IPM server.
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Table 8-1 PROP ID Values

PROP_ID

PROP_VALUE

FTPSERVER.DMSFILEPATH=/scratch/ofssobp/testinputagent/inputdir1/

Path in IPM config

FTPSERVER.REPORTPATH=/scratch/reports/

Path where files
will be FTP

FTPSERVER.HOST

IPM IP

BULK_UPLOAD_FILE_NAME_PREFIX

Input Mask name
givenin 1.5
Manage Inputs for
Input Agents
section.

Figure 8-60 fIx_fw_config_all_b table
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3. FTP service on IPM server should be running and FTP user should be created on host user

connectors.

8.2.8 SSL Handshake Resolution

For resolving the SSLHandshake between IPM and SOA server:
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1. Save the SOA server Certificate. SOA certificate needs to be saved in Base64 (.cer) format for
import to IPM server.

2. Import the SOA server certificate on IPM server with following command.
Copy certificate at following path on IPM server.

keytool -import -noprompt -trustcacerts -alias Ul_SSL _trustself -file SOACert.cer -keystore cacerts -
storepass changeit

3. Security policy for IPMbulkuploadProcess can been removed (if required).
Security for called method

com.ofss.fc.app.content.service.DocumentContentApplicationService.documentUpload
(SessionContext, DocumentDTO) needs to be removed (for Development environment).

Figure 8-61 SSL Handshake Resolution
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Privacy Statement

8.3 IPM Report Upload Setup

This section describes the configuration on IPM server, which is required for bulk report upload on IPM.

8.3.1 Prerequisites

Following are the prerequisites before proceeding with bulk upload process setup:
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1. Application on IPM server on which bulk upload process needs to be configured must be created.
For more information to understand the application creation process, see Image Processing and
Management Admin Guide.

2. com.ofss.fc.workflow.process.ReportlPMRefStoreProcess must be deployed on SOA server.

8.3.2 Setting up the Connection Name

To set up a bulk process we need to start by setting up the connection name, which is used as JNDI for IPM
to BPEL connection.

To set up a bulk process:

1. Login to Enterprise Manager (EM) console.

Figure 8-62 Log in to Enterprise Manager (EM) console
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2. Inthe Fusion Middleware section, under Weblogic domain, click ipm domain (or base domain
where ipm server is installed).
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Figure 8-63 Click Weblogic Domain: ipm domain
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(@) Introduction to Oracle Fusion Middleware

(@) Understanding Key Oracle Fusion Middieware Farm Concepts

(@) Overview of Oracle Fusion Middieware Administration Tools
Typical Administration Tasks

(3) Geting Started Using Oracle Enterprise Manager Fusion Middleware Control

(@) Navigating Within Fusion Migdleware Gontrol

(@) Starting and Stopping Oracle Fusion Middleware

(@) Deploying an Applcation Using Fusion Middleware Control
Other Resources:

W Oracle Fusion Middleware Resources on the Web

@ Oracle Fusion Middleware Forums

http://10.180.9.97:7001/em/faces/as/as/...indowMode=08&_ afrwindowld=u3eep7pw7_S0#

In the top menu, click Weblogic Domain. The corresponding menu appears.

4. Navigate to Security > Credentials. The Credentials page appears.
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Figure 8-64 Navigate to Weblogic Domain --> Security --> Credentials
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H & AdminServer I 2 104 0.00 @ imaging & Clle=oes
5l 1BA_server1 3 Audt Policy failat Unavailable Unavailat @ Oracke UCM Hep [t UCM_server1
& 1PM_servert & Audit Store. a7 198 079 @) Oracle UCM Native Web Services & UCM_server!
(5| SSXA_servert 3 Unavaiat Unavaiat Unavaiable Unavaiat @, Oracke UCM Web Services & UGM_servert
5 UCM_servert ¢  oFsMuC 16200 [ 0 0.00
51 URM_servert 3 Unavaiat Unavaiat Unavaiable Unavaiat
El Oracle WebLogic Domain Resource Center B

Before You Begin

(@) what is an Oracle WeblLogic Server Domain?

(2) Manage Oracle WebLogic Server with Fusion Middleware Control

(@) Manage Oracle WebLogic Server with the Administration Conscle
Typical Administration Tasks

(@) starting and Stopping Oracle WebLogic Server Instances

(@) Deploying an Appication Using Fusicn Middieware Gontrol

(@) Typical Security Practices with Fusion Middieware Control

(2) Getting Started Using the Fusion Middieware Control MBean Browsers
Other Resources

@ Oracle Fusion Middieware Resources on the Web

@ Oracle Fusion Middieware Forums

5. Click Create Map to create a map with the Map Name as oracle.wsm.security.
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Figure 8-65 Create Map oracle.wsm.security

Credentials: /

& |11 10.180.25.22:7001/em/faces/as/as/

get=/Farm_base_domain/base_domain&type=weblogic_domair =
R Most Visited »  [J1UT1 @IuT2

E] @v Google

Create Map

Acredentialis uniquely ientfied by a map name and a key name.
Typically, with

al credentials with the same map name define a logical group of credentials,

such as the credentials used by the application. All map names in a
credential store must be distinct.

v e

6. Click Create Key to create a key under the map oracle.wsm.security.
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Figure 8-66 Create Key: basic.credentials

Credentials: /Farm_base_ /base

& [D|‘HMElJ.25.ZZ:7001/'&m,’Fal:es,i'as,J'as,klclmainHﬂme?l;argel:.=;'Farm_I:|ase_J

Most Visited v [JIUT1 @IuT2

In the Key field, enter the key name as basic.credentials.

In the Type field, select the value as Password.

Enter the other required details.

Click Ok. The key is saved.
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Figure 8-67 ipm_domain: Credentials Created

Credentials: /Farm_ipm_domain/ipm_domain (Oracle WebLogic Domain) - Oracle Enterprise Manager (weblogic) - Mozilla Firefox
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(] WebLogic Demain v

Setpy Hepy LogOut

Logged in as weblogic
Page Refreshed May 2, 2012 3:13:59 PMIST 1)
Credentials

Acredential store is the repositary of security data that certity the authority of entiies used by Java 2, J2EE, and ADF applications. Appiications can use the Credential Store, a single, consalidated service provider to store and manage their credentials

securely. [

Credential Store Provider

dp CreateMap o Create Key / Edt.. 3¢ Delete Credential Key Name ®
Credential Type Description
[ioces
[l [_joracle.wsm.security
@ basic.credentials Password

8.3.3 Setting up Input Agent Path
To set up input agent path:

Log in to Enterprise Manager (EM) console.
In the Fusion Middleware section, under Weblogic domain, click ipm domain.

1.
2.
3. Inthe top menu, click Weblogic Domain. The corresponding menu appears.
4,

Navigate to the domain System MBean Browser. The System MBean Browser page appears.
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Figure 8—-68 Navigate to Weblogic Domain --> System MBean Browser
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& 1PM_servert {  oFsmuc 16000 50 96 118 @) Oracle UCM Native Web Services & UCM_server!
(5| SSXA_servert 3 Unavaiat Unavaiat Unavaiable Unavaiat @, Oracke UCM Web Services & UGM_servert
5 UCM_servert ¢  oFsMuC 16200 [ 0 0.00
51 URM_servert 3 Unavaiat Unavaiat Unavaiable Unavaiat
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Before You Begin

(@) what is an Oracle WeblLogic Server Domain?

(2) Manage Oracle WebLogic Server with Fusion Middleware Control
(@) Manage Oracle WebLogic Server with the Administration Console

Typical Administration Tasks
(@) starting and Stopping Oracle Weblog

ic Server Instances

(@) Deploying an Appication Using Fusicn Middieware Gontrol
(@) Typical Security Practices with Fusion Middieware Control
(2) Getting Started Using the Fusion Middieware Control MBean Browsers

Other Resources

@ Oracle Fusion Middieware Resources on the Web

@ Oracle Fusion Middieware Forums

server1 > config.

In the left hand pane, navigate to Application Defined MBeans > oracle.imaging > Server: IPM_

For the attribute InputDirectories, in the Value column enter the value to set the path for input agents.

Change the highlighted path value to /scratch/ofssobp/testinputagent/inputdir1.
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Figure 8-69 InputDirectories: Enter Input Agent Path

System MBean Browser - Oracle Enterprise Manager (weblogic) - Mozilla Firefox

Bty «) 342PM R sudhirma

[EZ Zimbra: Inbox (2803)

& ] 10.180.25.22:7001/em/faces/as/as/serverHome?target=/Farm_base_domain/base_demain/IPM_server1&type=webl v‘(?

B Most Visited » [ IUT1 [@IUT2

® ][ ¥ User Profile : Sudhir Marath... % U [ system MBean Browser- Or... 3% \[\_‘1 System MBean Browser - Of...

®| <] -
- o £y

ORACLE Enterprise Manager 11g Fusion Middleware Control

i Farmy | g Topology
3 IPM_serveri g
(5] webLogic Server «

System MBean Browser

@7 | B
B (] Runtime MBeans
B L IMim

8. Restart IPM server.
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when creating an applcation
The timeout in mSec for any repository operations lie
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next search.

Forces the use of SSL in all web service communication

when set to frue i =
Specifies which directory holds the sampl data for the input
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8.3.4 Create SOA Connection

To create a SOA Connection:

1. Login to Image Processing Management (IPM).

2. Navigate to the Manage Connections section.
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Figure 8-70 Manage Connections: Create Workflow Connection
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= Application History
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Click Create Workflow Connection.

1bs1d39ghk&_adf.ctrl

49bf562u_10%

In the Name field, enter the name for SOA Connection as IUTSOA.

Privacy Statement

3:29PM

&
Deskt 4
- 11/3/2016

2 s
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Figure 8-71 IUTSOA: Basic Information
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5. Inthe HTTP Front End Address field, enter the value for SOA server.
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Figure 8-72 IUTSOA: Workflow Settings
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In the Credential Alias field, enter the value as basic.credentials.

Click Next to proceed. The Connection Security page appears.
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Figure 8-73 IUTSOA: Connection Security
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8. Provide the requisite security rights to the connection's definition.
9. Click Submit.

10. Click Next. The Review Settings page appears.
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8.3.5 Manage Application Configuration
1.

Figure 8-74 IUTSOA: Review Settings
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Navigate to the Manage Applications section.

2. Select Create New Application option. The Create Application: General Properties page appears.
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Figure 8-75 Create Application: General Properties
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3. Enter the general properties for the application and click Next. The Report: Field Definitions page
appears.
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Figure 8-76 Report: Field Definitions
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Enter the field definition details and click Next. The Create Application: Applications Security page

appears.
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Figure 8-77 Create Application: Applications Security
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In the Application Security section, select the access rights for users and click Next. The Create
Application: Document Security page appears.
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Figure 8-78 Create Application: Document Security
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In the Document Security section, select the access rights for users and click Next. The Create
Application: Storage Policy page appears.
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Figure 8-79 Create Application: Storage Policy
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7. In Storage Policy section, select the File Default option in the Document Storage and Supporting
Content Storage fields.

8. Click Next. The Report: Workflow Configuration page appears.

9. Enter the Workflow Configuration details in the Server Properties, Component Properties and
Payload Properties sections as shown.
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Figure 8-80 Report: Workflow Configuration - Server Properties
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Figure 8-81 Report: Workflow Configuration - Component Properties
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10.

Figure 8-82 Report: Application Summary
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Figure 8-83 Create Application: Review Settings
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8.3.6 Manage Inputs for Input Agents

To manage workflow configuration:
1. Login to Image Processing Management (IPM).

2. Navigate to Manage Inputs section.
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Figure 8-84 Manage Inputs
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Define an input agent by entering a Name. For example, bulkUploadInput.

4. Define Input Mask as ReportRepositoryControlFileLZN*.txt.
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Figure 8-85 Input Agent Details: Input Mask
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5. Upload the sample file.

For example, name the sample file as ReportRepositoryControlFile.txt and add the following content
to the sample file.

/home/oracle/reports/CH318153449.869.txt|10|BRN|0|0|GLBL BU
PB|1000|0OFSSUser|2016031008493939|TD101|BOD|BRN_GRP
1120160131000000|2.IPM 314505(1010]|

6. Inthe Input Mask field, enter the value which should be the same as the name given in table.
flx_fw_config_all_b

select prop_value from flx_fw_config_all_b where category_id = reports and prop_id=REPORT _
UPLOAD_FILE_NAME_PREFIX;

appended with name given in table flx_fw_config_var_b

select prop_value from flx_fw_config_var_b where prop_id = env.name;

259 | Oracle Banking Platform Localization Installation Guide - Silent Installation



8.3 IPM Report Upload Setup

Note

Input Mask name should have a * (asterisk character) to enable the
process to read all the files whose prefix is same as the input mask
value.

7. Inthe Delimeter field, enter the delimiter value as | (vertical bar character).

8. From the Application field, select the application to which the input agent will be applied.

Figure 8-86 Input Agent Details: Field Mapping
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9. Select the access rights for user in the Security section and click Next.
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Figure 8-87 Input Agent Details: Security
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The Input Summary appears. The Input agent must have the settings similar to those shown in the
following figure.
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Figure 8-88 Input Agent Details: Review Settings
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Note

Do not forget to toggle online, else the input agent will not pick up any
file for processing.

8.3.7 Manage Searches

To manage searches:
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1. Click Manage Searches option and enter the search name with description.

Figure 8-89 Create Search: Properties
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2. Select the source application along with its field details.
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Figure 8-90 Create Search: Results Formatting

[ 2z XY ) cwtescann o < VB onewescenrcon <V 0 remsesaranse: XN e

&~ C ) | ® 10.1806.103:16000/imaging/faces/Pages/Welcome jspx?

frLoop=3311841857050168,

WindowMode=08_afrWindowld =3yn7yltip&_adf.

ORACLE" WebCenter Content: Imaging Logged in as weblagic | Help | Refresh | Preferences | Logout | About O
=1
= B3 searches o a o
1ain Properties Results Formatting Conditions Farameters Security FPreview and Test Review Ssttings
Temporary
Create Search: Results Formatting Cancel | Back || Next | Submit
Select a source application or applications that you wish to return images from. Then select the fields in this application you wish to display to the ser when their results are returned.
Source Application |BANK CODE & |TARGET UNIT _&? | TRANSACTION_BRAH USER_ID & |ADHOC_REPORT REREPORTID & |REPORT TYPE & ERANCH ¢
42 Tools # Report BANK_CODE_¥ TRANSACTIO ¥ | |[USER_ID ] |[2proc repcv] |[reporTip v |[rEPorT Tveiv] |[ERANcH
= G, Manage Searches [ ] | |
Viain : U
Temporary
£ & Manage Applications &
Wain
Report
Temporary
= [ Manage Inputs

ReportIPMContentRefInputagent

& [ Manage Connections [ERd
SHOKE_LZN_US

T01504

UCH Connection

&= Manage Security

2010, 2015 Oracle andjor its affiliates. All rights reserv

O T e

Privacy Statement

8 OBP and IPM Integration | 264



8.3 IPM Report Upload Setup

Figure 8-91 Create Search: Conditions
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Figure 8-92 Create Search: Parameters
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Select the access rights for users in security configuration.
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Figure 8-93 Create Search: Security
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4. Review the summary and click Submit.
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Figure 8-94 Create Search: Preview and Test

&~ c O | ® 10.180.6.103:16000/imaging/faces/Pages/Welcome.jspx?

frLoop=33118418570501688 WindowMode=08_afrWindowld=3yn7yltip&_adf.

ORACLE" WebCenter Content: Imaging

= B3 searches

Main
Temporary

&2 Tools

= G, Manage Searches

Main
Temporary

£ & Manage Applications
Main

Report

Temporary

SMOKE_LZN_US.
TO150A
UCM Connection

= [ Manage Inputs
ReportIPMContentRefInputAgent
& [ Manage Connections [ERd

&= Manage Security

v its affiliates. All rights reserv

Logged in as weblogic | Help | Refresh | Preferences | Logout | About O
=1
§—a a—a —F—
Propertiss Results Formatting Conditions Parameters Security Preview and Test Review Settings
Create Search: Preview and Test Cancel | Back || Nedt | Submit
This is how the search will be displayed to the user. If you wish to test the search enter your search parameters and click Search. -
@, search: Report Search Search
BANK_CODE  Equals
TARGET_UNIT  Equals
TRANSACTION_BRANCH  Equals
USERID  Equals
ADHOC_REPORT_REQUESTID  Equals
REPORT ID  Equals
REPORT TYPE  Equals
BRANCH_GROUP_CODE  Equals
REPORT_RUN_DATE  gouals
CONTENT_REFERENCEID  gquals
FIEPATH  Equals
REPORT_SPLIT KEY  quals
Privacy Statement
= - »
E "'. 5 m 5 |[@|I Deskiop

8 OBP and IPM Integration | 268



8.3 IPM Report Upload Setup

Figure 8-95 Create Search: Review Settings
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8.3.8 Additional Steps

Update user and bankcode as follows:

update flx_fw_config_all_b set prop_value= ofssuser where prop_id='userld' and category_id like
contentmanager%;

In the flx_fw_config_all_b table, the values for PROP_ID should be the same as mentioned for path

in IPM server.

Table 8-2 PROP ID Values

PROP_ID

PROP_VALUE

FTPSERVER.DMSFILEPATH=/scratch/ofssobp/testinputagent/inputdir1/

Path in IPM config

FTPSERVER.REPORTPATH=/scratch/reports/

Path where files
will be FTP

FTPSERVER.HOST

IPM IP

BULK_UPLOAD_FILE_NAME_PREFIX

Input Mask name
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PROP_ID PROP_VALUE

givenin 1.5
Manage Inputs for
Input Agents
section.

3. FTP service on IPM server should be running and FTP user should be created on host user
connectors.

4. Forresolving the SSLHandshake between IPM and SOA server:

a. Save the SOA Server Certificate. SOA certificate needs to be saved in Base64 (.cer) format
forimport to IPM server.

b. Import the SOA server certificate on IPM server with following command.

Copy certificate at the following path on IPM server.
path:/scratch/app/product/oracle_jrockit_jdk1.6.0_37 R28.2.5 4.1.0/jre/lib/security

keytool -import -noprompt -trustcacerts -alias Ul_SSL _trustself -file SOACert.cer -keystore
cacerts -storepass changeit

c. Security policy for ReportlIPMRefStoreProcess can been removed (if required).

Security for called method

com.ofss.fc.app.report.ReportGenerationApplicationService.updateAdhocReportContentRef
Id(SessionContext, ReportRequestDTO) needs to be removed (for Development
environment).

com.ofss.fc.app.report.ReportGenerationApplicationService.updateBatchReportContentRefl
d(SessionContext, BatchRequestDTO) needs to be removed (for Development environment).
com.ofss.fc.app.report.ReportGenerationApplicationService.updateSplitReportContentRefld
(SessionContext, ReportSplitDetailDTO) needs to be removed (for Development
environment).
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Figure 8-96 Component Properties
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9 ODI Configuration

This chapter details steps involved in the configuration of ODI. Before configuring ODI, you need to install
the required ODI version mentioned in Section 2.1.2.1 Certification Details.

You can configure ODI using odi.tar.gz. ODI configuration zip is present inside the ob-utils zip/Insights.zip.

9.1 Configuration Procedure

Following are the steps required for ODI configuration using ob-utils zip/Insights.zip:

1.

Create master and work repository using RCU. At the end of RCU run, master and work repository is
created in one schema.

Create a staging area to copy all the scenarios from ob-utils.zip\Insights.zip\odi.tar.gz\odi.tar.

3. Set ODI Level Configurations as mentioned in Section 1 Analytics Configuration.

Create data source for master and work repository with schema and DB details based on step 1.
m odiMasterRepository for Master Repository having JNDI name: jdbc/odiMasterRepository.
= odiWorkRepository for Work Repository having JNDI name: jdbc/odiWorkRepository.

Create three more data sources in the ODI domain.
m 0diOCSA for CSA DB having JNDI name: jdbc/odiOracleCsa
= 0dIUploadOBP for OBP DB having JNDI name: jdbc/odIUploadOBP
m 0diOBP for source DB having JNDI name: jdbc/odiOBP

Deploy agent from staging area in ODI domain.

Create one data source to access reporting db (jdbc/FCBDataSourceODI) with the name OBP_
HOST_ODI_XA in host domain where batch will run.

Make the entry for WSDL_URL in odi.properties file in host domain where batch will run.

Example: WSDL_URL =
http: //<ODIDOMAINSERVER>:8080/oracle12diagent/Odilnvoke?WSDL
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10 Monitoring Servers Using Oracle
Enterprise Manager

This chapter lists the steps required to monitor servers using Oracle Enterprise Manager (OEM).

The OBP servers can be monitored using Oracle Enterprise Manager. 'em_monitor.zip' is available inside
'ob-utils' for this purpose. The procedure is as follows:

1. Extract the 'ob-utils' to get 'em_monitor.zip'.
2. Extract'em_monitor.zip'. It contains 'obp_em_view_script' folder.

For monitoring the OBP Servers, follow the procedures given in Oracle Banking Platform
Management Pack Setup Guide.
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11 Post Installation Verification

This chapter lists the steps required to verify the Oracle Banking Platform solution installation.

11.1 Ul Domain Verification

To verify the Ul domain installation:

1.
2.

Start the Ul domain Admin and Managed servers.

In the WebLogic console (<Ul_IP>:<Ul_ADMIN_PORT>/console), navigate to the Summary of
Deployments page.

Verify that the Status of the following Oracle Banking Platform libraries and applications is Active.

m Shared Libraries

ob.app.client.coll

ob.app.client.communications

ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.broker
ob.app.client.lcm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.ui.coll
ob.ui.communications
ob.ui.cz
ob.ui.deposit
ob.ui.fusion
ob.ui.broker
ob.ui.lem
ob.ui.lending

ob.ui.or
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o Ob.ui.party
o Ob.ui.pm

o ODb.ui.pricing
o oOb.ui.sh

o Ob.ui.tp

o Ob.ui.tp.cz

» com.ofss.fc.app.monitoring

» com.ofss.fc.app.ui.connector
o com.ofss.fc.ui.rest.ops

» com.ofss.fc.ui.view

» com.ofss.fc.ui.view.admin

» com.ofss.fc.ui.view.admin.dashboard
» com.ofss.fc.ui.view.developer
« com.ofss.fc.ui.view.mds

» com.ofss.fc.ui.view.obcm

« com.ofss.fc.ui.view.obeo

o com.ofss.fc.ui.view.obepm

« com.ofss.fc.ui.view.qa

Note

Broker shared libraries are part of AU localization only.

4. In EM console (<UI_IP>:<Ul_ADMIN_PORT>/em), check the status of:
m Cluster
m Managed Servers

m Applications
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Figure 11-1 Ul EM Console Status Check
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In (<UI_IP>:<Ul_ADMIN_PORT>/wsm-pm/validator) and (<Ul_IP>:<Ul_MANAGED_PORT>/ wsm-

pm/validator) screens, all policies must appear.

Figure 11-2 Ul Admin wsm-pm Validator

vsm-pm/val

& C | ® 10180851967

oraclefwss_saml20_tcken_over_ss|_service_policy

oraclefwss11_username_token_with_message_protection_wssc_client_policy

oraclefwss11_x509_token_with_message_protection_wssc_client_policy

oraclefwss_saml_token_over_ss|_service_policy

oraclefwss11_saml_or_username_token_with_message_protection_service_policy

| @ =
conmguration. A SANIL token, IncIuded in the SUAF message, IS Used In SANML-based autnentication
with sender vouches confirmation. These credentials are provided either programmatically or through
the security configuration. This policy performs dynamic identity switching by propagating a different
identity than the one based on authenticated Subject. This policy can be attached to any SOAP-based
client

This policy authenticates users using credentials provided in SAML V2.0 token in the WS-Security
SOAP header. The credentials in the SAML V2.0 token are authenticated against a SAML V2.0 login
meodule. The policy verifies that the transport protocol provides SSL message protection. This policy
can be applied to any SOAP-based endpoint.

This policy provides message-level protection and authentication for outbound SOAP requests in
accordance with the WS-Security 1.1 standard. Messages are protected using WS-Security's Basic
128 suite of symmetric key technologies, specifically RSA key mechanisms for message
confidentiality, SHA-1 hashing algorithm for message integrity, and AES-128 bit encryption. The
keystore on the client side is configured either on a per-request basis or through the security
configuration. Credentials are included in the WS-Security UsernameToken header of outbound SOAP
request messages. Only plain text mechanism is supported. Credentials are provided either
programmatically through the current Java Authentication and Authorization Service (JAAS) subject or
by a reference in the policy to the configured credential store. This policy has secure conversation
enabled. This policy can be attached to any SOAP-based client.

This policy provides message-level protection and certificate-based authentication for outbound SOAP
requests in accordance with the WS-Security 1.1 standard. Messages are protected using WS-
Security's Basic 128 suite of symmetric key technologies, specifically RSA key mechanisms for
message confidentiality, SHA-1 hashing algorithm for message integrity, and AES-128 bit encryption
The keystore on the client side is configured either on a per-request basis or through the security
configuration. Credentials are included in the WS-Security binary security token of the SOAP
message. These credentials are provider either programmatically or through the security
configuration. This policy has secure conversation enabled.

This policy authenticates users using credentials provided in SANML tokens in the WS-Security SOAP
header. The credentials in the SAML token are authenticated against a SAML login module. The
policy verifies that the transport protocol provides SSL message protection. This policy can be applied
to any SOAP-based endpoint

This policy authenticates users using credentials provided in SANL token or Username token or
SAML token with confirmation method ‘Bearer' in the WS-Security SOAP header or using credentials
in the HTTP header against the configured identity store. Messages are protected either over
transport layer using HTTPS or message level protection using WS-Security 1.1 standard . Message
level protection(integrity, confidentiality) is done using WS-Security's Basic 128 suite of symmetric key
technologies, specifically RSA key mechanisms for message confidentiality, SHA-1 hashing algorithm
for message integrity, and AES-128 bit encryption. This policy can be attached to any SOAP based
endpoint or any HTTP based endpoint
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Figure 11-3 Ul managed wsm-pm validator
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oraclefasync_web_service_policy
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oraclefwss11_sts_issued_saml_hok_with_message_protection_client_policy

oracle/no_messageprotection_client_policy
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Version

11.2 Host Domain Verification

To verify the Host domain installation:

1.
2.

" 4

Description

This policy is a special case of simple role based authorization policy based upon the authenticated
Subject. This policy permits all users with any roles. This policy should follow an authentication policy
where the Subject is established. This palicy can be attached to any SOAP-based endpaint.

This policy includes SAML Bearer v2.0 token in the HTTP header. The SAML Bearer v2.0 token is
automatically created. The issuer name and subject name are provided either programmatically or
declarative through policy. Audience resfriction condition can be specified. This policy can be attached
to any Htp-based client.

This policy authenticates users using credentials provided in SAML Bearer token in the WS-Security
SOAP header. By default, SAML Bearer token is expected to be signed with an enveloped signature.
This palicy can be applied to any SOAP-based endpoint.

This policy inserts SAML Sender vouches assertion issued by a trusted STS (Security Token Service).
Messages are protected using client's private key.

This policy verifies that WLS based Secunity has authenticated the user and has established an
identity. This palicy can be applied to any Http-based endpaint in disjunction with other authentication
palicies.

This Message Transmission Optimization Mechanism (MTOM) policy rejects inbound messages that
are not in MTOM format and verffies that outbound messages are in MTOM format. MTOM refers to
specifications http:/fwww.w3 org/TR/2005/REC-s0ap12-mtom-20050125/ and
http:/fwwwi.w3.org/Submission/2006/SUBNM-soap11mtom10-20060405/ for SOAP 1.2 and SOAP 1.1
bindings, respectively.

This policy facilitates enabling support for SOAP requests on the web service endpoint.

This policy facilitates enabling and configuring JRF service-side async support.

This palicy facilitates the disabling of atomic transaction support. It also disables globally attached
palicy of the same policy category/subcategory.

This policy inserts SAML HOK assertion issued by a trusted STS (Security Token Service). Messages
are protected using proof key material provided by STS.

This palicy facilitates the disabling of a globally attached message protection policy. This will include
disabling that whale glabal policy containing any other assertions in addifion to the messageprotection
azsertinn

Start the Host domain Admin and Managed servers.

Navigate to the Summary of Deployments page.

Verify that the Status of the following Oracle Banking Platform libraries and applications is Active.
Following are the details of all XD components libraries and ears:

batchhost Server deployments

m Shared libraries

« oOb.app.client.coll

« Ob.app.client.communications

« Ob.app.client.cz
« Ob.app.client.deposit

o Ob.app.client.fw
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ob.app.client.broker
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.coll
ob.app.host.communications
ob.app.host.cz
ob.app.host.deposit
ob.app.host.fw
ob.app.host.broker
ob.app.host.lcm
ob.app.host.lending
ob.app.host.or
ob.app.host.party
ob.app.host.pm
ob.app.host.pricing
ob.app.host.sh
ob.app.host.tp
ob.app.host.tp.cz

ob.app.integration

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging
com.ofss.fc.messaging.py
com.ofss.fc.middleware
com.ofss.fc.module.rest.ops
com.ofss.fc.reports.communications
com.ofss.fc.webservices

OBPAPI
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Note

For Non-XD Setup only batchhost server setup is needed.

OBEDM Server deployments

m Shared libraries

ob.app.client.coll
ob.app.client.communications
ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.coll
ob.app.host.communications
ob.app.host.cz
ob.app.host.fw
ob.app.host.party
ob.app.host.pm
ob.app.host.pricing
ob.app.host.sh
ob.app.host.tp
ob.app.host.tp.cz

ob.app.integration

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging.collection
com.ofss.fc.middleware.collection

com.ofss.fc.webservices.collection

OBPR Server deployments
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m Shared libraries

« com.ofss.fc.webservices.pricing

ob.app.client.coll
ob.app.client.communications
ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.cz
ob.app.host.fw
ob.app.host.pricing
ob.app.host.tp
ob.app.host.tp.cz

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging.pricing

com.ofss.fc.middleware.pricing

OBEPM Server deployments

m Shared libraries

ob.app.client.communications
ob.app.client.cz
ob.app.client.fw
ob.app.client.Icm
ob.app.client.party
ob.app.client.pm

ob.app.client.pricing
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« Ob.app.client.sh
« Ob.app.host.cz
o oOb.app.host.fw
o Ob.app.host.lcm
o Ob.app.host.pm
o oOb.app.host.tp

o Ob.app.host.tp.cz

» com.ofss.fc.app.connector
» com.ofss.fc.app.monitoring
« com.ofss.fc.messaging.pm
o com.ofss.fc.middleware.pm

» com.ofss.fc.webservices.pm
OBDLOC Server deployments

m Shared libraries
« oOb.app.client.coll
« Ob.app.client.communications
« Ob.app.client.cz
« Ob.app.client.deposit
« Ob.app.client.fw
« Ob.app.client.Icm
« Ob.app.client.lending
« Ob.app.client.or
« Ob.app.client.party
o Ob.app.client.pm
« Ob.app.client.pricing
« Ob.app.client.sh
« Ob.app.host.cz
« Ob.app.host.deposits
o oOb.app.host.fw
« oOb.app.host.tp
o Ob.app.host.tp.cz

« Ob.app.integration
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m Ears

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging.deposits
com.ofss.fc.middleware.deposits

com.ofss.fc.webservices.deposits

OBEO Server deployments

m Shared libraries

ob.app.client.coll
ob.app.client.communications
ob.app.client.broker
ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.broker
ob.app.host.cz
ob.app.host.fw
ob.app.host.or
ob.app.host.tp
ob.app.host.tp.cz

ob.app.integration

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring

com.ofss.fc.messaging.or
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o com.ofss.fc.middleware.or

« com.ofss.fc.webservices.or
OBLS Server deployments

s Shared libraries
« oOb.app.client.coll
« Ob.app.client.communications
« Ob.app.client.cz
« Ob.app.client.deposit
« Ob.app.client.fw
« Ob.app.client.Icm
« Ob.app.client.lending
« Ob.app.client.or
« Ob.app.client.party
o Ob.app.client.pm
« Ob.app.client.pricing
« Ob.app.client.sh
« Ob.app.host.cz
o oOb.app.host.fw
« Ob.app.host.lending
« Ob.app.host.tp
o Ob.app.host.tp.cz

« Ob.app.integration

« com.ofss.fc.app.connector
« com.ofss.fc.app.monitoring
« com.ofss.fc.messaging.lending
« com.ofss.fc.middleware.lending
« com.ofss.fc.webservices.lending
OBPM Server deployments
m Shared libraries
« oOb.app.client.coll
« Ob.app.client.communications

« Ob.app.client.cz
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ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.cz
ob.app.host.fw
ob.app.host.party
ob.app.host.tp
ob.app.host.tp.cz

ob.app.integration

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging.party
com.ofss.fc.middleware.party

com.ofss.fc.webservices.party

OBCCM Server deployments

m Shared libraries

ob.app.client.coll
ob.app.client.communications
ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party

ob.app.client.pm
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« ob.app.client.pricing
« Ob.app.client.sh

« Ob.app.host.cz

o oOb.app.host.fw

o Ob.app.host.lcm

o oOb.app.host.tp

o Ob.app.host.tp.cz

» com.ofss.fc.app.connector

» com.ofss.fc.app.monitoring
« com.ofss.fc.messaging.lcm
« com.ofss.fc.middleware.lcm

o com.ofss.fc.webservices.lcm
OBShared Server deployments

m Shared libraries
« oOb.app.client.coll
« Ob.app.client.communications
« Ob.app.client.cz
« Ob.app.client.deposit
« Ob.app.client.fw
« Ob.app.client.Icm
« Ob.app.client.lending
« Ob.app.client.or
« Ob.app.client.party
o Ob.app.client.pm
« Ob.app.client.pricing
« Ob.app.client.sh
« Ob.app.host.communications
« Ob.app.host.cz
o oOb.app.host.fw
« Ob.app.host.sh
« oOb.app.host.tp
o Ob.app.host.tp.cz
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m Ears

com.ofss.fc.app.connector
com.ofss.fc.app.monitoring
com.ofss.fc.messaging.sh

com.ofss.fc.middleware.sh

com.ofss.fc.webservices.sh

OBCA Server deployments

m Shared libraries

ob.app.client.coll
ob.app.client.communications
ob.app.client.cz
ob.app.client.deposit
ob.app.client.fw
ob.app.client.Icm
ob.app.client.lending
ob.app.client.or
ob.app.client.party
ob.app.client.pm
ob.app.client.pricing
ob.app.client.sh
ob.app.host.cz
ob.app.host.fw
ob.app.host.communications
ob.app.host.broker
ob.app.host.tp
ob.app.host.tp.cz

ob.app.integration

com.ofss.fc.app.connector

com.ofss.fc.app.monitoring

com.ofss.fc.middleware.broker

com.ofss.fc.webservices.broker
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Note

OBCA (Broker) server setup and deployment and broker shared

libraries are part of AU localization only.

JMS Modules
JMS Modules for all XD host servers.

J1MS Modules (Filtered - More Columns Exist)
Click the Lock & Edif button in the Change Center to activate all the buttons on this page.

New | | Delele

Showing 1 to 17 of 17 Previous | Mext

Name &

Type

jmsAccountingModule

IMSSystemResource

jmsAnalyticsModule

IMSSystemResource

imsAsyncAuditModule

IMSSystemResource

jmsBatchModula

JMSSystemPesource

jmsCasaModule

JMSSystemPesource

jmsCollateralModule

IMSSystemResource

jmsCollectionModule

JMSSystemResource

jmsDocumentOutboundModule

IMSSystemResource

jmsDomainPublishModule

IMSSystemResource

imsODIModule

IMSSystemResource

jmsQriginationModuls

JMSSystemPesource

jmsPartyModule

JMSSystemPesource

jmsPaymentMedule

JIMSSystemResource

jmsPricingAnalysisMedule

JMSSystemResource

jmsReportModule

IMSSystemResource

jmsRuleModule

IMSSystemResource

imsWorldflowModule

IMSSystemResource

New | | Delete

Showing 1 to 17 of 17 Previous | Mext

4. In(<HOST_IP>:<HOST_ADMIN_PORT>/wsm-pm/validator) and (<HOST_IP>:<HOST_

MANAGED_PORT>/ wsm-pm/validator) screens, all policies must appear.
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Figure 11-4 HOST admin wsm-pm validator

G C | ® 10.180.85.195:7001/wsm-pm/val

Policy Manager Status: Operational
Policies (183)

Name Latest

Version

oracle/http_sami20_token_bearer_client_policy 1

oracle/binding_authorization_permitall_policy
oracle/wss_saml_token_bearer_service_policy

oracle/wss11_sts_issued_saml_with_message_protection_client_policy

oracle/http_wis_security_service_policy
oracle/wsmtom_policy

oracle/soap_request_processing_service_policy
oracle/no_atomic_transaction_policy

oracle/wss11_sts_issued_saml_hck_with_message_protection_client_policy

oracle/async_web_service_policy
oracle/no_messageprotection_client_policy

Figure 11-5 HOST managed wsm-pm validator
€ C|® 10180851958

Policy Manager Status: Operational
Policies (183)

Latest
Version

1

Name

oraclefhttp_saml20_token_bearer_client_policy

oracle/binding_authorization_permitall_palicy

oraclefwss_saml_token_bearer_service_policy

oracle/wss11_sts_issued_saml_ with_message_protection_client_policy

oracle/http_wls_security_service_policy

oraclefwsmtom_policy

oracle/soap_request_processing_service_policy
oracle/no_atomic_transaction_policy

oracleiwss11_sts_issued_saml_hok_with_message_protection_client policy

oraclefasync_web_service_policy
oracle/no_messageprotection_client_policy

Additionally, the installer can verify the following:

w| @

Description

This policy includes SAML Bearer v2.0 token in the HTTP header. The SANL Bearer v2.0 taken is.
automatically created. The issuer name and subject name are provided either programmatically or
declarative through policy. Audience restriction condition can be specified. This policy can be attached
to any Http-based client

This policy is a special case of simple role based authorization policy based upon the authenticated
Subject. This policy permits all users with any roles. This policy should follow an authentication policy
where the Subject is established. This policy can be attached to any SOAP-based endpoint.

This policy authenticates users using credentials provided in SAML Bearer token in the WS-Security
SOAP header. By default, SAML Bearer token is expected to be signed with an enveloped signature
This policy can be applied to any SOAP-based endpeint.

This policy inserts SAML Sender vouches assertion issued by a trusted STS (Security Token Service).
Messages are protected using client's private key.

This policy verifies that WLS based Security has authenticated the user and has established an
identity. This policy can be applied to any Http-based endpoint in disjunction with other authentication
policies.

This Message Transmission Optimization Mechanism (MTOM) policy rejects inbound messages that
are not in MTOM format and verifies that outbound messages are in MTOM format. MTOM refers to
specifications http:fiwww.w3.0org/TR/2005/REC-soap12-mtom-20050125/ and
http:/fwww.w3.org/Submission/2008/SUBM-soap11mtom10-20060405/ for SOAP 1.2 and SOAP 1.1
bindings, respectively.

This policy facilitates enabling support for SOAP requests on the web service endpoint.

This policy facilitates the disabling of atomic transaction suppert. It also disables globally attached
policy of the same policy category/subcategory.

This palicy inserts SAML HOK assertion issued by a trusted STS (Security Token Service). Messages
are protected using proof key material provided by STS.

This palicy facilitates enabling and configuring JRF service-side async support.
This policy facilitates the disabling of a globally attached message protection policy. This will include
disabling that whole global policy containing any other assertions in addition to the messageprotection

Description

This policy includes SAML Bearer v2.0 token in the HTTP header. The SAML Bearer v2.0 token is
automatically created. The issuer name and subject name are provided either programmatically or
declarative through policy. Audience restriction condifion can be specified. This policy can be attached
to any Http-based client.

This policy s a special case of simple role based authorization policy based upon the authenticated
Subject. This policy permits all users with any roles. This policy should follow an authentication policy
where the Subject is established. This palicy can be attached to any SOAP-based endpaint.

This policy authenticates users using credentials provided in SAML Bearer token in the WS-Security
SOAP header. By default, SANL Bearer token is expected to be signed with an enveloped signature.
This policy can be applied to any SOAP-based endpoint.

This palicy inserts SAML Sender vouches assertion issued by a trusted STS (Security Token Service).
Messages are protected using client's private key.

This policy verifies that WLS based Security has authenticated the user and has established an
identity. This palicy can be applied to any Htfp-based endpaint in disjunction with other authentication
policies.

This Message Transmission Optimization Mechanism (MTOM) policy rejects inbound messages that
are not in MTOM format and verfies that outbound messages are in MTOM format. MTOM refers to
specifications http:/fwww.w3 org/TR/2005/REC-s0ap12-mtom-20050125/ and

http://www. w3.org/Submission/2006/SUBM-soap1 imtom10-20060405/ for SOAP 1.2 and SOAP 1.1
bindings, respectively.

This policy facilitates enabling support for SOAP requests on the web service endpoint.

This palicy facilitates the disabling of atomic transaction support. It also disables globally attached
palicy of the same policy category/subcategory.

This policy inserts SAML HOK assertion issued by a trusted STS (Security Token Service). Messages
are protected using proof key material provided by STS.

This policy facilitates enabling and configuring JRF service-side async support.

This palicy facilitates the disabling of a globally attached message protection policy. This will include
disabling that whale glabal policy containing any other assertions in addifion to the messageprotection

Arnnrian
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m JMS Resources and Security Credentials

« Verify the creation of JMS resources Using admin console.

« Verify security credential mappings for resource adapter under obphost.
= OID Integration

« Verify that the users and groups are created under Security -->Myrealms --> Users And
Groups. This is one of the indicators of successful OID integration.

m SMS Policy Seeding

« Verify from logs under ${HOST_FWM}/obpoidinstall/PolicyStoreSetup/logs to ensure policy
seeding was complete.

« EM and OWSM should also be verified in host as in Ul.

11.3 SOA Domain Verification

To verify the SOA domain installation:

1. Startthe SOA domain Admin and Managed servers (SOA and human task).

2. Navigate to the Summary of Deployments page.

3. Verify that the Status of the following Oracle Banking Platform libraries and human task files with
.ear extension is Active.

m Shared Libraries
» oOb.app.client.coll
» Ob.app.client.communications
« Ob.app.client.cz
» Ob.app.client.deposit
« ob.app.client.fw
« oOb.app.client.broker
« oOb.app.client.lcm
« ob.app.client.lending
« Ob.app.client.or
« oOb.app.client.party
« Ob.app.client.pm
« ob.app.client.pricing
« oOb.app.client.sh
» oOb.ui.coll
« ob.ui.communications
e Ob.ui.cz

« oOb.ui.deposit
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« ob.ui.fusion
o oOb.ui.broker
e Ob.uilcm

« oOb.ui.lending
o oOb.ui.or

o Ob.ui.party
o Ob.ui.pm

o ODb.ui.pricing
o oOb.ui.sh

o Ob.ui.tp

o Ob.ui.tp.cz

» com.ofss.fc.app.ui.connector

» com.ofss.fc.ui.view.mds

« com.ofss.fc.workflow.ui.batchexceptionrecovery

» com.ofss.fc.workflow.ui.brop

« com.ofss.fc.workflow.ui.CapturePartyFinancialsHumanTask
» com.ofss.fc.workflow.ui.CollectionWorkflowApplicationUl

« com.ofss.fc.workflow.ui.common.approval

» com.ofss.fc.workflow.ui.dda

« com.ofss.fc.workflow.ui.FeeNegotiationApprovalTask

» com.ofss.fc.workflow.ui.hardshiprelief

» com.ofss.fc.workflow.ui.lcm.PerformManualAllocationUITask
» com.ofss.fc.workflow.ui.lcm.valuation

» com.ofss.fc.workflow.ui.loans

« com.ofss.fc.workflow.ui.origination

» com.ofss.fc.workflow.ui.PartyMerge

» com.ofss.fc.workflow.ui.ProcessLoanRolloverHumanTask

« com.ofss.ob.webservice.soamanagement

Note

Broker shared libraries are part of AU localization only.

4. Also verify that the standard SOA application soa-infra is in Active state.

11.4 BAM Installation Verification

To verify the BAM installation:

11 Post Installation Verification | 292
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1. Bring up the Admin and Managed servers (bam_server1).

2. Go to the BAM Login Page Link: http: //<BAM_IP>:9003/bam/composer/faces/designer

Figure 11-6 BAM Composer

ORACLE’ BAM Composer

User v
O
» iim Data Objects
b jim Business Queries
mKPis
» im Business Views
» Jim Dashboards Dashboards Alerts

i Alerts

» iim Parameters

Dashboards are composed of one or more business views

II o

[ ]
Business Views Meodels

Create New Dashboard

‘weblogic v

Home  Administrator w

Data

Figure 11-7 BAM Composer

ORACLE' BAM Composer

User ¥
i@ Open Project

== Create
s}

-.
_ W Delete
» imB

mK @ Security

3

» mB /# Rename
b jim Dashboards

i Alerts

» fim Parameters

Dashboards are composed of one or more business views

1 2

[}
Business Views Models

Create New Dashboard

weblogic v

Home  Administrator
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Figure 11-8 BAM Composer

Open Project

Select the project to open

Application
OperationsManager

User

11.5 BPM Worklist Window Setting

For BPM Worklist window setting, the option Display task details in external window must be set to
enable mode. This option is present in administration mode of BPM Worklist as shown in Figure 11-9.

Figure 11-9 BPM Worklist Window Settings

BPM Warklist

| € @ 10180.5.14:2001/i

= &[Q Search *8 ¢ & ® =

Most Visited | | Build Machines | | Test Environments | | UX | | Grok | | OBP Tools | ) Oracle Tools | | ADF Related | | Primavera | | Misc | | Personal | | UHC
ORACLE BPM Worklist

@ ofssuser v

LULTISIEULIY Evidence Search  Approval Groups | Task Configuration

pplication F Save Rewert v

v e ]
s A

4 FlexField Mapping

s Flex Fiis Workist Action Men @ Show © Hide i
rotecieaFix ek

Map Task actions to an image @ = v

(e v

10g Workspace Application URL

Flex Field INTEGER Display

Activity Guide
The interval to wait for Activity Guide for poll requests to access next task 300

Maximum number of times Activity Guide should poll to move to the next task 10

Task Forms (Requires Task Forms Servers Restart)

File Types Allowed for Upload

Display task details in external window @ Enable © Disable

onvriaht® 2005. 2016. Oracle andfor its affiiates. All iohts resenved.
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12 Errors and Remedies

This chapter provides information on troubleshooting to help diagnose and remedy some of the problems
encountered during installation of the Oracle Banking Platform.

12.1 OBP Domain Installation

In general, any environmental condition such as a network error that may lead to a halt in the installation is
evident to you on the console itself. You can additionally inspect WLST logs created in logs directory under
middleware for any anomalies.

While creating OBP SOA domain, ignore the following error:
Error: No domain or domain template has been read.

Error: No domain or domain template has been read.

Figure 12-1 SOA Domain Error

Welcome to Weblogic Server Administration Scripting Shell
Type help() for help on available commands

Domain creation started...

Error: No domain or domain template has been read.

Error: No domain or domain template has been read.

Read domain /scratch/app/product/fmw/user_projects/domains/base_domain to applyJRF

Target JRF components to "obpsoa_clusterl™

Copying JRF configuration files from /scratch/app/product/fmw/oracle_common/modules to /scratch/app/product/fmw/user_projects/domains/base_domain/config/fmuconfig/servers/soa_serv
erl

Update JRF changes to domain /scratch/app/product/fmw/user_projects/domains/base_domain in offline mode

Target JRF components to "obphumantask_cluster1®

Copying JRF configuration files from /scratch/app/product/fmw/oracle_common/modules to /scratch/app/product/fmu/user_projects/domains/base_domain/config/fmiconfig/servers/obphuman
task_serverl

Update JRF changes to domain /scratch/app/product/fmw/user_projects/domains/base_domain in offline mode

Domain created successfully
P R S S S

The domain is created successfully. Also note that for recreation of SOA, Host, and Ul domain, a new set of
RCUs is required, otherwise the pre-installation of respective component fails.

12.2 OBP Security Policy Seeding

For monitoring Oracle Banking Platform application security policy seeding, you can check the logs
generated in $HOST_FMW/obpoidinstall/PolicyStoreSetup/logs.

12.3 OBP Domain Post Installation

This section lists various log files that assist in troubleshooting domain post installation as follows:
obp-* logs

During post installation in order to monitor errors, if any, you can check the obp-* logs created in the OBP
WebLogic domain. These logs contain adequate tracing information required to understand the current
execution point of the script. This facilitates to determine the various configurations that were executed and
those that need due action.

WebLogic Admin Server Logs and stderr file

The script does domain level configurations that require several automated reboots of admin server, which
can be monitored by checking the WebLogic admin server logs and stderr file created under obp-domain-
dir/servers/AdminServer/stderr.log.
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12.4 Error on First Log in

For instance, consider a scenario of OBP Host installation in which once the post install script for OBP host
has secured itself against a LDAP (OID/OVD) it proceeds to restart the OBP Host domain admin server to
produce these changes. During this if due to a momentary network failure the host machine is unable to
make a connection to LDAP then the admin server would fail to start. This will result in the post install script
to abruptly abort throwing a subsequent script error (again which might not conclusive enough to point out
the root cause). The 'obp-*’ logs created in the OBP Host domain would indicate an incomplete attempt by
post install script to start the admin server.

You can check the admin server logs (to find why the admin server could not start) which will ultimately yield
out the actual reasons (in this case the reason being host machine was unable to connect to LDAP).

stderr log, WebLogic Domain Managed Server logs, OFSS logs

Once the post install script is completed successfully, you can start the domain servers and enter a dummy
transaction to check the system correctness. If you face an error you can inspect the stderr log, the
WebLogic domain managed server logs as well as the ofss logs under domain directory.

When you start the managed servers post installation, there may occur a lot of error printing in startup logs
that you can ignore. However, ensure that the status of the applications deployed on the components is
active and the server is in running mode. Even if there are errors during startup of the managed server, you
can login to the application successfully.

12.4 Error on First Log in

In the first log in after installation, the following page may appear or blank page may appear:

297 | Oracle Banking Platform Localization Installation Guide - Silent Installation



12.5 Log in Issues

Figure 12-2 Error on First Log In

[ C' [ 10.180.25.23:2001/com.ofss.fc

CollabNet Subversic.. [ Intranet 1 People QuickSearch & R2A & R28 [ 10180.2563:8000/co.. | OracleBlPublisher E.. [@]1UL Online [ ST- Oracle Bl Publis.. [ OBP Dev-Ops B CustomerHome

view/faces/mainjspx?_afrloop=6337622235238&_afrWi wMode=0&_afrWindowld=nu| b

Error 500--Internal Server Error

From RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1:
10.5.1 500 Internal Server Error

The server encountered an unexpected condition which prevented it from fulfilling the reguest.

oje+|@

— ¥ il
{; “ ) ‘ = B Tlmul:}:fzms N

ol VLl ela] S]] 2 e ] w)

In this case, remove the part of the url after /main.jspx’, and then hit the rest of the url (Example:
https://10.180.25.23:8001/com.ofss.fc.ui.view/faces/main.jspx) again.

12.5 Log in Issues

If there is a problem during logging in the main page, you can check whether the home branch and business
unit of the user in OID are the same with the Host DB table. Use the following query to verify it in database:

select * from flx cs branches b;
select * from flx me business unit b;
If there is mismatch between the database and OID, make change in OID to match with the database.

12.6 SOA Setup in Cluster

This section explains the error that can be encountered in SOA setup in Cluster, and its resolution.

12.6.1 "COMPONENTTYPE": invalid identifier error

Due to one of the one-off patches for SOA applied during the OBP installation, in SOA cluster environment,
the following error might be seen in SOA server logs.

Internal Exception: java.sqgl.SQLSyntaxErrorException: ORA-00904:
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"COMPONENTTYPE": invalid identifier

Though this is not a fatal kind of exception, it can be resolved by adding one more column componenttype
of size 10 with char type in soainfra schema for table cluster_master.

For example on Oracle database user needs to run the following command on soainfra schema:

alter table cluster master add (componenttype varchar2 (10));

12.7 Oracle BAM Command Utility Issue

This is not an issue. This occurs if Oracle BAM is installed for the second time on the same machine.
The following message appears:

Oracle BAM Command Utility [Build 19427, BAM Repository Version 2025] Copyright © 2002, 2015.
Oracle and/or its affiliates. All rights reserved.

java.lang.SecurityException: User: weblogic, failed to be authenticated.

[ErrorSource="javax.security.auth.login.LoginException: java.lang.SecurityException: User: weblogic,
failed to be authenticated."]

The solution or pre-requisite before a second installation is to alter the following file:
<MIDDLEWARE_HOME>/soa/bam/config/BAMICommandConfig.xml
In this file, remove the following tags:

<ICommand Default User Name>weblogic</ICommand Default User Name>
<ICommand Default
Password>HkFBFDf0t65Kuw9/I70cnwXPYIXKz/0OEL1hl10ID+qgjdw=</ICommand
Default Password>

12.8 BPM Worklist Task Issue

If the BPM Task (human task) is not working after installation and you get a backend error indicating access
denied, then:

1. Add the following parameters in setStartupEnv.sh for obphumantask_server1.

Djavax.xml.parsers.DocumentBuilderFactory=com.sun.org.apache.xerces.internal.jaxp.Document
BuilderFactorylmp

| -
Djavax.xml.transform.TransformerFactory=com.sun.org.apache.xalan.internal.xsltc.trax. Transform
erFactorylmpl

Djavax.xml.parsers.SAXParserFactory=com.sun.org.apache.xerces.internal.jaxp.SAXParserFacto
rylmpl
And jps-config.xml

<property name="trust.keystoreType" value="KSS"/>

299 | Oracle Banking Platform Localization Installation Guide - Silent Installation



12.9 Artifacts Issue for SM500 page

<property name="trust.keyStoreName" value="kss://opss/trustservice_ks"/>

<property name="trust.trustStoreName" value="kss://opss/trustservice_ts"/>
2. Restartit.

Figure 12-3 BPM Worklist Task issue
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Error 500-internal Server Error

From RFC 2068 Hypertext Transfer Protocol = HTTP/A.1:
10.5.1 500 Internal Server Error

12.9 Artifacts Issue for SM500 page

If artifacts are not available for SM500, execute the load-artifacts.sh script present at the host installable
path.

For example,

sh /scratch/install/ load-artifacts.sh
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Figure 12-4 Artifacts Issue for SM500 page
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12.10 ra/FCRJConnectorSOA connector issue

If below mentioned error is faced on Humantask server, configuration shown in the below figure has to be
done to resolve issue.

Caused By: javax.resource.spi.ApplicationServerinternalException: Unable to get a connection for pool =
"ra/FCRJConnectorSOA", weblogic.common.resourcepool.ResourceUnavailableException: No resources
currently available in pool ra/FCRJConnectorSOA to allocate to applications. Either specify a time period to
wait for resources to become available, or increase the size of the pool and retry.

at weblogic.connector.outbound.ConnectionManagerimpl.getConnectioninfo
(ConnectionManagerimpl.java:458)

Set the Max Capacity size to 50 and Highest Num Waiters to 15 as shown in the below figure and redeploy
the connector on Humantask server.
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Figure 12-5 Settings for javax.resource.cci.ConnectionFactory page
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12.11 Humantask Startup Issue

If Humantask server is not coming up in running mode after installation and if you face below mentioned
error,

<Nov 21, 2017, 7:40:52,638 PM GMT+05:30> <Error> <Socket> <BEA-000403> <|OException occurred

on socket: Socket[addr=/10.180.35.5,port=57761,localport=7001]

weblogic.socket.MaxMessageSizeExceededException: Incoming message of size: '10000080' bytes
exceeds the configured maximum of: '10000000' bytes for protocol: 't3'.

weblogic.socket.MaxMessageSizeExceededException: Incoming message of size: '"10000080' bytes
exceeds the configured maximum of: 10000000’ bytes for protocol: 't3'

at weblogic.socket.BaseAbstractMuxableSocket.incrementBufferOffset
(BaseAbstractMuxableSocket.java:212)

at weblogic.socket.BaseAbstractMuxableSocket.incrementBufferOffset
(BaseAbstractMuxableSocket.java:188)

at weblogic.rjvm.t3.MuxableSocketT3.incrementBufferOffset(MuxableSocketT3.java:675)
at weblogic.socket.SocketMuxer.readFromSocket(SocketMuxer.java: 1004)

at weblogic.socket.NIOSocketMuxer.readFromSocket(NIOSocketMuxer.java:771)
Truncated. see log file for complete stacktrace

>

Update the setDomainEnv.sh configuration file by setting MaxMessageSize for server as,

EXTRA_JAVA_PROPERTIES="${EXTRA_JAVA_PROPERTIES} -
Dweblogic.MaxMessageSize=50000000"

export EXTRA_JAVA_PROPERTIES
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12.12 Collection Mocking

By default collection is enabled in enterprise application. For mocking collection, perform the following
steps:

1. Execute the following SQL queries in application database:

update flx fw config all b set prop value='false' where prop
id='collection.bootstrap' and category id='root';

update flx fw config all b set prop value='false' where prop
id='collection.webservice.bootstrap' and category id='root';

2. Update the setDomainEnv.sh configuration file on HOST server with the following parameters:

EXTRA_JAVA_PROPERTIES="${EXTRA_JAVA PROPERTIES} -
DAdapterFactories:INS_COLLECTION_ADAPTER_MOCKED-=true -
DAdapterFactories:PARTY_COLLECTION_ADAPTER_MOCKED=true -
DAdapterFactories:LN_COLLECTION_ADAPTER_MOCKED=true -
DAdapterFactories:LCM_COLLECTION_ADAPTER_MOCKED=true -
DAdapterFactories:ACCOUNT_COLLECTION_ADAPTER_MOCKED-=true -
DAdapterFactories:DDA_COLLECTION_ADAPTER_MOCKED=true -
DAdapterFactories:AC_COLLECTION_ADAPTER_MOCKED=true -
DAdapterFactories:CS_COLLECTION_ADAPTER_MOCKED=true"
export EXTRA_JAVA_PROPERTIES

3. Restartthe HOST managed server.

12.13 DDA, Party and LOAN Mocking for OBP installer

For DDA, Party and LOAN Mocking, perform the following steps:

1. Update the setDomainEnv.sh configuration file on HOST server with the following parameters:

EXTRA_JAVA_PROPERTIES="${EXTRA_JAVA_PROPERTIES} -
DAdapterFactories:ACCOUNT_DDA_MOCKED=true -
DAdapterFactories:ACCOUNT_LOAN_MOCKED-=true -
DAdapterFactories:PARTY_ENTITLEMENT_ADPT_MOCKED=true "
export EXTRA_JAVA_PROPERTIES

2. Restartthe HOST managed server.

12.14 Solution for Access Denied Issue in SM502

You may get the access denied errors like shown in the below images.
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Figure 12-6 Access Denied Issue - Party Search
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Figure 12-7 Access Denied Issue - CASA Account Opening
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To solve this issue, provide access to Administrator role for the service from which you are getting access
denied error using Policy Management (SM502) screen.

The services that may get the access denied error are as follows:

Flow: Party Search

Service:
Service:com.ofss.fc.appx.party.service.search.MDMPartySearchApplicationServiceSpi.searchParty

Role: OfflineRole

Please restart PARTY server.

12 Errors and Remedies | 304



12.14 Solution for Access Denied Issue in SM502

Flow: CASA & TD account open

Service:
com.ofss.fc.appx.origination.service.process.application.deposit.OriginateLiabilityProcessApplicationServi
ceSpi.checklfReadyForAccountOpening

Role: Administrators

Please restart OR server.

Flow: OD Account Open

Service:
com.ofss.fc.appx.bundle.offerbundling.service.subscription.BundleSubscriptionApplicationServiceSpi.cre
ateFeeRecoAndPricingPlan

Role: Administrators

Service:
com.ofss.fc.appx.dda.simulation.service.configuration.overdraft. OverdraftAccountOpeningSimulationAppli
cationServiceSpi.fetchAccountConfiguration

Role: Administrators

Please restart SH server.

Flow: Broker

Service:
com.ofss.fc.appx.origination.service.core.submission.SubmissionIinquiryApplicationServiceSpi.fetchSubm
issionHeader

Role: Administrators

Service:
com.ofss.fc.appx.origination.service.process.party.ExistingPartyCheckProcessApplicationServiceSpi.upd
ateProcessFlowld

Role: Administrators

Service:
com.ofss.fc.appx.origination.service.core.submission.product.draft.LoanProductDraftApplicationServiceS
pi.fetchOffersFromFacility

Role: Administrators

Service:
com.ofss.fc.appx.origination.service.core.submission.draft. SubmissionApplicantDraftApplicationServiceS
pi.fetchFinancialDataForApplicant

Role: Administrators

Please restart OR and Broker servers.

Flow: Bundie

Service:
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com.ofss.fc.appx.bundle.offerbundling.service.subscription.PartyBundleLinkageApplicationServiceSpi.vali
dateRecommendedBundle

Role: Administrators

Please restart SH server.
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13 Uninstalling the Application

This chapter explains the process of uninstalling the Oracle Banking Platform.

13.1 Manual Uninstall

Currently an installed OBP WebLogic domain can be uninstalled manually by removing following
directories:

m Manually delete WebLogic domain (Middleware_Home/user_projects/domains) created from
obpinstall template.

= Clean up middleware directory for any files or folders containing obp in their names (simply run rm —rf
*obp* under middleware directory).

m For uninstalling any of the Oracle Banking Platform related database schemas run the RCU utility
and choose the Drop option.
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